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Annex B: Recommendations mapped to identified issues and 
challenges 

 
Identified issues and challenges 
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Design of CIR Approach 
1 Establish and maintain objectives for CIR       

2 Explore greater convergence of CIR 
frameworks 

      

3 Adopt common data requirements and 
reporting formats 

      

4 Implement phased and incremental reporting 
requirements 

      

5 Select appropriate incident reporting triggers       
6 Calibrate initial reporting windows       

7 Provide sufficient details to minimise 
interpretation risk 

      

8 Promote timely reporting under materiality-
based triggers 

      

Supervisory activities and collaboration between authorities 

9 Review the effectiveness of CIR and CIRR 
processes 

      

10 Conduct ad-hoc data collection       

11 Address impediments to cross-border 
information sharing  

      

Industry engagement 

12 Foster mutual understanding of benefits of 
reporting 

      

13 Provide guidance on effective CIR 
communication 

      

Capability Development (individual and shared) 

14 Maintain response capabilities which support 
CIR 

      

15 Pool knowledge to identify related cyber events 
and cyber incidents 

      

16 Protect sensitive information       

Legend - degree to which each recommendation, if implemented, address challenges(s) 

 None  Minor  Moderate  Significant  Profound 
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