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Commission Proposal

Having regard to the Treaty on the Functioning
of the European Union, and in particular Article
114 thereof,

EP Mandate

Having regard to the Treaty on the Functioning
of the European Union, and in particular Article
114 thereof,

Council Mandate

Having regard to the Treaty on the Functioning
of the European Union, and in particular Article
114 thereof,

Citation

Having regard to the proposal from the

Having regard to the proposal from the

Having regard to the proposal from the

> European Commission, European Commission, European Commission,
Citation 3
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the national parliaments, the national parliaments, the national parliaments,
Citation 4
Having regard to the opinion of the European Having regard to the opinion of the European Having regard to the opinion of the European
7 Central Bank,' Central Bank;', Central Bank,'
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Acting in accordance with the ordinary
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Commission Proposal

legislative procedure,

EP Mandate

legislative procedure,

Council Mandate

legislative procedure,

Formula

10

Whereas:

Whereas:

Whereas:

Recital 1

(1) In the digital age, information and
communication technology (ICT) supports
complex systems used for everyday societal
activities. It keeps our economies running in
key sectors, including finance, and enhances the
functioning of the single market. Increased
digitalisation and interconnectedness also
amplify ICT risks making society as a whole -

(1) In the digital age, information and
communication technology (ICT) supports
complex systems used for everyday societal
activities. It keeps our economies running in
key sectors, including finance, and enhances the
functioning of the single market. Increased
digitalisation and interconnectedness also
amplify ICT risks making society as a whole -

(1) In the digital age, information and
communication technology (ICT) supports
complex systems used for everyday societal
activities. It keeps our economies running in
key sectors, including finance, and enhances the
functioning of the single market. Increased
digitalisation and interconnectedness also
amplify ICT risks making society as a whole -

1 and the financial system in particular - more and the financial system in particular - more and the financial system in particular - more
vulnerable to cyber threats or ICT disruptions. vulnerable to cyber threats or ICT disruptions. vulnerable to cyber threats or ICT disruptions.
While the ubiquitous use of ICT systems and While the ubiquitous use of ICT systems and While the ubiquitous use of ICT systems and
high digitalisation and connectivity are high digitalisation and connectivity are high digitalisation and connectivity are
nowadays core features of all activities of Union | nowadays core features of all activities of Union | nowadays core features of all activities of
financial entities, digital resilience is not yet financial entities, digital resilience Zs#o#5ethas | Union financial entities, digital resilience is not
sufficiently built in their operational yet to be sufficiently built in their operational yet-sufficiently built in their operational
frameworks. frameworks. frameworks yet.

Recital 2

(2) The use of ICT has in the last decades (2) The use of ICT has in the last decades (2) The use of ICT has in the last decades

12 gained a pivotal role in finance, assuming today | gained a pivotal role in finance, assuming today | gained a pivotal role in finance, assuming today

critical relevance in the operation of typical
daily functions of all financial entities.
Digitalisation covers, for instance, payments,

critical relevance in the operation of typical
daily functions of all financial entities.
Digitalisation covers, for instance, payments,

critical relevance in the operation of typical
daily functions of all financial entities.
Digitalisation covers, for instance, payments,
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Commission Proposal

which have increasingly moved from cash and
paper-based methods to the use of digital
solutions, as well as securities clearing and
settlement, electronic and algorithmic trading,
lending and funding operations, peer-to-peer
finance, credit rating, insurance underwriting,
claim management and back-office operations.
Finance has not only become largely digital
throughout the whole sector, but digitalisation
has also deepened interconnections and
dependencies within the financial sector and
with third-party infrastructure and service
providers.

EP Mandate

which have increasingly moved from cash and
paper-based methods to the use of digital
solutions, as well as securities clearing and
settlement, electronic and algorithmic trading,
lending and funding operations, peer-to-peer
finance, credit rating, ins#rancethderwriting
claim management and back-office operations,
The insurance sector has also been
transformed by the use of ICT, from the
emergence of digital insurance intermediaries
operating with InsurTech, to digital insurance
underwriting and contract distribution.
Finance has not only become largely digital
throughout the whole sector, but digitalisation
has also deepened interconnections and
dependencies within the financial sector and
with third-party infrastructure and service
providers.

Council Mandate

which have increasingly moved from cash and
paper-based methods to the use of digital
solutions, as well as securities clearing and
settlement, electronic and algorithmic trading,
lending and funding operations, peer-to-peer
finance, credit rating, insurance underwriting,
claim management and back-office operations.
Finance has not only become largely digital
throughout the whole sector, but digitalisation
has also deepened interconnections and
dependencies within the financial sector and
with third-party infrastructure and service
providers.

Recital 3

13

(3) The European Systemic Risk Board (ESRB)
has reaffirmed in a 2020 report addressing
systemic cyber risk! how the existing high level
of interconnectedness across financial entities,
financial markets and financial market
infrastructures, and particularly the
interdependencies of their ICT systems, may
potentially constitute a systemic vulnerability
since localised cyber incidents could quickly
spread from any of the approximately 22 000
Union financial entities® to the entire financial
system, unhindered by geographical boundaries.
Serious ICT breaches occurring in finance do

(3) The European Systemic Risk Board (ESRB)
has reaffirmed in a 2020 report addressing
systemic cyber risk! how the existing high level
of interconnectedness across financial entities,
financial markets and financial market
infrastructures, and particularly the
interdependencies of their ICT systems, may
potentially constitute a systemic vulnerability
since localised cyber incidents could quickly
spread from any of the approximately 22 000
Union financial entities? to the entire financial
system, unhindered by geographical boundaries.
Serious ICT breaches occurring in finance do

(3) The European Systemic Risk Board
(ESRB) has reaftirmed in a 2020 report
addressing systemic cyber risk' how the
existing high level of interconnectedness across
financial entities, financial markets and
financial market infrastructures, and particularly
the interdependencies of their ICT systems, may
potentially constitute a systemic vulnerability
since localised cyber incidents could quickly
spread from any of the approximately 22 000
Union financial entities’ to the entire financial
system, unhindered by geographical boundaries.
Serious ICT breaches occurring in finance do
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Commission Proposal

not merely affect financial entities taken in
isolation. They also smooth the way for the
propagation of localised vulnerabilities across
the financial transmission channels and
potentially trigger adverse consequences for the
stability of the Union’s financial system,
generating liquidity runs and an overall loss of
confidence and trust in financial markets.

1. ESRB report Systemic Cyber Risk from February 2020,
https://www.esrb.europa.eu/pub/pdf/reports/esrb.report200
219 _systemiccyberrisk~101a09685e.en.pdf.

2. According to the impact assessment accompanying the
review of the European Supervisory Authorities,
(SWD(2017) 308, there are around 5,665 credit
institutions, 5,934 investment firms, 2,666 insurance
undertakings, 1,573 IORPS, 2,500 investment
management companies, 350 market infrastructures (such
as CCPs, stock exchanges, systemic internalisers, trade
repositories and MTFs), 45 CRAs and 2,500 authorised
payment institutions and electronic money institutions.
This sums up to approx. 21.233 entities and does not
include crowd funding entities, statutory auditors and audit
firms, crypto assets service providers and benchmark
administrators.

EP Mandate

not merely affect financial entities taken in
isolation. They also smooth the way for the
propagation of localised vulnerabilities across
the financial transmission channels and
potentially trigger adverse consequences for the
stability of the Union’s financial system,
generating liquidity runs and an overall loss of
confidence and trust in financial markets.

1. ESRB report Systemic Cyber Risk from February 2020,
https://www.esrb.europa.eu/pub/pdf/reports/esrb.report200
219 systemiccyberrisk~101a09685e.en.pdf.

2. According to the impact assessment accompanying the
review of the European Supervisory Authorities,
(SWD(2017) 308, there are around 5,665 credit
institutions, 5,934 investment firms, 2,666 insurance
undertakings, 1,573 IORPS, 2,500 investment
management companies, 350 market infrastructures (such
as CCPs, stock exchanges, systemic internalisers, trade
repositories and MTFs), 45 CRAs and 2,500 authorised
payment institutions and electronic money institutions.
This sums up to approx. 21.233 entities and does not
include crowd funding entities, statutory auditors and audit
firms, crypto assets service providers and benchmark
administrators.

Council Mandate

not merely affect financial entities taken in
isolation. They also smooth the way for the
propagation of localised vulnerabilities across
the financial transmission channels and
potentially trigger adverse consequences for the
stability of the Union’s financial system,
generating liquidity runs and an overall loss of
confidence and trust in financial markets.

1. ESRB report Systemic Cyber Risk from February 2020,
https://www.esrb.europa.eu/pub/pdf/reports/esrb.report200
219 _systemiccyberrisk~101a09685¢.en.pdf.

2. According to the impact assessment accompanying the
review of the European Supervisory Authorities,
(SWD(2017) 308, there are around 5,665 credit
institutions, 5,934 investment firms, 2,666 insurance
undertakings, 1,573 IORPS, 2,500 investment
management companies, 350 market infrastructures (such
as CCPs, stock exchanges, systemic internalisers, trade
repositories and MTFs), 45 CRAs and 2,500 authorised
payment institutions and electronic money institutions.
This sums up to approx. 21.233 entities and does not
include crowd funding entities, statatory-auditors-and-andit
firms;-crypto assets service providers and benchmark
administrators.

Recital 4
(4) Inrecent years, ICT risks have attracted the | (4) Inrecent years, ICT risks have attracted the | (4) In recent years, ICT risks have attracted the
attention of national, European and international | attention of national, European and international | attention of national, European and international
policy makers, regulators and standard-setting policy makers, regulators and standard-setting policy makers, regulators and standard-setting
14 bodies in an attempt to enhance resilience, set bodies in an attempt to enhance resilience, set bodies in an attempt to enhance resilience, set

standards and coordinate regulatory or
supervisory work. At international level, the
Basel Committee on Banking Supervision, the
Committee on Payments and Markets
Infrastructures, the Financial Stability Board,

standards and coordinate regulatory or
supervisory work. At international level, the
Basel Committee on Banking Supervision, the
Committee on Payments and Markets
Infrastructures, the Financial Stability Board,

standards and coordinate regulatory or
supervisory work. At international level, the
Basel Committee on Banking Supervision, the
Committee on Payments and Markets
Infrastructures, the Financial Stability Board,
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Commission Proposal

the Financial Stability Institute, as well as the
G7 and G20 groups of countries aim to provide
competent authorities and market operators
across different jurisdictions with tools to
bolster the resilience of their financial systems.

EP Mandate

the Financial Stability Institute, as well as the
G7 and G20 groups of countries aim to provide
competent authorities and market operators
across different jurisdictions with tools to
bolster the resilience of their financial systems.
Consequently, it is necessary to consider ICT
risk in the context of a highly interconnected
global financial system in which the
consistency of international regulation and
cooperation between competent authorities
globally needs to be prioritised.

Council Mandate

the Financial Stability Institute, as well as the
G7 and G20 groups of countries aim to provide
competent authorities and market operators
across different jurisdictions with tools to
bolster the resilience of their financial systems.

Recital 5

(5) Despite national and European targeted
policy and legislative initiatives, ICT risks
continue to pose a challenge to the operational
resilience, performance and stability of the
Union financial system. The reform that
followed the 2008 financial crisis primarily
strengthened the financial resilience of the
Union financial sector and aimed at

(5) Despite national and European targeted
policy and legislative initiatives, ICT risks
continue to pose a challenge to the operational
resilience, performance and stability of the
Union financial system. The reform that
followed the 2008 financial crisis primarily
strengthened the financial resilience of the
Union financial sector and aimed at

(5) Despite national and European targeted
policy and legislative initiatives, ICT risks
continue to pose a challenge to the operational
resilience, performance and stability of the
Union financial system. The reform that
followed the 2008 financial crisis primarily
strengthened the financial resilience of the
Union financial sector and aimed at

15 safeguarding the Union’s competitiveness and safeguarding the Union’s competitiveness and safeguarding the Union’s competitiveness and
stability from economic, prudential and market | stability from economic, prudential and market | stability from economic, prudential and market
conduct perspectives. Though ICT security and | conduct perspectives. Though ICT security and | conduct perspectives. Though ICT security and
digital resilience are part of operational risk, digital resilience are part of operational risk, digital resilience are part of operational risk,
they have been less in the focus of the post- they have been less in the focus of the post- they have been less in the focus of the post-
crisis regulatory agenda, and have only crisis regulatory agenda, and have only crisis regulatory agenda, and have only
developed in some areas of the Union’s developed in some areas of the Union’s developed in some areas of the Union’s
financial services policy and regulatory financial services policy and regulatory financial services policy and regulatory
landscape, or only in a few Member States. landscape, or only in a few Member States. landscape, or only in a few Member States.

Recital 6
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Commission Proposal

(6) The Commission’s 2018 Fintech action
plan' highlighted the paramount importance of
making the Union financial sector more resilient
also from an operational perspective to ensure
its technological safety and good functioning,
its quick recovery from ICT breaches and
incidents, ultimately enabling financial services
to be effectively and smoothly delivered across
the whole Union, including under situations of

EP Mandate

(6) The Commission’s 2018 Fintech action
plan' highlighted the paramount importance of
making the Union financial sector more resilient
also from an operational perspective to ensure
its technological safety and good functioning,
its quick recovery from ICT breaches and
incidents, ultimately enabling financial services
to be effectively and smoothly delivered across
the whole Union, including under situations of

Council Mandate

(6) The Commission’s 2018 Fintech action
plan' highlighted the paramount importance of
making the Union financial sector more resilient
also from an operational perspective to ensure
its technological safety and good functioning,
its quick recovery from ICT breaches and
incidents, ultimately enabling financial services
to be effectively and smoothly delivered across
the whole Union, including under situations of

16 stress, while also preserving consumer and stress, while also preserving consumer and stress, while also preserving consumer and
market trust and confidence. market trust and confidence. market trust and confidence.
1. Communication from the Commission to the European 1. Communication from the Commission to the European 1. Communication from the Commission to the European
Parliament, the Council, the European Central Bank, the Parliament, the Council, the European Central Bank, the Parliament, the Council, the European Central Bank, the
European Economic and Social Committee and the European Economic and Social Committee and the European Economic and Social Committee and the
Committee of the Regions, FinTech Action plan: For a Committee of the Regions, FinTech Action plan: For a Committee of the Regions, FinTech Action plan: For a
more competitive and innovative European financial more competitive and innovative European financial more competitive and innovative European financial
sector, COM/2018/0109 final, sector, COM/2018/0109 final, sector, COM/2018/0109 final,
https://ec.europa.eu/info/publications/180308-action-plan- | https://ec.europa.eu/info/publications/180308-action-plan- | https://ec.europa.cu/info/publications/180308-action-plan-
fintech en. fintech en. fintech en.

Recital 7

(7) In April 2019, the European Banking (7) In April 2019, the European Banking (7) In April 2019, the European Banking
Authority (EBA), the European Securities and Authority (EBA), the European Securities and Authority (EBA), the European Securities and
Markets Authority (ESMA) and the European Markets Authority (ESMA) and the European Markets Authority (ESMA) and the European
Insurance and Occupational Pensions Authority | Insurance and Occupational Pensions Authority | Insurance and Occupational Pensions Authority
(EIOPA) (jointly called “European Supervisory | (EIOPA) (jointly called “European Supervisory | (EIOPA) (jointly called “European Supervisory

17 Authorities” or “ESAs”) jointly issued two Authorities” or “ESAs”) jointly issued two Authorities” or “ESAs”) jointly issued two

pieces of technical advice calling for a coherent
approach to ICT risk in finance and
recommending to strengthen, in a proportionate
way, the digital operational resilience of the
financial services industry through a Union
sector-specific initiative.

pieces of technical advice calling for a coherent
approach to ICT risk in finance and
recommending to strengthen, in a proportionate
way, the digital operational resilience of the
financial services industry through a Union
sector-specific initiative.

pieces of technical advice calling for a coherent
approach to ICT risk in finance and
recommending to strengthen, in a proportionate
way, the digital operational resilience of the
financial services industry through a Union
sector-specific initiative.
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Commission Proposal

EP Mandate

Council Mandate

Recital 8

(8) The Union financial sector is regulated by a
harmonised Single Rulebook and governed by a
European system of financial supervision.
Nonetheless, provisions tackling digital
operational resilience and ICT security are not
fully or consistently harmonised yet, despite
digital operational resilience being vital for
ensuring financial stability and market integrity
in the digital age, and no less important than for

(8) The Union financial sector is regulated by a
harmonised Single Rulebook and governed by a
European system of financial supervision.
Nonetheless, provisions tackling digital
operational resilience and ICT security are not
fully or consistently harmonised yet, despite
digital operational resilience being vital for
ensuring financial stability and market integrity
in the digital age, and no less important than for

(8) The Union financial sector is regulated by a
harmonised Single Rulebook and governed by a
European system of financial supervision.
Nonetheless, provisions tackling digital
operational resilience and ICT security are not
fully or consistently harmonised yet, despite
digital operational resilience being vital for
ensuring financial stability and market integrity
in the digital age, and no less important than for

18 example common prudential or market conduct | example common prudential or market conduct | example common prudential or market conduct
standards. The Single Rulebook and system of | standards. The Single Rulebook and system of | standards. The Single Rulebook and system of
supervision should therefore be developed to supervision should therefore be developed to supervision should therefore be developed to
also cover this component, by enlarging the also cover this component, by also cover this component, by enlarging the
mandates of financial supervisors tasked to entarsinestrengthening the mandates of mandates of financial supervisors tasked to
monitor and protect financial stability and financial supervisors #asked-to-monitor-and monitor and protect financial stability and
market integrity. protecito manage ICT risks in the financial market integrity.

stability-and-sector, to protect the integrity and
efficiency of the single market, and to facilitate
its orderly functioning-intesrity.
Recital 9
(9) Legislative disparities and uneven national | (9) Legislative disparities and uneven national | (9) Legislative disparities and uneven national
regulatory or supervisory approaches on ICT regulatory or supervisory approaches on ICT regulatory or supervisory approaches on ICT
risk trigger obstacles to the single market in risk trigger obstacles to the single market in risk trigger obstacles to the single market in
19 financial services, impeding the smooth financial services, impeding the smooth financial services, impeding the smooth

exercise of the freedom of establishment and the
provision of services for financial entities with
cross-border presence. Competition between the
same type of financial entities operating in

exercise of the freedom of establishment and the
provision of services for financial entities with
cross-border presence. Competition between the
same type of financial entities operating in

exercise of the freedom of establishment and
the provision of services for financial entities
with cross-border presence. Competition
between the same type of financial entities
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Commission Proposal

different Member States may equally be
distorted. Notably for areas where Union
harmonisation has been very limited - such as
the digital operational resilience testing - or
absent - such as the monitoring of ICT third-
party risk - disparities stemming from envisaged
developments at national level could generate
further obstacles to the functioning of the single
market to the detriment of market participants
and financial stability.

EP Mandate

different Member States may equally be
distorted. Notably for areas where Union
harmonisation has been very limited - such as
the digital operational resilience testing - or
absent - such as the monitoring of ICT third-
party risk - disparities stemming from envisaged
developments at national level could generate
further obstacles to the functioning of the single
market to the detriment of market participants
and financial stability.

Council Mandate

operating in different Member States may
equally be distorted. Notably for areas where
Union harmonisation has been very limited -
such as the digital operational resilience testing
- or absent - such as the monitoring of ICT
third-party risk - disparities stemming from
envisaged developments at national level could
generate further obstacles to the functioning of
the single market to the detriment of market
participants and financial stability.

Recital 1

20

(10) The partial way in which the ICT-risk
related provisions have until now been
addressed at Union level shows gaps or overlaps
in important areas, such as ICT-related incident
reporting and digital operational resilience
testing, and creates inconsistencies due to
emerging divergent national rules or cost-
ineffective application of overlapping rules.
This is particularly detrimental for an ICT-
intensive user like finance since technology
risks have no borders and the financial sector
deploys its services on a wide cross-border basis
within and outside the Union.

Individual financial entities operating on a
cross-border basis or holding several
authorisations (e.g. one financial entity can have
a banking, an investment firm, and a payment
institution licence, every single one issued by a
different competent authority in one or several
Member States) face operational challenges in
addressing ICT risks and mitigating adverse

(10) The partial way in which the ICT-risk
related provisions have until now been
addressed at Union level shows gaps or overlaps
in important areas, such as ICT-related incident
reporting and digital operational resilience
testing, and creates inconsistencies due to
emerging divergent national rules or cost-
ineffective application of overlapping rules.
This is particularly detrimental for an ICT-
intensive user like finance since technology
risks have no borders and the financial sector
deploys its services on a wide cross-border basis
within and outside the Union.

Individual financial entities operating on a
cross-border basis or holding several
authorisations (e.g. one financial entity can have
a banking, an investment firm, and a payment
institution licence, every single one issued by a
different competent authority in one or several
Member States) face operational challenges in
addressing ICT risks and mitigating adverse

(10) The partial way in which the ICT-risk
related provisions have until now been
addressed at Union level shows gaps or
overlaps in important areas, such as ICT-related
incident reporting and digital operational
resilience testing, and creates inconsistencies
due to emerging divergent national rules or
cost-ineffective application of overlapping
rules. This is particularly detrimental for an
ICT-intensive user likefinaneesuch as the
financial sector since technology risks have no
borders and the financial sector deploys its
services on a wide cross-border basis within and
outside the Union.

Individual financial entities operating on a
cross-border basis or holding several
authorisations (e.g. one financial entity can have
a banking, an investment firm, and a payment
institution licence, every single one issued by a
different competent authority in one or several
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Commission Proposal

impacts of ICT incidents on their own and in a
coherent cost-effective way.

EP Mandate

impacts of ICT incidents on their own and in a
coherent cost-effective way.

Council Mandate

Member States) face operational challenges in
addressing ICT risks and mitigating adverse
impacts of ICT incidents on their own and in a
coherent cost-effective way.

Recital 1

Oa

20a

(10a) Establishing and maintaining adequate
network and information system
infrastructures is also a fundamental
precondition for effective risk data aggregation

and risk reporting practices, which are in turn
an essential requisite for the sound and
sustainable risk management and decision-
making processes of credit institutions. In
2013, the Basel Committee on Banking
Supervision (BCBS) published a set of
principles for effective risk data aggregation

and risk reporting (BCBS 239) based on two
overarching principles of governance and IT
infrastructure, to be implemented by the
beginning of 2016. In accordance with the
Report of the European Central Bank (ECB)
of May 2018 on the Thematic Review on
effective risk data aggregation and risk
reporting of May 2018 and the BCBS Progress
Report of April 2020, the implementation
progress made by global systemically

important banks was unsatisfactory and a
source of concern. In order to facilitate
compliance and alignment with international
standards, the Commission, in close
cooperation with the ECB and after consulting
EBA and ESRB, should produce a report in
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Commission Proposal

EP Mandate

order to assess how the BCBS 239 principles
interact with the provisions of this Regulation
and, if appropriate, how those principles
should be incorporated into Union law.

Council Mandate

Recital 1

21

(11) As the Single Rulebook has not been
accompanied by a comprehensive ICT or
operational risk framework further
harmonisation of key digital operational
resilience requirements for all financial entities
is required. The capabilities and overall
resilience which financial entities, based on
such key requirements, would develop with a
view to withstand operational outages, would
help preserving the stability and integrity of the
Union financial markets and thus contribute to
ensuring a high level of protection of investors
and consumers in the Union. Since this
Regulation aims at contributing to the smooth
functioning of the single market it should be
based on the provisions of Article 114 TFEU as
interpreted in accordance with the consistent
case law of the Court of Justice of the European
Union.

(11) As the Single Rulebook has not been
accompanied by a comprehensive ICT or
operational risk framework further
harmonisation of key digital operational
resilience requirements for all financial entities
is required. The capabilities and overall
resilience which financial entities, based on
such key requirements, would develop with a
view to withstand operational outages, would
help preserving the stability and integrity of the
Union financial markets and thus contribute to
ensuring a high level of protection of investors
and consumers in the Union. Since this
Regulation aims at contributing to the smooth
functioning of the single market it should be
based on the provisions of Article 114 TFEU as
interpreted in accordance with the consistent
case law of the Court of Justice of the European
Union.

(11) As the Single Rulebook has not been
accompanied by a comprehensive ICT or
operational risk framework, further
harmonisation of key digital operational
resilience requirements for all financial entities
is required. The capabilities and overall
resilience which financial entities, based on
such key requirements, would develop with a
view to withstand operational outages, would
help preserving the stability and integrity of the
Union financial markets and thus contribute to
ensuring a high level of protection of investors
and consumers in the Union. Since this
Regulation aims at contributing to the smooth
functioning of the single market it should be
based on the provisions of Article 114 TFEU as
interpreted in accordance with the consistent
case law of the Court of Justice of the European
Union.

Recital 1

22

(12) This Regulation aims first at consolidating
and upgrading the ICT risk requirements
addressed so far separately in the different
Regulations and Directives. While those Union

(12) This Regulation aims first at consolidating
and upgrading the ICT risk requirements
addressed so far separately in the different
Regulations and Directives. While those Union

(12) This Regulation aims first at consolidating
and upgrading the ICT risk requirements as
part of the operational risk requirements
addressed so far separately in the different

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 11/341




Commission Proposal

legal acts covered the main categories of
financial risk (e.g. credit risk, market risk,
counterparty credit risk and liquidity risk,
market conduct risk), they could not
comprehensively tackle, at the time of their
adoption, all components of operational
resilience. The operational risk requirements,
when further developed in these Union legal
acts, often favoured a traditional quantitative
approach to addressing risk (namely setting a
capital requirement to cover ICT risks) rather
than enshrining targeted qualitative
requirements to boost capabilities through
requirements aiming at the protection, detection,
containment, recovery and repair capabilities
against ICT-related incidents or through setting
out reporting and digital testing capabilities.
Those Directives and Regulations were
primarily meant to cover essential rules on
prudential supervision, market integrity or
conduct.

Through this exercise, which consolidates and
updates rules on ICT risk, all provisions
addressing digital risk in finance would for the
first time be brought together in a consistent
manner in a single legislative act. This initiative
should thus fill in the gaps or remedy
inconsistencies in some of those legal acts,
including in relation to the terminology used
therein, and should explicitly refer to ICT risk
via targeted rules on ICT risk management
capabilities, reporting and testing and third
party risk monitoring.

EP Mandate

legal acts covered the main categories of
financial risk (e.g. credit risk, market risk,
counterparty credit risk and liquidity risk,
market conduct risk), they could not
comprehensively tackle, at the time of their
adoption, all components of operational
resilience. The operational risk requirements,
when further developed in these Union legal
acts, often favoured a traditional quantitative
approach to addressing risk (namely setting a
capital requirement to cover ICT risks) rather
than enshrining targeted qualitative
requirements to boost capabilities through
requirements aiming at the protection, detection,
containment, recovery and repair capabilities
against ICT-related incidents or through setting
out reporting and digital testing capabilities.
Those Directives and Regulations were
primarily meant to cover essential rules on
prudential supervision, market integrity or
conduct.

Through this exercise, which consolidates and
updates rules on ICT risk, all provisions
addressing digital risk in finance would for the
first time be brought together in a consistent
manner in a single legislative act. This initiative
should thus fill in the gaps or remedy
inconsistencies in some of those legal acts,
including in relation to the terminology used
therein, and should explicitly refer to ICT risk
via targeted rules on ICT risk management
capabilities, reporting and testing and third
party risk monitoring.

This initiative also intends to raise awareness
of ICT risks and acknowledges that ICT

Council Mandate

Regulations and Directives. While those Union
legal acts covered the main categories of
financial risk (e.g. credit risk, market risk,
counterparty credit risk and liquidity risk,
market conduct risk), they could not
comprehensively tackle, at the time of their
adoption, all components of operational
resilience. The operational risk requirements,
when further developed in these Union legal
acts, often favoured a traditional quantitative
approach to addressing risk (namely setting a
capital requirement to cover ICT risks) rather
than enshrining targeted qualitative
requirements to boost capabilities through
requirements aiming at the protection,
detection, containment, recovery and repair
capabilities against I[CT-related incidents or
through setting out reporting and digital testing
capabilities. Those Directives and Regulations
were primarily meant to cover essential rules on
prudential supervision, market integrity or
conduct.

Through this exercise, which consolidates and
updates rules on ICT risk, all provisions
addressing digital risk in finance would for the
first time be brought together in a consistent
manner in a single legislative act. This initiative
should thus fill in the gaps or remedy
inconsistencies in some of those legal acts,
including in relation to the terminology used
therein, and should explicitly refer to ICT risk
via— targeted rules on ICT risk management
capabilities, incident reporting, operational
resilience-and testing and third party risk
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Commission Proposal

EP Mandate

incidents and a lack of operational resilience
might jeopardise the financial soundness of
financial entities.

Council Mandate

monitoring.

Recital 1

(13) Financial entities should follow the same
approach and the same principle-based rules
when addressing ICT risk. Consistency
contributes to enhancing confidence in the
financial system and preserving its stability
especially in times of overuse of ICT systems,
platforms and infrastructures, which entails

(13) Financial entities should follow the same
approach and the same principle-based rules
when addressing ICT risk_according to their
size, nature, complexity and risk profile.
Consistency contributes to enhancing
confidence in the financial system and
preserving its stability especially in times of

(13) Financial entities should follow the same
approach and the same principle-based rules
when addressing ICT risk. Consistency
contributes to enhancing confidence in the
financial system and preserving its stability
especially in times of overuse of ICT systems,
platforms and infrastructures, which entails

2% increased digital risk. overnse-ofhigh reliance on ICT systems, increased digital risk.
The respect of a basic cyber hygiene should also | platforms and infrastructures, which entails
avoid imposing heavy costs on the economy by | increased digital risk. The respect of a basic cyber hygiene should also
minimising the impact and costs of ICT The respect of a basic cyber hygiene should also | avoid imposing heavy costs on the economy by
disruptions. avoid imposing heavy costs on the economy by | minimising the impact and costs of ICT
minimising the impact and costs of ICT disruptions.
disruptions.
Recital 14
(14) The use of a regulation helps reducing (14) The use of a regulation helps reducing (14) The use of a regulation helps reducing
regulatory complexity, fosters supervisory regulatory complexity, fosters supervisory regulatory complexity, fosters supervisory
convergence, increases legal certainty, while convergence, increases legal certainty, while convergence, increases legal certainty, while
also contributing to limiting compliance costs, also contributing to limiting compliance costs, also contributing to limiting compliance costs,
24 especially for financial entities operating cross- | especially for financial entities operating cross- | especially for financial entities operating cross-

border, and to reducing competitive distortions.
The choice of a Regulation for the
establishment of a common framework for the
digital operational resilience of financial entities
appears therefore the most appropriate way to

border, and to reducing competitive distortions.
The choice of a Regulation for the
establishment of a common framework for the
digital operational resilience of financial entities
appears therefore the most appropriate way to

border, and to reducing competitive distortions.
The choice of a Regulation for the
establishment of a common framework for the
digital operational resilience of financial entities
appears therefore the most appropriate way to
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Commission Proposal

guarantee a homogenous and coherent
application of all components of the ICT risk
management by the Union financial sectors.

EP Mandate

guarantee a homogenous and coherent
application of all components of the ICT risk
management by the Union financial sectors.

Council Mandate

guarantee a homogenous and coherent
application of all components of the ICT risk
management by the Union financial sectors.

Recital 1

4a

24a

(14a) However, the implementation of this
Regulation should not hamper innovation with
regard to how financial entities deal with
digital operational resilience issues while
complying with its provisions, nor with regard
to the services they offer or the services offered
by ICT third-party service providers.

Recital 1

25

(15) Besides the financial services legislation,
Directive (EU) 2016/1148 of the European
Parliament and of the Council' is the current
general cybersecurity framework at Union level.
Among the seven critical sectors, that Directive
also applies to three types of financial entities,
namely credit institutions, trading venues and
central counterparties. However, since Directive
(EU) 2016/1148 sets out a mechanism of
identification at national level of operators of
essential services, only certain credit
institutions, trading venues and central
counterparties identified by the Member States
are in practice brought into its scope and thus
required to comply with the ICT security and
incident notification requirements laid down in
1t.

(15) Besides the financial services legislation,
Directive (EU) 2016/1148 of the European
Parliament and of the Council' is the current
general cybersecurity framework at Union level.
Among the seven critical sectors, that Directive
also applies to three types of financial entities,
namely credit institutions, trading venues and
central counterparties. However, since Directive
(EU) 2016/1148 sets out a mechanism of
identification at national level of operators of
essential services, only certain credit
institutions, trading venues and central
counterparties identified by the Member States
are in practice brought into its scope and thus
required to comply with the ICT security and
incident notification requirements laid down in
it.

(15) Besides the financial services legislation,
Directive (EU) 2016/1148 of the European
Parliament and of the Council' is the current
generathorizontal cybersecurity framework at
Union level. Among the seven critical sectors,
that Directive also applies to— three types of
financial entities, namely credit institutions,
trading venues and central counterparties.
However, since Directive (EU) 2016/1148 sets
out a mechanism of identification at national
level of operators of essential services, only
certain credit institutions, trading venues and
central counterparties identified by the Member
States are in practice brought into its scope and
thus required to comply with the ICT security
and incident notification requirements laid
down in it.
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1. Directive (EU) 2016/1148 of the European Parliament
and of the Council of 6 July 2016 concerning measures for
a high common level of security of network and
information systems across the Union (OJ L 194,
19.7.2016, p. 1).

EP Mandate

1. Directive (EU) 2016/1148 of the European Parliament
and of the Council of 6 July 2016 concerning measures for
a high common level of security of network and
information systems across the Union (OJ L 194,
19.7.2016, p. 1).

Council Mandate

1. Directive (EU) 2016/1148 of the European Parliament
and of the Council of 6 July 2016 concerning measures for
a high common level of security of network and
information systems across the Union (OJ L 194,
19.7.2016, p. 1).

Recital 1

(16) As this Regulation raises the level of
harmonisation on digital resilience components,
by introducing requirements on ICT risk
management and ICT-related incident reporting
that are more stringent in respect to those laid
down in the current Union financial services
legislation, this constitutes an increased
harmonisation also by comparison to
requirements laid down in Directive (EU)
2016/1148. Consequently, this Regulation
constitutes lex specialis to Directive (EU)

(16) As this Regulation raises the level of
harmonisation on digital resilience components,
by introducing requirements on ICT risk
management and ICT-related incident reporting
that are more stringent in respect to those laid
down in the current Union financial services
legislation, this constitutes an increased
harmonisation also by comparison to
requirements laid down in Directive (EU)
2016/1148. Consequently, for financial entities,

this Regulation— constitutes lex specialis to

(16) As this Regulation raises the level of
harmonisation on digital resilience components,
by introducing requirements on ICT risk
management and ICT-related incident reporting
that are more stringent in respect to those laid
down in the current Union financial services
legislation, this constitutes an increased
harmonisation also by comparison to
requirements laid down in Directive (EU)
2016/1148. Consequently, this Regulation
constitutes lex specialis to Directive (EU)

26 2016/1148. Directive (EU) 2016/1148. 2016/1148.
It is crucial to maintain a strong relation It is crucial to maintain a strong relation
between the financial sector and the Union between the financial sector and the Union
horizontal cybersecurity framework would horizontal cybersecurity framework wowtdto It is crucial to maintain a strong relation
ensure consistency with the cyber security ensure consistency with the cyber security between the financial sector and the Union
strategies already adopted by Member States, strategies already adopted by Member States, horizontal cybersecurity framework weuldin
and allow financial supervisors to be made and allow financial supervisors to be made order to ensure consistency with the cyber
aware of cyber incidents affecting other sectors | aware of cyber incidents affecting other sectors | security strategies already adopted by Member
covered by Directive (EU) 2016/1148. covered by Directive (EU) 2016/1148. States; and allow financial supervisors— to be
made aware of cyber incidents affecting other
sectors covered by Directive (EU) 2016/1148.
Recital 16a
26a
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Commission Proposal

EP Mandate

Council Mandate

(16a) In accordance with Article 4(2) of the
Treaty on the European Union and without
prejudice to the judicial review of the
European Court of Justice, this Regulation
should not affect the responsibility of
Member States regarding essential State
functions concerning public security, defence
and the safeguarding of national security, for
example concerning the supply of
information which would be contrary to the
safeguarding of national security.

Recital 1

27

(17) To enable a cross-sector learning process
and effectively draw on experiences of other
sectors in dealing with cyber threats, financial
entities referred to in Directive (EU) 2016/1148
should remain part of the ‘ecosystem’ of that
Directive (e.g. NIS Cooperation Group and
CSIRTs).

ESAs and national competent authorities,
respectively should be able to participate in the
strategic policy discussions and the technical
workings of the NIS Cooperation Group,
respectively, exchanges information and further
cooperate with the single points of contact
designated under Directive (EU) 2016/1148.
The competent authorities under this Regulation
should also consult and cooperate with the
national CSIRTs designated in accordance with
Article 9 of Directive (EU) 2016/1148.

(17) To enable a cross-sector learning process
and effectively draw on experiences of other
sectors in dealing with cyber threats, financial
entities referred to in Directive (EU) 2016/1148
should remain part of the ‘ecosystem’ of that
Directive (e.g. NIS Cooperation Group and
CSIRTs).

ESAs and national competent authorities,
respectively should be able to participate in the
strategic policy discussions and the technical
workings of the NIS Cooperation Group,
respectively, exchanges information and further
cooperate with the single points of contact
designated under Directive (EU) 2016/1148.
The Joint Oversight Body, the Lead Overseers
and the competent authorities under this
Regulation should also consult and cooperate
with the national CSIRTs designated in
accordance with Article 9 of Directive (EU)
2016/1148.

(17) To enable a cross-sector learning process
and effectively draw on experiences of other
sectors in dealing with cyber threats, financial
entities referred to in Directive (EU) 2016/1148
should remain part of the ‘ecosystem’ of that
Directive (e.g. NIS Cooperation Group and
CSIRTs).

The

ESAs and national competent authorities,
respectively should be able to participate in the
strategic policy discussions and the technical
workings of the NIS Cooperation Group,
respectively, exchanges information and further
cooperate with the single points of contact
designated under Directive (EU) 2016/1148.
The competent authorities under this Regulation
should also consult and cooperate with the
national CSIRTSs designated in accordance with
Article 9 of Directive (EU) 2016/1148. The
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EP Mandate

Moreover, this Regulation should ensure that
the CSIRTs network established by Directive
(EU) 2016/1148 is provided with the details of
major ICT-related incidents.

Council Mandate

competent authorities may also request
technical advice from the authorities
designated in accordance with Article 8 of
Directive (EU) 2016/1148 and establish
cooperation arrangements that should ensure
effective and fast-response coordination
mechanisms.

Recital 18

(18) It is also important to ensure consistency (18) It is also important to ensure consistency (18) His-alse-impertant-to-ensure-consisteney

with the European Critical Infrastructure (ECI) | with the European Critical Infrastructure (ECI) | with-the European-CriticaHnfrastruetare (ECH

Directive, which is currently being reviewed in | Directive, which is currently being reviewed in | Direetive-which-is-eurrently-beingreviewed-in

order to enhance the protection and resilience of | order to enhance the protection and resilience of | erderto-enhance-the-protection-andrestlience-of

critical infrastructures against non-cyber related | critical infrastructures against non-cyber related | eritieal-infrastructures-againstnon-eyberrelated

threats, with possible implications for the threats, and the Directive on Resilience of threats;-with-possible-implicationsfor-the

financial sector. ! Critical Entities’ with possible implications for | finaneial-seetor—'Strong interlinkages between

the financial sector. * the digital resilience and the physical
1. Council Directive 2008/114/EC of 8 December 2008 on resilience of financial entities call for a
)8 th identification gng designation OffEﬁmpea; critical 1. Council Directive 2008/114/EC of 8 December 2008 on | coherent approach by this Regulation and
Infrastructures and the assessment of the need to improve the identification and designation of European critical . . XXX
their protection (OJ L 345, 23.12.2008, p. 75). infrastructures and the assessment of the need to improve gle Dlrectlls;e (F U) XXX/ dth OCfthe il h
their protection (OJ L 345, 23.12.2008, p. 75). uropean Parhament and the Council on the
resilience of critical entities [CER Directive!'].
%h%}denﬂﬁeaﬂen—and—deﬁg&aﬂeﬂ—eﬁProposal for a
Directive of the European eriticalinfrastructures-and-the
assessment-Parliament and of the need-te-improve-their
proteetion{OFE345-2312.2008p—75)Council on the
resilience of critical entities [Please insert full
reference].
Recital 19
29

(19) Cloud computing service providers are one

(19) Cloud computing service providers are one

(19) Cloud computing service providers are
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category of digital service providers covered by
Directive (EU) 2016/1148. As such they are
subject to ex-post supervision carried out by the
national authorities designated according to that
Directive, which is limited to requirements on
ICT security and incident notification laid down
in that act. Since the Oversight Framework
established by this Regulation applies to all
critical ICT third-party service providers,
including cloud computing service providers,
when they provide ICT services to financial
entities, it should be considered complementary
to the supervision that is taking place under
Directive (EU) 2016/1148. Moreover, the
Oversight Framework established by this
Regulation should cover cloud computing
service providers in the absence of a Union
horizontal sector-agnostic framework
establishing a Digital Oversight Authority.

EP Mandate

category of digital service providers covered by
Directive (EU) 2016/1148. As such they are
subject to ex-post supervision carried out by the
national authorities designated according to that
Directive, which is limited to requirements on
ICT security and incident notification laid down
in that act. Since the Oversight Framework
established by this Regulation applies to all
critical ICT third-party service providers,
including cloud computing service providers,
when they provide ICT services to financial
entities, it should be considered complementary
to the supervision that is taking place under
Directive (EU) 2016/1148, and both
substantive and procedural requirements
applicable to critical ICT third-party service
providers under this Regulation should be

coherent and seamless with those applicable
under that Directive. Moreover, the Oversight
Framework established by this Regulation
should cover cloud computing service providers
in the absence of a Union horizontal sector-
agnostic framework establishing a Digital
Oversight Authority.

Council Mandate

one category of digital service providers
covered by Directive (EU) 2016/1148. As such
they are subject to ex-post supervision carried
out by the national authorities designated
according to that Directive, which is limited to
requirements on ICT security and incident
notification laid down in that act. Since the
Oversight Framework established by this
Regulation applies to all critical ICT third-party
service providers, including cloud computing
service providers, when they provide ICT
services to financial entities, it should be
considered complementary to the supervision
that is taking place under Directive (EU)
2016/1148. Moreover, the Oversight
Framework established by this Regulation
should cover cloud computing service providers
in the absence of a Union horizontal sector-
agnostic framework establishing a Digital
Oversight Authority.

Recital 2

30

(20) To remain in full control of ICT risks,
financial entities need to have in place
comprehensive capabilities enabling a strong
and effective ICT risk management, alongside
specific mechanisms and policies for ICT-
related incident reporting, testing of ICT
systems, controls and processes, as well as for

(20) To remain in full control of ICT risks,
financial entities need to have in place
comprehensive capabilities enabling a strong
and effective ICT risk management, alongside
specific mechanisms and policies for I[CT-
related incident reporting, testing of ICT
systems, controls and processes, as well as for

(20) To remain in full control of ICT risks,
financial entities need to have in place
comprehensive capabilities enabling a strong
and effective ICT risk management, alongside
specific mechanisms and policies for handling
all ICT-related ineidentincidents and reporting
major ones. Likewise, financial entities
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managing ICT third-party risk. The digital
operational resilience bar for the financial
system should be raised while allowing for a
proportionate application of requirements for
financial entities which are micro enterprises as
defined in Commission Recommendation
2003/361/EC'.

1. Commission Recommendation of 6 May 2003
concerning the definition of micro, small and medium-
sized enterprises (OJ L 124, 20.5.2003, p. 36).

EP Mandate

managing ICT third-party and ICT intra-group
risk. The digital operational resilience bar for
the financial system should be raised while
allowing for a proportionate application of

requlrements ﬂw%aﬂeta-l—emmev—u%eh—aqce

Reeemme&d&ﬁe&%@@%éi—é@@* takmg mto

account their nature, scale, complexity and

overall risk profile.

Council Mandate

should have policies for testing of ICT
systems, controls and processes, as well as for
managing ICT third-party risk. The digital
operational resilience bar for the financial
system should be raised while allowing for a
proportionate application of requirements for
certain financial entities, particularly those
which are miero-enterprises-as-definedin
CommisstonReconmendation

2003/361/EC microenterprises, as well as
financial entities subject to a proportionate
ICT Risk Management framework.

To facilitate an efficient supervision of
institutions for occupational retirement
provision that duly takes into account both
the application the principle of
proportionality, as well as the need to reduce
administrative burdens for the competent
authorities, the relevant national supervisory
arrangements in respect to such entities
should fully take into account the specific
nature, scale, complexity of the services,
activities and operations and the overall risk
profile of these entities even when exceeding
relevant thresholds established in Article S of
Directive 2016/2341. In particular,
supervisory activities could primarily focus
on the need to address serious risks
associated with the ICT risk management of
a particular entity. Competent authorities
should also maintain a vigilant, but
proportionate approach in relation to the
supervision of institutions for occupational
retirement provision which, in accordance
with Article 31 of Directive 2016/2341,
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EP Mandate

Council Mandate

outsource a significant part of core business,
such as asset management, actuarial
calculations, accounting and data
management, to service providers operating
on their behalf, in result of which the
proportionate application is considered
appropriate.

1. CommissionRecommendation-of 6 May 2003
. ¢ micro, .

Recital 2

=

31

(21) ICT-related incident reporting thresholds
and taxonomies vary significantly at national
level. While common ground may be achieved
through relevant work undertaken by the
European Union Agency for Cybersecurity
(ENISA)! and the NIS Cooperation Group for
the financial entities under Directive (EU)
2016/1148, divergent approaches on thresholds
and taxonomies still exist or can emerge for the
remainder of financial entities. This entails
multiple requirements that financial entities
must abide to, especially when operating across
several Union jurisdictions and when part of a
financial group. Moreover, these divergences
may hinder the creation of further Union
uniform or centralised mechanisms speeding up
the reporting process and supporting a quick
and smooth exchange of information between
competent authorities, which is crucial for
addressing ICT risks in case of large scale
attacks with potentially systemic consequences.

(21) ICT-related incident reporting thresholds
and taxonomies vary significantly at national
level. While common ground may be achieved
through relevant work undertaken by the
European Union Agency for Cybersecurity
(ENISA)! and the NIS Cooperation Group for
the financial entities under Directive (EU)
2016/1148, divergent approaches on thresholds
and taxonomies still exist or can emerge for the
remainder of financial entities. This entails
multiple requirements that financial entities
must abide to, especially when operating across
several Union jurisdictions and when part of a
financial group. Moreover, these divergences
may hinder the creation of further Union
uniform or centralised mechanisms speeding up
the reporting process and supporting a quick
and smooth exchange of information between
competent authorities, which is crucial for
addressing ICT risks in case of large scale
attacks with potentially systemic consequences.

(21) ICT-related incident reporting thresholds
and taxonomies vary significantly at national
level. While common ground may be achieved
through relevant work undertaken by the
European Union Agency for Cybersecurity
(ENISA)! and the NIS Cooperation Group for
the financial entities under Directive (EU)
2016/1148, divergent approaches on thresholds
and taxonomies still exist or can emerge for the
remainder of financial entities. This diversity
entails multiple requirements thatwhich
financial entities must abide to, especially when
operating across several Union jurisdictions and
when part of a financial group. Moreover, these
divergences may hinder the creation of further
Union uniform or centralised mechanisms
speeding up the reporting process and
supporting a quick and smooth exchange of
information between competent authorities,
which is crucial for addressing ICT risks in case
of large scale attacks with potentially systemic
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Commission Proposal

1. ENISA Reference Incident Classification Taxonomy,
https://www.enisa.europa.eu/publications/reference-
incident-classification-taxonomy.

EP Mandate

1. ENISA Reference Incident Classification Taxonomy,
https://www.enisa.europa.eu/publications/reference-
incident-classification-taxonomy.

Council Mandate
consequences.
1. ENISA Reference Incident Classification Taxonomy,

https://www.enisa.europa.eu/publications/reference-
incident-classification-taxonomy.

Recital 21a
(21a) In order to reduce the administrative (22a) To reduce the administrative burden
burden and avoid complexity and duplicative and potentially duplicative reporting
reporting requirements for payment service obligations, for payment service providers
providers that fall within the scope of this that fall within the scope of this regulation,
Regulation, the incident reporting the incident reporting under Directive (EU)
requirements under Directive (EU) 2015/2366 | 2015/2366 should cease to apply.
should cease to apply. As such, credit
institutions, e-money institutions and payment | As such, credit institutions, e-money
3la institutions should report, under this institutions, payment institutions and
Regulation, all operational or security account information service providers, as
payment-related and non-payment-related referred to in Article 33(1) of Directive (EU)
incidents that were previously reported under | 2015/2366, should report under this
Directive (EU) 2015/23606, irrespective of regulation all operational or security
whether the incidents are ICT-related or not. payment-related incidents previously
reported under Directive (EU) 2015/2366,
irrespective of whether such incidents are
ICT-related or not.
Recital 22

32

(22) To enable competent authorities to fulfil
their supervisory roles by obtaining a complete
overview of the nature, frequency, significance
and impact of ICT-related incidents and to
enhance the exchange of information between
relevant public authorities, including law

(22) To enable competent authorities to fulfil
their supervisory roles by obtaining a complete
overview of the nature, frequency, significance
and impact of ICT-related incidents and to
enhance the exchange of information between
relevant public authorities, including law

(22) To enable competent authorities to fulfil
their supervisory roles by obtaining a complete
overview of the nature, frequency, significance
and impact of ICT-related incidents [and cyber
threats] and to enhance the exchange of
information between relevant public authorities,
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enforcement authorities and resolution
authorities, it is necessary to lay down rules in
order to complete the ICT-related incident
reporting regime with the requirements that are
currently missing in financial subsector
legislation and remove any existing overlaps
and duplications to alleviate costs. It is therefore
essential to harmonise the ICT-related incident
reporting regime by requiring all financial
entities to report to their competent authorities
only. In addition, the ESAs should be
empowered to further specify ICT-related
incident reporting elements such as taxonomy,
timeframes, data sets, templates and applicable
thresholds.

EP Mandate

enforcement authorities and resolution
authorities, it is necessary to lay down rules in
order to eomplete-theachieve a robust 1CT-
related incident reporting regime with the
requirements that are-ewrrently-missingin
address the gaps in sectoral financial
subsectorservices legislation and remove any
existing overlaps and duplications to alleviate
costs. It is therefore essential to harmonise the
ICT-related incident reporting regime by
requiring all financial entities to report to their
competent authorities exfthrough a single
streamlined framework as set out in this
Regulation. In addition, the ESAs should be
empowered to further specify ICT-related
incident reporting elements such as taxonomy,
timeframes, data sets, templates and applicable
thresholds.

Council Mandate

including law enforcement authorities and
resolution authorities, it is necessary to lay
down rules in order to complete the ICT-related
incident [and cyber threats]' reporting regime

with-the-requirements-that-areregimes with a

set of requirements currently missing in the
various subsectors of the financial
stubseetorservices Union legislation, and
remove any existing overlaps and duplications
to alleviate costs. It is therefore essential to
harmonise the ICT-related incident [and cyber
threats| reporting regimeregimes by requiring
all financial entities to report to their competent
authorities only. In addition, the ESAs should
be empowered to further specify ICT-related
incident [and cyber threats] reporting elements
such as taxonomy, timeframes, data sets,
templates and applicable thresholds.

1. Taking into consideration the views expressed by
Member States on the matter of the handling of
significant cyber threats (classification and reporting
requirements in relation to significant cyber threats),
the Presidency is of the view that ensuring full
consistency between DORA Proposal and the Proposal
for a directive of the European Parliament and of the
Council on measures for a high common level of
cybersecurity across the Union, repealing Directive
(EU) 2016/1148 (NIS 2) would best preserve the lex
specialis approach endorsed by MS in DORA and
could thus constitute a possible compromise in this
regard. Discussions on NIS 2 in this area are ongoing
and it is not entirely clear yet how the final Council
position on NIS 2 will evolve. In light of this
uncertainty, the fact that these proposals are moving
targets and with a view to ensure consistency with NIS
2, the Presidency therefore proposes to include the
relevant provisions on significant cyber threats
reporting in DORA in [square brackets] for the time
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EP Mandate

Council Mandate

being. If a mandate is granted for DORA, this way of
proceeding would allow the trilogues on DORA to
move ahead while the issue of significant cyber threats
would be dealt with at a later stage: once the outcome
of negotiations under NIS 2 becomes clear, it could
then also be reflected under DORA. In case such an
approach is considered acceptable by MS, this
reasoning would also be explained in the note to
Coreper.

Recital 2

(23) Digital operational resilience testing
requirements have developed in some financial
subsectors within several and uncoordinated,
national frameworks addressing the same issues
in a different way. This leads to duplication of
costs for cross-border financial entities and

(23) Digital operational resilience testing
requirements have developed in some financial
subsectors within several and sometimes
uncoordinated, national frameworks addressing
the same issues in a different way. This leads to
duplication of costs for cross-border financial

(23) Digital operational resilience testing
requirements have developed in some financial
subsectors withinwith several, some of them
uncoordinated-and-uncoordinated;-national
frameworks addressing the same issues in a
different way although with the same goals.

= makes difficult the mutual recognition of entities and mekes-diffierttcould hamper the This leads to a potential duplication of costs for
results. Uncoordinated testing can therefore mutual recognition of results. Uncoordinated cross-border financial entities and makes
segment the single market. testing can therefore segment the single market. | diffiewdt-the mutual recognition of digital
operational resilience testing results-
Uneoordinated-testing-ean-therefore complex
which in turn can segment the single market.
Recital 24
(24) In addition, where no testing is required, (24) In addition, where no testing is required, (24) In addition, where no ICT testing is
vulnerabilities remain undetected putting the vulnerabilities remain undetected putting the required, vulnerabilities remain undetected
financial entity and ultimately the financial financial entity and ultimately the financial putting-thethus exposing a financial entity to
34 sector’s stability and integrity at higher risk. sector’s stability and integrity at higher risk. ICT risk and ultimately creating higher risk

Without Union intervention, digital operational
resilience testing would continue to be patchy
and there would be no mutual recognition of
testing results across different jurisdictions.

Without Union intervention, digital operational
resilience testing would continue to be patchy
and there would be no mutual recognition of
testing results across different jurisdictions.

to the financial sector’s stability and integrity-at
higherrisk. Without Union intervention, digital
operational resilience testing would continue to
be patehyinconsistent across jurisdictions and
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Also, as it is unlikely that other financial
subsectors would adopt such schemes on a
meaningful scale, they would miss out on the
potential benefits, such as revealing
vulnerabilities and risks, testing defence
capabilities and business continuity, and
increased trust of customers, suppliers and
business partners. To remedy such overlaps,
divergences and gaps, it is necessary to lay
down rules aiming at coordinated testing by
financial entities and competent authorities, thus
facilitating the mutual recognition of advanced
testing for significant financial entities.

EP Mandate

Also, as it is unlikely that other financial
subsectors would adopt such schemes on a
meaningful scale, they would miss out on the
potential benefits, such as revealing
vulnerabilities and risks, testing defence
capabilities and business continuity, and
increased trust of customers, suppliers and
business partners. To remedy such overlaps,
divergences and gaps, it is necessary to lay
down rules aiming at coordinated testing by
financial entities and competent authorities, thus
facilitating the mutual recognition of advanced
testing for significant financial entities.

Council Mandate

there would be no mutual recognition of ICT
testing results across different jurisdictions.
Also, as it is unlikely that other financial
subsectors would adopt saehtesting schemes on
a meaningful scale, they would miss out on the
potential benefits of a testing framework, such
as revealing ICT vulnerabilities and risks,
testing defence capabilities and business
continuity, and inereasedthus contributing to
increase trust of customers, suppliers and
business partners. To remedy such overlaps,
divergences and gaps, it is necessary to lay
down rules aiming at coordinated testing by
financial entities and competent authorities, thus
facilitating the mutual recognition of advanced
testing for significant financial entities.

Recital 2

(25) Financial entities’ reliance on ICT services
is partly driven by their need to adapt to an
emerging competitive digital global economy,
to boost their business efficiency and to meet
consumer demand. The nature and extent of
such reliance has been continuously evolving in

(25) Financial entities’ reliance on ICT services
is partly driven by their need to adapt to an
emerging competitive digital global economy,
to boost their business efficiency and to meet
consumer demand. The nature and extent of
such reliance has been continuously evolving in

(25) Financial entities’ reliance on ICT services
is partly driven by their need to adapt to an
emerging competitive digital global economy,
to boost their business efficiency and to meet
consumer demand. The nature and extent of
such reliance has been continuously evolving in

= the past years, driving cost reduction in the past years, driving cost reduction in the past years, driving cost reduction in
financial intermediation, enabling business financial intermediation, enabling business financial intermediation, enabling business
expansion and scalability in the deployment of | expansion and scalability in the deployment of | expansion and scalability in the deployment of
financial activities while offering a wide range | financial activities while offering a wide range | financial activities while offering a wide range
of ICT tools to manage complex internal of ICT tools to manage complex internal of ICT tools to manage complex internal
processes. processes. processes.
Recital 26
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(26) This extensive use of ICT services is
evidenced by complex contractual
arrangements, whereby financial entities often
encounter difficulties in negotiating contractual
terms that are tailored to the prudential
standards or other regulatory requirements they
are subject to, or otherwise in enforcing specific
rights, such as access or audit rights, when the
latter are enshrined in the agreements.
Moreover, many such contracts do not provide
for sufficient safeguards allowing for a fully-
fledged monitoring of subcontracting processes,
thus depriving the financial entity of its ability
to assess these associated risks. In addition, as
ICT third-party service providers often provide
standardised services to different types of
clients, such contracts may not always
adequately cater for the individual or specific
needs of the financial industry actors.

EP Mandate

(26) This extensive use of ICT services is
evidenced by complex contractual
arrangements, whereby financial entities often
encounter difficulties in negotiating contractual
terms that are tailored to the prudential
standards or other regulatory requirements they
are subject to, or otherwise in enforcing specific
rights, such as access or audit rights, when the
latter are enshrined in the agreements.
Moreover, many such contracts do not provide
for sufficient safeguards allowing for a fully-
fledged monitoring of subcontracting processes,
thus depriving the financial entity of its ability
to assess these associated risks. In addition, as
ICT third-party service providers often provide
standardised services to different types of
clients, such contracts may not always
adequately cater for the individual or specific
needs of the financial industry actors.

Council Mandate

(26) This extensive use of ICT services is
evidenced by complex contractual
arrangements, whereby financial entities often
encounter difficulties in negotiating contractual
terms that are tailored to the prudential
standards or other regulatory requirements they
are subject to, or otherwise in enforcing specific
rights, such as access or audit rights, when the
latter are enshrined in the agreements.
Moreover, many such contracts do not provide
for sufficient safeguards allowing for a fully-
fledged monitoring of subcontracting processes,
thus depriving the financial entity of its ability
to assess these associated risks. In addition, as
ICT third-party service providers often provide
standardised services to different types of
clients, such contracts may not always
adequately cater for the individual or specific
needs of the financial industry actors.

Recital 2

37

(27) Despite some general rules on outsourcing
in some of the Union’s financial services pieces
of legislation, the monitoring of the contractual
dimension is not fully anchored into Union
legislation. In the absence of clear and bespoke
Union standards applying to the contractual
arrangements concluded with ICT third-party
service providers, the external source of ICT
risk is not comprehensively addressed.
Consequently, it is necessary to set out certain
key principles to guide financial entities’

(27) Despite some general rules on outsourcing
in some of the Union’s financial services pieces
of legislation, the monitoring of the contractual
dimension is not fully anchored into Union
legislation. In the absence of clear and bespoke
Union standards applying to the contractual
arrangements concluded with ICT third-party
service providers, the external source of ICT
risk is not comprehensively addressed.
Consequently, it is necessary to set out certain
key principles to guide financial entities’

(27) Despitesomegeneralrules-on-outsoureing
. F the Union’s ol . .
of{egislationEven though the Union financial
services legislation contains certain general
rules on outsourcing, the monitoring of the
contractual dimension is not fully anchored into
Union legislation. In the absence of clear and
bespoke Union standards applying to the
contractual arrangements concluded with ICT
third-party service providers, the external
source of ICT risk is not comprehensively
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management of ICT third-party risk,
accompanied by a set of core contractual rights
in relation to several elements in the
performance and termination of contracts with a
view to enshrine certain minimum safeguards
underpinning financial entities’ ability to
effectively monitor all risk emerging at ICT
third party level.

EP Mandate

management of ICT third-party risk,
accompanied by a set of core contractual rights
in relation to several elements in the
performance and termination of contracts with a
view to enshrine certain minimum safeguards
underpinning financial entities’ ability to
effectively monitor all risk emerging at ICT
third party level.

Council Mandate

addressed. Consequently, it is necessary to set
out certain key principles to guide financial
entities’ management of ICT third-party risk,
particularly where financial entities resort to
ICT third-party service providers to support
their critical or important functions. These
principles should be accompanied by a set of
core contractual rights in relation to several
elements in the performance and termination of
contracts with a view to enshrine certain
minimum safeguards underpinning financial
entities’ ability to effectively monitor all risk
emerging at ICT third party level. These
principles are complementary to sectorial
legislation applicable to outsourcing.

Recital 2

38

(28) There exists a lack of homogeneity and
convergence on ICT third party risk and ICT
third-party dependencies. Despite some efforts
to tackle the specific area of outsourcing such as
the 2017 recommendations on outsourcing to
cloud service providers,' the issue of systemic
risk which may be triggered by the financial
sector’s exposure to a limited number of critical
ICT third-party service providers is barely
addressed in Union legislation. This lack at
Union level is compounded by the absence of
specific mandates and tools allowing national
supervisors to acquire a good understanding of
ICT third-party dependencies and adequately
monitor risks arising from concentration of such

ICT third-party dependencies.

(28) There exists a lack of homogeneity and
convergence on ICT third party risk and ICT
third-party dependencies. Despite some efforts
to tackle the specific area of outsourcing such as
the 2017 recommendations on outsourcing to
cloud service providers,' the issue of systemic
risk which may be triggered by the financial
sector’s exposure to a limited number of critical
ICT third-party service providers is barely
addressed in Union legislation. This lack at
Union level is compounded by the absence of
specific mandates and tools allowing national
supervisors to acquire a good understanding of
ICT third-party dependencies and adequately
monitor risks arising from concentration of such
ICT third-party dependencies.

(28) There existsis a lack of homogeneity and
convergence esin relation to the monitoring
of ICT third party risk and ICT third-party
dependencies. Despite seme-efforts to tackle the
specific area of outsourcing such as the 2017
recommendations on outsourcing to cloud
service providers,' the broader issue of
counteracting systemic risk which may be
triggered by the financial sector’s exposure to a
limited number of critical ICT third-party
service providers is barely addressed by
Union legislation. This lack at Union level is
compounded by the absence of specific
mandates and tools allowing national financial
supervisors to acquire a good understanding of
ICT third-party dependencies and to adequately
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1. Recommendations on outsourcing to cloud service
providers (EBA/REC/2017/03), now repealed by the EBA
Guidelines on outsourcing (EBA/GL/2019/02).

EP Mandate

1. Recommendations on outsourcing to cloud service
providers (EBA/REC/2017/03), now repealed by the EBA
Guidelines on outsourcing (EBA/GL/2019/02).

Council Mandate

monitor risks arising from concentration of saeh
ICT third-party dependencies.

1. Recommendations on outsourcing to cloud service
providers (EBA/REC/2017/03), now repealed by the EBA
Guidelines on outsourcing (EBA/GL/2019/02).

Recital 2

(29) Taking into account the potential systemic
risks entailed by the increased outsourcing
practices and by the ICT third-party
concentration, and mindful of the insufficiency
of national mechanisms enabling financial
superiors to quantify, qualify and redress the
consequences of ICT risks occurring at critical
ICT third-party service providers, it is necessary
to establish an appropriate Union oversight

(29) Taking into account the potential systemic
risks entailed by the increased outsourcing
practices and by the ICT third-party
concentration, and mindful of the insufficiency
of national mechanisms enabling financial
superiors to quantify, qualify and redress the
consequences of ICT risks occurring at critical
ICT third-party service providers, it is necessary
to establish an appropriate Union oversight

(29) Taking into account the potential systemic
risksrisk entailed by-the increased outsourcing
practices and by the ICT third-party
concentration, and mindful of the insufficiency
of national mechanisms erablngin providing
financial superierssupervisors with adequate
tools to quantify, qualify and redress the
consequences of ICT risks occurring at critical
ICT third-party service providers, it is necessary

2 framework allowing for a continuous framework allowing for a continuous to establish— an appropriate Union Oversight
monitoring of the activities of ICT third-party monitoring of the activities of ICT third-party Framework allowing for a continuous
service providers that are critical providers to service providers that a+eprovide critical monitoring of the activities of ICT third-party
financial entities. providersservices to financial entities. As intra- | service providers that are critical providers to
group provision of ICT services does not carry | financial entities, while ensuring that the
the same risks, ICT service providers that are | confidentiality or security of customers other
part of the same group or institutional than financial entities is preserved.
protection scheme should not be defined as
critical ICT third-party service providers.
Recital 30
(30) With ICT threats becoming more complex | (30) With ICT threats becoming more complex | (30) With ICT threats becoming more and
40 and sophisticated, good detection and and sophisticated, good detection and more complex and sophisticated, good

prevention measures depend to a great extent on
regular threat and vulnerability intelligence

prevention measures depend to a great extent on
regular threat and vulnerability intelligence

measures for the detection and prevention
measuresof ICT risks depend to a great extent
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sharing between financial entities. Information
sharing contributes to increased awareness on
cyber threats, which, in turn, enhances financial
entities’ capacity to prevent threats from
materialising into real incidents and enables
financial entities to better contain the effects of
ICT-related incidents and recover more
efficiently. In the absence of guidance at Union
level, several factors seem to have inhibited
such intelligence sharing, notably uncertainty
over the compatibility with the data protection,
anti-trust and liability rules.

EP Mandate

sharing between financial entities. Information
sharing contributes to increased awareness on
cyber threats, which, in turn, enhances financial
entities’ capacity to prevent threats from
materialising into real incidents and enables
financial entities to better contain the effects of
ICT-related incidents and recover more
efficiently. In the absence of guidance at Union
level, several factors seem to have inhibited
such intelligence sharing, notably uncertainty
over the compatibility with the data protection,
anti-trust and liability rules._It is therefore
important to strengthen cooperation
arrangements and reporting amongst financial
entities and the competent authorities as well
as information-sharing with the public, with a
view to developing an open intelligence
sharing framework and a 'security by design’
approach, which are essential in order to
increase the operational resilience and
preparedness of the financial sector with

regard to ICT risks. Information-sharing
arrangements should always give due
consideration to potential risks related to cyber
security, data protection or commercial

confidentiality.

Council Mandate

on regular threat and vulnerability intelligence
sharing between financial entities. Information
sharing contributes to creating increased
awareness on cyber threatsswhiehs;. In turn, this
enhances the capacity of financial entities>
eapaetty to prevent threats from materialising
into real ICT incidents and enables financial
entities to better-contain-the-effeetscontain
more effectively the impacts of ICT-related
incidents and recover mere-efficientlyfaster. In
the absence of guidance at Union level, several
factors seem to have inhibited such intelligence
sharing, notably uncertainty over the
compatibility with the data protection, anti-trust
and liability rules. It is therefore important to
foster cooperation arrangements, in
particular with regard to information
sharing, amongst competent authorities, as
well as in relation to NIS competent
authorities.

Recital 3

=

41

(31) In addition, hesitations about the type of
information which can be shared with other
market participants, or with non-supervisory
authorities (such as ENISA, for analytical input,
or Europol, for law enforcement purposes) lead

(31) In addition, hesitations about the type of
information which-that can be shared with
other market participants, or with non-
supervisory authorities (such as ENISA, for
analytical input, or Europol, for law

(31) In addition, hesitations about the type of
information which can be shared with other
market participants, or with non-supervisory
authorities (such as ENISA, for analytical input,
or Europol, for law enforcement purposes) lead
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to useful information being withheld. The extent
and quality of information sharing remains
limited, fragmented, with relevant exchanges
being done mostly locally (via national
initiatives) and with no consistent Union-wide
information sharing arrangements tailored to the
needs of an integrated financial sector.

EP Mandate

enforcement purposes) lead to useful
information being withheld. The extent and
quality of information sharing remains limited,
fragmented, with relevant exchanges being done
mostly locally (via national initiatives) and with
no consistent Union-wide information sharing
arrangements tailored to the needs of an
integrated financial sector._It is therefore
important to strengthen those communication
channels and have input from non-supervisory
authorities, when necessary and relevant,
throughout the supervisory cycle.

Council Mandate

to useful information being withheld. The
extent and quality of information sharing
remains limited, fragmented, with relevant
exchanges being done mostly locally (via
national initiatives) and with no consistent
Union-wide information sharing arrangements
tailored to the needs of an integrated financial
sector.

Recital 3

42

(32) Financial entities should therefore be
encouraged to collectively leverage their
individual knowledge and practical experience
at strategic, tactical and operational levels with
a view to enhance their capabilities to
adequately assess, monitor, defend against, and
respond to, cyber threats. It is thus necessary to
enable the emergence at Union level of
mechanisms for voluntary information sharing
arrangements which, when conducted in trusted
environments, would help the financial
community to prevent and collectively respond
to threats by quickly limiting the spread of ICT
risks and impeding potential contagion
throughout the financial channels. Those
mechanisms should be conducted in full
compliance with the applicable competition law
rules of the Union' as well as in a way that
guarantees the full respect of Union data

(32) Financial entities should thereforealso be
encouraged to collectively leverage their
individual knowledge and practical experience
at strategic, tactical and operational levels with
a view to enhance their capabilities to
adequately assess, monitor, defend against, and
respond to, cyber threats. It is thus necessary to
enable the emergence at Union level of
mechanisms for voluntary information sharing
arrangements which, when conducted in trusted
environments, would help the financial
community to prevent and collectively respond
to threats by quickly limiting the spread of ICT
risks and impeding potential contagion
throughout the financial channels. Those
mechanisms should be conducted in full
compliance with the applicable competition law
rules of the Union! as well as in a way that
guarantees the full respect of Union data

(32) Financial entities should therefore be
encouraged to collectively leverage their
individual knowledge and practical experience
at strategic, tactical and operational levels with
a view to enhance their capabilities to
adequately assess, monitor, defend against, and
respond to, cyber threats. It is thus necessary to
enable the emergence at Union level of
mechanisms for voluntary information sharing
arrangements which, when conducted in trusted
environments, would help the financial
community to prevent and collectively respond
to threats by quickly limiting the spread of ICT
risks and impeding potential contagion
throughout the financial channels. Those
mechanisms should be conducted in full
compliance with the applicable competition law
rules of the Union! as well as in a way that
guarantees the full respect of Union data
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protection rules, mainly Regulation (EU)
2016/679 of the European Parliament and of the
Council,? in particular in the context of the
processing of personal data that is necessary for
the purposes of the legitimate interest pursued
by the controller or by a third party, as referred
to in point (f) of Article 6(1) of that Regulation.

1. Communication from the Commission — Guidelines on
the applicability of Article 101 of the Treaty on the
Functioning of the European Union to horizontal co-
operation agreements, 2011/C 11/01.

2. Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection
Regulation)(OJ L 119, 4.5.2016, p. 1).

EP Mandate

protection rules, mainly Regulation (EU)
2016/679 of the European Parliament and of the
Council?? in particular in the context of the
processing of personal data that is necessary for
the purposes of the legitimate interest pursued
by the controller or by a third party, as referred
to in point (f) of Article 6(1) of that Regulation.

1. Communication from the Commission — Guidelines on
the applicability of Article 101 of the Treaty on the
Functioning of the European Union to horizontal co-
operation agreements, 2011/C 11/01.

2. Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection
Regulation)(OJ L 119, 4.5.2016, p. 1).

Council Mandate

protection rules, mainly Regulation (EU)
2016/679 of the European Parliament and of the
Council? >4n-particalar based on one or more
of the legal basis laid down in Article 6 of
that Regulation, such as in the context of the
processing of personal data that is necessary for
the purposes of the legitimate interest pursued
by the controller or by a third party, as referred
to in point (f) of Article 6(1) of that
Regulation as well as in the context of the
processing of personal data necessary for
compliance with a legal obligation to which
the controller is subject, necessary for the
performance of a task carried out in the
public interest or in the exercise of official
authority vested in the controller, as referred
to in points (c) and (e) respectively, of Article
6(1) of that Regulation.

1. Communication from the Commission — Guidelines on
the applicability of Article 101 of the Treaty on the
Functioning of the European Union to horizontal co-
operation agreements, 2011/C 11/01.

2. Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection
Regulation)(OJ L 119, 4.5.2016, p. 1).

Recital 3

43

(33) Notwithstanding the broad coverage
envisaged by this Regulation, the application of
the digital operational resilience rules should
take into consideration significant differences

(33) Notwithstanding the broad coverage
envisaged by this Regulation, the application of
the digital operational resilience rules,
including the risk management framework

(33) Notwithstanding the broad coverage
envisaged by this Regulation, the application of
the digital operational resilience rules should
take into consideration significant differences
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between financial entities in terms of size,
business profiles or exposure to digital risk. As
a general principle, when directing resources
and capabilities to the implementation of the
ICT risk management framework, financial
entities should duly balance their ICT-related
needs to their size and business profile, while
competent authorities should continue to assess
and review the approach of such distribution.

EP Mandate

requirements, should take into consideration
significant differences between financial entities
in terms of size, business-profiles-or-exposireto
digitelrisknature, complexity and risk profile.
As a general principle, when directing resources
and capabilities to the implementation of the
ICT risk management framework, financial
entities should duly balance their ICT-related
needs to their size, nature, complexity,-a#d
business_profile and relative risk profile, while
competent authorities should continue to assess
and review the approach of such distribution.

Council Mandate

between financial entities in terms of size,
business and risk profiles or exposure to digital
risk. As a general principle, when directing
resources and capabilities to the implementation
of the ICT risk management framework,
financial entities should duly balance their ICT-
related needs to the size nature, scale and
complexity of their size-and-businessservices,
activities and operations, as well as their
overall risk profile, while competent authorities
should continue to assess and review the
approach of such distribution.

Recital 3

43a

(33a) Account information service providers
referred to in Article 33 (1) of Directive (EU)
2015/2366, are explicitly included in the
scope of this Regulation, taking into account
the specific nature of their activities and the
risks arising therefrom.

In addition, payment institutions and e-
money institutions exempted under Article
32(1) of Directive (EU) 2015/2366 and Article
9(1) of Directive 2009/110/EC, respectively,
are included in the scope of this Regulation
even if they have not been granted
authorisation in accordance with Directive
(EU) 2015/2366 to provide and execute
payment services or if they have not been
granted authorisation under Directive
2009/110/EC to issue electronic money,
respectively.
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EP Mandate

Council Mandate

On the contrary, post office giro institutions,
referred to in Article 1(1), point (c) of
Directive (EU) 2015/2366, are excluded from
the scope of this Regulation.

The competent authority for payment
institutions exempted under Directive (EU)
2015/2366, electronic money institutions
exempted under Directive 2009/110/EC and
account information service providers as
referred to in Article 33(1) of Directive (EU)
2015/2366, is the one designated in
accordance with Article 22 of Directive (EU)
2015/2366.

Recital 3

44

(34) As larger financial entities may enjoy
wider resources and could swiftly deploy funds
to develop governance structures and set up
various corporate strategies, only financial
entities which are not micro enterprises in the
sense of this Regulation should be required to
establish more complex governance
arrangements. Such entities are better equipped
in particular to set up dedicated management
functions for supervising arrangements with
ICT third-party service providers or for dealing
with crisis management, to organise their ICT
risk management according to the three lines of
defence model, or to adopt a human resources
document comprehensively explaining access
rights policies.

(34) As larger financial entities may enjoy
wider resources and could swiftly deploy funds
to develop governance structures and set up
various corporate strategies, only financial
entities whichthat are not micro enterprises in
the sense of this Regulation should be required
to establish more complex governance
arrangements. Such entities are better equipped
in particular to set up dedicated management
functions for supervising arrangements with
ICT third-party service providers or for dealing
with crisis management, to organise their ICT
risk management according to the three lines of
defence model, or to adopt a human resources
document comprehensively explaining access
rights policies.

(34) As larger financial entities may enjoy
wider resources and could swiftly deploy funds
to develop governance structures and set up
various corporate strategies, only financial
entities which are not miere
enterprisesmicroenterprises in the sense of this
Regulation should be required to establish more
complex governance arrangements. Such
entities are better equipped in particular to set
up dedicated management functions for
supervising arrangements with ICT third-party
service providers or for dealing with crisis
management, to organise their ICT risk
management according to the three lines of
defence model, erto adopt a human resources
document comprehensively explaining access
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By the same token, only such financial entities
should be called to perform in-depth
assessments after major changes in the network
and information system infrastructures and
processes, to regularly conduct risk analyses on
legacy ICT systems, or expand the testing of
business continuity and response and recovery
plans to capture switchovers scenarios between
primary ICT infrastructure and redundant
facilities.

EP Mandate

By the same token, only such financial entities
should be called to perform in-depth
assessments after major changes in the network
and information system infrastructures and
processes, to regularly conduct risk analyses on
legacy ICT systems, or expand the testing of
business continuity and response and recovery
plans to capture switchovers scenarios between
primary ICT infrastructure and redundant
facilities.

Council Mandate

rights policies:

Y-HeSAmetOKeR; oRLy St A CHEHES
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preeesses;, or to regularly eenduetrisk-analyses
on-legaeyICT systems;or-expand-the-testingof
plans-to-capture-switchoversseenarios-between

. IOT iné ! codind
faeilitiessubmit their ICT risk management
framework to internal audits.

Recital 3

44a

(34a) Some financial entities benefit from
exemptions or from a very light framework
under their respective sectorial Union
legislation. Such financial entities include
managers of alternative investment funds
referred to in Article 3 (2) of Directive
2011/61/EU, insurance and reinsurance
undertakings referred to in Article 4 of
Directive 2009/138/EC, institutions for
occupational retirement provision which
operate pension schemes which together do
not have more than 15 members in total, as
well as insurance and reinsurance
intermediaries.

In light of the exemptions applicable to these
financial entities in their respective sectorial
legislation, it would not be proportionate to

include them in the scope of this Regulation.
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Recital 34aa

(34aa) Since Member States may partly or
fully exclude institutions referred to in points
(4) to (23) of Article 2(5) of Directive
2013/36/EU from the application of all or
part of the provisions in Directive (EU)
2015/2366, and Directive 2013/36/EU itself
44b does not apply to institutions referred to in
points (3) to (23) of its Article 2(5), Member
States may consequently also choose to
exempt institutions referred to in points (3)
to (23) of Article 2(5) of Directive 2013/36/EU
located within their respective territory from
the application of this Regulation.

Recital 34b

(34b) For the same reasons, it is also
appropriate to exclude form the scope of this
Regulation, the persons and entities referred
in Articles 2 and 3 of Directive 2014/65/EU
which are allowed to provide investment
services without having to obtain an

44c authorisation under Directive 2014/65/EU.
However, Article 2 of Directive 2014/65/EU
also exempts from the scope of that directive
entities which qualify as financial entities for
the purposes of this Regulation such as,
central securities depositories, collective
investment undertakings or insurance and
reinsurance undertakings. The exemption
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EP Mandate

Council Mandate

from the scope of this Regulation of the
persons and entities referred in Articles 2
and 3 of Directive 2014/65/EU should not
encompass these central securities
depositories, collective investment
undertakings or insurance and reinsurance
undertakings.

Recital 3

44d

(34¢) Under sector specific Union legislation
some financial entities are subject to lighter
requirements or exemptions for reasons
associated with their size or the services they
provide. These categories include small and
non-interconnected investment firms, small
institutions for occupational retirement
provision which may be excluded from the
scope of Directive (EU) 2016/2341 under the
conditions laid down in Article 5 of that
Directive by the Member State concerned
and operate pension schemes which together
do not have more than 100 members in total
as well as institutions exempted under
Directive 2013/36/EU. Therefore, in
accordance with the principle of
proportionality and to preserve the spirit of
sector specific Union legislation, it is also
appropriate to subject these financial entities
to a more proportionate ICT- risk
framework under this Regulation. The
proportionate character of the ICT-risk
management framework covering these
financial entities should not be altered by the
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EP Mandate

Council Mandate

regulatory technical standards that are to be
developed by the ESAs.

Moreover, in accordance with the principle
of proportionality, it is appropriate to also
subject payment institutions referred to in
Article 32 (1) of Directive (EU) 2015/2366
and electronic money institutions referred to
in Article 9 of Directive 2009/110/EC
benefiting from exemptions in accordance
with national transpositions of these Union
legal acts to a proportionate ICT-risk
framework under this Regulation, while
payment institutions and electronic money
institutions which have not been exempted in
accordance with their respective
transposition of sectorial Union legislation
should comply with the general framework
laid down by this Regulation.

Recital 3

44¢

(34d) In the same vein, financial entities
which qualify as microenterprises or are
subject to the proportionate ICT risk
management framework mentioned in the
previous recital, should not be required to
perform in-depth assessments after major
changes in their network and information
system infrastructures and processes, to
regularly conduct risk analyses on legacy
ICT systems, or to expand the testing of
business continuity and response and
recovery plans to capture switchover
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EP Mandate

Council Mandate

scenarios between primary ICT
infrastructure and redundant facilities.

Recital 3

(35) Moreover, as solely those financial entities
identified as significant for the purposes of the
advanced digital resilience testing should be
required to conduct threat led penetration tests,
the administrative processes and financial costs
entailed by the performance of such tests should
be devolved to a small percentage of financial

(35) Moreover, as solely those financial entities
identified as significant for the purposes of the
advanced digital resilience testing should be
required to conduct threat led penetration tests,
the administrative processes and financial costs
entailed by the performance of such tests should
be devolved to a small percentage of financial

(35) Moreover, as solely those financial entities
identified as significant for the purposes of the
advanced digital resilience testing should be
required to conduct threat led penetration tests,
the administrative processes and financial costs
entailed by the performance of such tests should
be devolved to a small percentage of financial

45 entities. Finally, with a view to ease regulatory | entities. Finally, with a view to ease regulatory | entities.-Einalhy-with-a-view-to-ease-regulatory
burdens, only financial entities other than micro | burdens, only financial entities other than micro | burdens;only-financial-entities-otherthan-miere
enterprises should be asked to regularly report enterprises should be asked to regularly report enterprises-should-be-asked-to-regularbyreport
to the competent authorities all costs and losses | to the competent authorities all estimated costs | to-the-competent-autherities-all-costs-andlosses
caused by ICT disruptions and the results of and losses caused by _significant ICT eaused-byCTdisruptions-and-the resultsof
post-incident reviews after significant ICT disruptions, major ICT-related incidents and pest-ineidentreviews-aftersignifieanttCT
disruptions. the results of post-incident reviews after disruptions:

signifieantsuch ICT disruptions-
Recital 36
(36) To ensure full alignment and overall (36) To ensure full alignment and overall (36) To ensure full alignment and overall
consistency between financial entities’ business | consistency between financial entities’ business | consistency between financial entities’ business
strategies, on the one hand, and the conduct of strategies, on the one hand, and the conduct of strategies, on the one hand, and the conduct of
ICT risk management, on the other hand, the ICT risk management, on the other hand, the ICT risk management, on the other hand, the
46 management body should be required to management body should be required to management body should be required to

maintain a pivotal and active role in steering
and adapting the ICT risk management
framework and the overall digital resilience
strategy. The approach to be taken by the
management body should not only focus on the

maintain a pivotal and active role in steering
and adapting the ICT risk management
framework and the overall digital resilience
strategy. The approach to be taken by the
management body should not only focus on the

maintain a pivotal and active role in steering
and adapting the ICT risk management
framework and the overall digital resilience
strategy. The approach to be taken by the
management body should not only focus on the
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means to ensure the resilience of the ICT
systems, but should also cover people and
processes through a set of policies which
cultivate, at each corporate layer, and for all
staff, a strong sense of awareness over cyber
risks and a commitment to respect a strict cyber
hygiene at all levels.

The ultimate responsibility of the management
body in managing a financial entity’s ICT risks
should be an overarching principle of that
comprehensive approach, further translated into
the continuous engagement of the management
body in the control of the monitoring of the ICT
risk management.

EP Mandate

means to ensure the resilience of the ICT
systems, but should also cover people and
processes through a set of policies which
cultivate, at each corporate layer, and for all
staff, a strong sense of awareness over cyber
risks and a commitment to respect a strict cyber
hygiene at all levels.

The ultimate responsibility of the management
body in managing a financial entity’s ICT risks
should be an overarching principle of that
comprehensive approach, further translated into
the continuous—_engagement of the management
body in the control of the monitoring of the ICT
risk management.

Council Mandate

means to ensure the resilience of the ICT
systems, but should also cover people and
processes through a set of policies which
cultivate, at each corporate layer, and for all
staff, a strong sense of awareness over cyber
risks and a commitment to respect a strict cyber
hygiene at all levels.

The ultimate responsibility of the management
body in managing a financial entity’s ICT risks
should be an overarching principle of that
comprehensive approach, further translated into
the continuous— engagement of the management
body in the control of the monitoring of the ICT
risk management.

Recital 3

(37) Moreover, the management body’s full
accountability goes hand in hand with securing

(37) Moreover, the management body’s full
accountability goes hand in hand with— securing

(37) Moreover, the management body’s full
accountability goes hand in hand with— securing

47 a level of ICT investments and overall budget a level of ICT investments and overall budget a level of ICT investments and overall budget
for the financial entity to be able to achieve its for the financial entity to be able to achieve its for the financial entity to be able to achieve its
digital operational resilience baseline. digital operational resilience baseline. digital operational resilience baseline.

Recital 38
(38) Inspired by relevant international, national | (38) Inspired by relevant international, national | (38) Inspired by relevant international, national
and industry-set standards, guidelines, and industry-set standards, guidelines, and industry-set standards, guidelines,

48 recommendations or approaches towards the recommendations or approaches towards the recommendations or approaches towards the

management of cyber risk,' this Regulation
promotes a set of functions facilitating the
overall structuring of the ICT risk management.

management of cyber risk;!, this Regulation
promotes a set of functions facilitating the
overall structuring of the ICT risk management.

management of cyber risk,' this Regulation
promotes a set of functions facilitating the
overall structuring of the ICT risk management.
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As long as the main capabilities which financial
entities put in place answer the needs of the
objectives foreseen by the functions
(identification, protection and prevention,
detection, response and recovery, learning and
evolving and communication) set out in this
Regulation, financial entities remain free to use
ICT risk management models that are
differently framed or categorised.

1. CPMI-IOSCO, Guidance on cyber resilience for
financial market infrastructures,
https://www.bis.org/cpmi/publ/d146.pdf G7 Fundamental
Elements of Cybersecurity for the Financial Sector,
https://www.ecb.europa.eu/paym/pol/shared/pdf/G7 Fund
amental Elements Oct 2016.pdf; NIST Cybersecurity
Framework, https://www.nist.gov/cyberframework; FSB
CIRR toolkit, https://www.fsb.org/2020/04/effective-
practices-for-cyber-incident-response-and-recovery-
consultative-document.

EP Mandate

As long as the main capabilities which financial
entities put in place answer the needs of the
objectives foreseen by the functions
(identification, protection and prevention,
detection, response and recovery, learning and
evolving and communication) set out in this
Regulation, financial entities remain free to use
ICT risk management models that are
differently framed or categorised.

1. CPMI-IOSCO, Guidance on cyber resilience for
financial market infrastructures,
https://www.bis.org/cpmi/publ/d146.pdf G7 Fundamental
Elements of Cybersecurity for the Financial Sector,
https://www.ecb.europa.eu/paym/pol/shared/pdf/G7_Fund
amental Elements Oct 2016.pdf; NIST Cybersecurity
Framework, https://www.nist.gov/cyberframework; FSB
CIRR toolkit, https://www.fsb.org/2020/04/effective-
practices-for-cyber-incident-response-and-recovery-
consultative-document-

Council Mandate

As long as the main capabilities which financial
entities put in place answer the needs of the
objectives foreseen by the functions
(identification, protection and prevention,
detection, response and recovery, learning and
evolving and communication) set out in this
Regulation, financial entities remain free to use
ICT risk management models that are
differently framed or categorised.

1. CPMI-IOSCO, Guidance on cyber resilience for
financial market infrastructures,
https://www.bis.org/cpmi/publ/d146.pdf G7 Fundamental
Elements of Cybersecurity for the Financial Sector,
https://www.ecb.europa.eu/paym/pol/shared/pdf/G7 Fund
amental Elements Oct 2016.pdf; NIST Cybersecurity
Framework, https://www.nist.gov/cyberframework; FSB
CIRR toolkit, https://www.fsb.org/2020/04/effective-
practices-for-cyber-incident-response-and-recovery-
consultative-document.

Recital 39
(39) To keep pace with an evolving cyber (39) To keep pace with an evolving cyber (39) To keep pace with an evolving cyber
threat landscape, financial entities should threat landscape, financial entities should threat landscape, financial entities should
maintain updated ICT systems that are reliable | maintain updated ICT systems that are reliable | maintain updated ICT systems that are reliable
and endowed with sufficient capacity not only and endowed with sufficient capacity not only and endowed with sufficient capacity not only
to guarantee the processing of data as it is to guarantee the processing of data as it is to guarantee the processing of data as it is
49 necessary for the performance of their services, | necessary for the performance of their services, | necessary for the performance of their services,

but also to ensure technological resilience
allowing financial entities to adequately deal
with additional processing needs which stressed
market conditions or other adverse situations
may generate. While this Regulation does not
entail any standardization of specific ICT
systems, tools or technologies, it relies on the

but also to ensure technological resilience
allowing financial entities to adequately deal
with additional processing needs which stressed
market conditions or other adverse situations
may generate. While this Regulation does not
entail any standardization of specific ICT
systems, tools or technologies, it relies on the

but also to ensure technological resilience
allowing financial entities to adequately deal
with additional processing needs which stressed
market conditions or other adverse situations
may generate. While this Regulation dees-net
entailneither entails any standardization of
specific ICT systems, tools or technologies, nor
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financial entities’ suitable use of European and
internationally recognised technical standards
(e.g. ISO) or industry best practices, insofar as
such use is fully compliant with specific
supervisory instructions on the use and
incorporation of international standards.

EP Mandate

financial entities’ suitable use of European and
internationally recognised technical standards
(e.g. ISO) or industry best practices, insofar as
such use is fully compliant with specific
supervisory instructions on the use and
incorporation of international standards.

Council Mandate

specifically refers to any particular standard
or reference which are subject to evolution
over time, it relies on the financial entities’
suitable use of the most up to date European
and internationally recognised technical
standards (e.g. ISO) or industry best practices,
insofar as such use is fully compliant with
specific supervisory instructions on the use and
incorporation of international standards.

Recital 4

(40) Efficient business continuity and recovery
plans are required to allow financial entities to
promptly and quickly resolve ICT-related
incidents, in particular cyber-attacks, by
limiting damage and giving priority to the
resumption of activities and recovery actions.

(40) Efficient business continuity and recovery
plans are required to allow financial entities to
promptly and quickly resolve ICT-related
incidents, in particular cyber-attacks, by
limiting damage and giving priority to the
resumption of activities and recovery actions,

(40) Efficient business continuity and recovery
plans are required to allow financial entities to
promptly and quickly resolve ICT-related
incidents, in particular cyber-attacks, by
limiting damage and giving priority to the
resumption of activities and recovery actions.

50 However, while backup systems should begin taking into account whether the function is a However, while backup systems should begin
processing without undue delay, such start critical or important function. However, while | processing without undue delay, such start
should in no way jeopardise the integrity and backup systems should begin processing should in no way jeopardise the integrity and
security of the network and information systems | without undue delay, such start should in no security of the network and information systems
or the confidentiality of data. way jeopardise the integrity and security of the | or the confidentiality of data.

network and information systems or the
confidentiality of data.
Recital 41
(41) While this Regulation allows financial (41) While this Regulation allows financial (41) While this Regulation allows financial
5 entities to determine recovery time objectives in | entities to determine recovery time objectives in | entities to determine recovery time objectives in

a flexible manner and hence set such objectives
by fully taking into account the nature and the
criticality of the relevant function and any

a flexible manner and hence set such objectives
by fully taking into account the nature and the
criticality of the relevant function and any

a flexible manner and hence set such objectives
by fully taking into account the nature and the
criticality of the relevant function and any
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specific business needs, an assessment on the
potential overall impact on market efficiency
should also be required when determining such
objectives.

EP Mandate

specific business needs, an assessment on the
potential overall impact on market efficiency
should also be required when determining such
objectives.

Council Mandate

specific business needs, an assessment on the
potential overall impact on market efficiency
should also be required when determining such
objectives.

Recital 4

52

(42) The significant consequences of cyber-
attacks are amplified when occurring in the
financial sector, an area much more at risk of
being the target of malicious propagators
pursuing financial gains directly at the source.
To mitigate such risks and to prevent ICT
systems losing integrity or becoming
unavailable and confidential data being
breached or physical ICT infrastructure
suffering damage, the reporting of major ICT-
related incidents by financial entities should be
significantly improved.

ICT-related incident reporting should be
harmonised for all financial entities by requiring
them to report to their competent authorities
only. While all financial entities would be
subject to this reporting, not all of them should
be affected in the same manner, since relevant
materiality thresholds and time frames should
be calibrated to only capture major ICT-related
incidents. Direct reporting would enable
financial supervisors’ access to information on
ICT-related incidents. Nevertheless, financial
supervisors should pass on this information to
non-financial public authorities (NIS competent
authorities, national data protection authorities
and law enforcement authorities for incidents of

(42) The significant consequences of cyber-
attacks are amplified when occurring in the
financial sector, an area much more at risk of
being the target of malicious propagators
pursuing financial gains directly at the source.
To mitigate such risks and to prevent ICT
systems losing integrity or becoming
unavailable and confidential data being
breached or physical ICT infrastructure
suffering damage, the reporting of major ICT-
related incidents by financial entities should be
significantly improved.

ICT-related incident reporting should be
harmonised for all financial entities by requiring
them to report to their competent authorities
only. While all financial entities would be
subject to this reporting, not all of them should
be affected in the same manner, since relevant
materiality thresholds and time frames should
be calibrated to only capture major ICT-related
incidents. Direct reporting would enable
financial supervisors’ access to information on
ICT-related incidents. Nevertheless, financial
supervisors should pass on this information to
non-financial public authorities (NIS competent
authorities, national data protection authorities

(42) The significant consequences of cyber-
attacks are amplified when occurring in the
financial sector, an area much more at risk of
being the target of malicious propagators
pursuing financial gains directly at the source.
To mitigate such risks and to prevent I[CT
systems losing integrity or becoming
unavailable and confidential data being
breached or physical ICT infrastructure
suffering damage, the reporting of major ICT-
related incidents [and significant cyber
threats] by financial entities should be
significantly improved.

ICT-related incident [and cyber threats]
reporting should be harmonised for all financial
entities by requiring them to report to their
competent authorities.

Where a financial entity is subject to the
supervision of more than one national
competent authority, Member States should
designate a single competent authority as the
receiver of such reporting. Also, credit
institutions classified as significant in
accordance with Article 6(4) of Regulation
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criminal nature). The ICT-related incident
information should be mutually channelled:
financial supervisors should provide all
necessary feedback or guidance to the financial
entity while the ESAs should share anonymised
data on threats and vulnerabilities relating to an
event to aid wider collective defence.

EP Mandate

and law enforcement authorities for incidents of
criminal nature). The ICT-related incident
information should be mutually channelled:
financial supervisors should provide all
necessary feedback or guidance to the financial
entity while the ESAs should share anonymised
data on threats and vulnerabilities relating to an
event to aid wider collective defence.

Council Mandate

(EU) No 1024/2013 should submit such
reporting to the national competent
authorities which should subsequently
transmit the reporting to the ECB.

-enly—While all financial entities would be
subject to this reporting, not all of them should
be affected in the same manner, since relevant
materiality thresholds and time frames should
be calibrated to only capture major ICT-related
incidents [and significant cyber threats]. In
addition, credit institutions, e-money
institutions, payment institutions and
account information service providers, as
referred to in Article 33(1) of Directive (EU)
2015/2366, will report under this Regulation
all operational or security payment-related
incidents, previously reported under
Directive (EU) 2015/2366, irrespective of
such incidents being ICT related or not.
Direct reporting would enable financial
supervisors’ immediate access to information
on ICT-related incidents-—Newvertheless;- [and
significant cyber threats].Financial
supervisors should in turn pass on this
information to nen-finanetal-public non-
financial authorities (NIS competent
autherities; national dataproteetion authorities
and law enforcement authorities for ICT-
related incidents of a criminal nature) while
Member States may additionally determine
that competent authorities or financial
entities themselves provide such information
to non-financial authorities to benefit from
the technical input, advice on remedies and
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EP Mandate

Council Mandate

subsequent follow-up from these latter
authorities. The ICT-related incident [and
significant cyber threats] information should
be mutually channelled: financial supervisors
should provide all necessary feedback or
guidance to the financial entity while the ESAs
should share anonymised data on cyber threats
and vulnerabilities relating to an event to aid
wider collective defence.

Recital 4

(43) Further reflection on the possible
centralisation of ICT-related incident reports
should be envisaged, by means of a single
central EU Hub either directly receiving the
relevant reports and automatically notifying
national competent authorities, or merely

(43) Further reflection on the possible
centralisation of ICT-related incident reports
should be envisaged, by means of a single
eentrat-EU Hub_for major ICT-related incident
reporting, either directly receiving the relevant
reports and automatically notifying national

(43) Further reflection on the possible
centralisation of ICT-related incident reports
should be envisaged, by means of a single
central EU Hub either directly receiving the
relevant reports and automatically notifying
national competent authorities, or merely

53 centralising reports forwarded by the national competent authorities, or merely centralising centralising relevant reports forwarded by the
competent authorities and fulfilling a reports forwarded by the national competent national competent authorities and thus
coordination role. The ESAs should be required | authorities and fulfilling a coordination role. fulfilling a coordination role. The ESAs should
to prepare, in consultation with ECB and The ESAs should be required to prepare, in be required to prepare, in consultation with the
ENISA, by a certain date a joint report consultation with ECB and ENISA, by a certain | ECB and ENISA,-by-a-eertain-date a joint report
exploring the feasibility of setting up such a date a joint report exploring the feasibility of exploring the feasibility of setting up such a
central EU Hub. setting up such a central EU Hub. central EU Hub.

Recital 44
(44) In order to achieve robust digital (44) In order to achieve robust digital (44) In order to achieve robust digital
54 operational resilience, and in line with operational resilience, and in line with operational resilience, and in line with both

international standards (e.g. the G7
Fundamental Elements for Threat-Led
Penetration Testing, financial entities should

international standards (e.g. the G7
Fundamental Elements for Threat-Led
Penetration Testing, financial entities, other

international standards (e.g. the G7
Fundamental Elements for Threat-Led
Penetration Testing) and with frameworks
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regularly test their ICT systems and staff with
regard to the effectiveness of their preventive,
detection, response and recovery capabilities, to
uncover and address potential ICT
vulnerabilities. To respond to differences across
and within the financial subsectors regarding
the financial entities’ cybersecurity
preparedness, testing should include a wide
variety of tools and actions, ranging from an
assessment of basic requirements (e.g.
vulnerability assessments and scans, open
source analyses, network security assessments,
gap analyses, physical security reviews,
questionnaires and scanning software solutions,
source code reviews where feasible, scenario-
based tests, compatibility testing, performance
testing or end-to-end testing) to more advanced
testing (e.g. TLPT for those financial entities
mature enough from an ICT perspective to be
capable of carrying out such tests). Digital
operational resilience testing should thus be
more demanding for significant financial
entities (such as large credit institutions, stock
exchanges, central securities depositories,
central counterparties, etc.). At the same time,
digital operational resilience testing should also
be more relevant for some subsectors playing a
core systemic role (e.g. payments, banking,
clearing and settlement), and less relevant for
other subsectors (e.g. asset managers, credit
rating agencies, etc.). Cross-border financial
entities exercising their freedom of
establishment or provision of services within
the Union should comply with a single set of
advanced testing requirements (e.g. TLPT) in

EP Mandate

than microenterprises, should regularly test
their ICT systems and staff with regard to the
effectiveness of their preventive, detection,
response and recovery capabilities, to uncover
and address potential ICT vulnerabilities. To
respond to differences across and within the
financial subsectors regarding the financial
entities’ cybersecurity preparedness, testing
should include a wide variety of tools and
actions, ranging from an assessment of basic
requirements (e.g. vulnerability assessments and
scans, open source analyses, network security
assessments, gap analyses, physical security
reviews, questionnaires and scanning software
solutions, source code reviews where feasible,
scenario-based tests, compatibility testing,
performance testing or end-to-end testing) to
more advanced testing (e.g. TLPT for those
financial entities mature enough from an ICT
perspective to be capable of carrying out such
tests). Digital operational resilience testing
should thus be more demanding for significant
financial entities (such as large credit
institutions, stock exchanges, central securities
depositories, central counterparties, etc.). At the
same time, digital operational resilience testing
should also be more relevant for some
subsectors playing a core systemic role (e.g.
payments, banking, clearing and settlement),
and less relevant for other subsectors (e.g. asset
managers, credit rating agencies, etc.). Cross-
border financial entities exercising their
freedom of establishment or provision of
services within the Union should comply with a
single set of advanced testing requirements (e.g.

Council Mandate

applied in the Union, such as the TIBER-EU,
financial entities should regularly test their ICT
systems and staff with ICT - related
responsibilities with regard to the effectiveness
of their preventive, detection, response and
recovery capabilities, to uncover and address
potential ICT vulnerabilities. To respond to
differences across and within the financial
subsectors regarding the financial entities’
cybersecurity preparedness, testing should
include a wide variety of tools and actions,
ranging from an assessment of basic
requirements (e.g. vulnerability assessments and
scans, open source analyses, network security
assessments, gap analyses, physical security
reviews, questionnaires and scanning software
solutions, source code reviews where feasible,
scenario-based tests, compatibility testing,
performance testing or end-to-end testing) to
more advanced testing (e.g. TLPT for these
financial entities mature enough from an ICT
perspective to be-eapable-ofearryngcarry out
such tests). Digital operational resilience testing
should thus be more demanding for significant
financial entities (such as large credit
institutions, stock exchanges, central securities
depositories, central counterparties, etc.). At the
same time, digital operational resilience testing
should alse-be more relevant for semefinancial
entities operating in those core subsectors
playing a eere-systemic role (e.g. payments,
banking, clearing and settlement), and less
relevant for other subsectors (e.g. asset
managers, credit rating agencies, etc.).-Cross-
berder Financial entities involved in cross-
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their home Member State, and that test should
include the ICT infrastructures in all
jurisdictions where the cross-border group
operates within the Union, thus allowing cross-
border groups to incur testing costs in one
jurisdiction only.

EP Mandate

TLPT) in their home Member State, and that
test should include the ICT infrastructures in all
jurisdictions where the cross-border group
operates within the Union, thus allowing cross-
border groups to incur testing costs in one
jurisdiction only. Furthermore, in order to
strengthen cooperation with trusted third
countries in the field of resilience of financial
entities, the Commission and competent
authorities should seek to establish a
framework for mutual recognition of TLPTs

results.

Member States should designate a single
public authority to be responsible for TLPT in
the financial sector at national level. The
single public authority could be, inter alia, a
national competent authority, or a public
authority designated in accordance with
Article 8 of Directive (EU) 2016/1148 (NIS).
The single public authority should be
responsible for issuing attestations that TLPT
was undertaken in compliance with the
requirements. Such attestations should
facilitate mutual recognition of testing

amongst competent authorities.

Some financial entities have the capacity to
conduct internal advanced testing, whilst
others will contract external testers from
within the Union or from a third country. As
such, it is important that all testers are subject
to the same clear requirements. In order to
ensure the independence of internal testers,
their use should be subject to the approval of

Council Mandate

border and exercising their freedom of
establishment or provision of services within
the Union should comply with a single set of
advanced testing requirements (e.g. TLPT) in
their home Member State, and-thattestwhich
should include the ICT infrastructures in all
jurisdictions where the cross-border financial
group operates within the Union, thus allowing
such cross-border financial groups to incur
related ICT testing costs in one jurisdiction
only.
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EP Mandate

the competent authority.

The methodology for TLPT should not be
mandated but the use of the existing TIBER-
EU framework should be considered as
complying with the requirements of TLPT as
set out in this Regulation.

Until the entry into force of this Regulation
and the development and adoption by the ESAs
of the mandated regulatory technical
standards in respect of TLPT, financial entities
should follow the relevant Union guidelines
and frameworks that apply to intelligence-
based penetration tests, as those will continue
to apply after this Regulation comes into force.

Council Mandate

Recital 44a

54a

(44a) The responsibility for conducting TLPT
— and for cyber security management in
general and cyber-attack prevention — should
remain fully with the financial entity, and
attestations provided by authorities should be
solely for the purpose of mutual recognition
and should not preclude any follow-up action
on the level of ICT risk to which the financial
entity is exposed nor be seen as an
endorsement of its ICT risk management and
mitigation capabilities.

Recital 45

55
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(45) To ensure a sound monitoring of ICT
third-party risk, it is necessary to lay down a set
of principle-based rules to guide financial
entities’ monitoring of risk arising in the context
of outsourced functions to ICT third-party
services providers and, more generally, in the
context of ICT third-party dependencies.

EP Mandate

(45) To ensure a sound monitoring of ICT
third-party risk, it is necessary to lay down a set
of principle-based rules to guide financial
entities’ monitoring of risk arising in the context
of outsourced functions to ICT third-party
services providers, particularly regarding the
provision of critical or important functions by
ICT third-party service providers, and, more
generally, in the context of ICT third-party
dependencies.

Council Mandate

(45) To ensure a sound monitoring of ICT
third-party risk, it is necessary to lay down a set
of principle-based rules to guide financial
entities’ monitoring of risk arising in the
context of outsourced functions to ICT third-
party services providers, particularly in regard
to the use of ICT third-party service
providers in the context of ICT services
concerning critical or important functions
and, more generally, in the context of ICT third-
party dependencies.

Recital 45a

55a

(45a) In order to address the complexity
posed by various sources of ICT risk, and
taking into account the multitude and
diversity of providers of technological
solutions which enable a smooth provision of
financial services, this Regulation should
cover a wide range of ICT third-party
service providers, including providers of
cloud computing services, software, data
analytics services and data centres.

In the same vein, since financial entities
should identify and manage effectively and
coherently all types of risk, including in the
context of ICT services procured within a
financial group, undertakings that are part
of a financial group and provide ICT services
exclusively to their parent undertaking, or to
subsidiaries or branches of their parent
undertaking, as well as financial entities
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EP Mandate

Council Mandate

providing ICT services to other financial
entities, should equally be considered as ICT
third party-service providers under this
Regulation.

Lastly in light of the evolving payment
services market becoming increasingly
dependent on complex technical solutions,
and in view of emerging types of payment
services and payment-related solutions,
participants in the payment services
ecosystem, providing payment-processing
activities, or operating payment
infrastructures, should be equally deemed as
ICT third-party service providers under this
Regulation, with the exception of central
banks when operating payment systems, and
of public authorities when providing ICT
related services in the context of fulfilling
State functions.

Recital 4

56

(46) A financial entity should at all times
remain fully responsible for complying with
obligations under this Regulation. A
proportionate monitoring of risk emerging at the
level of the ICT third-party service provider
should be organised by duly considering the
scale, complexity and importance of ICT-
related dependencies, the criticality or
importance of the services, processes or
functions subject to the contractual

arrangements and, ultimately, on the basis of a

(46) A financial entity should at all times
remain fully responsible for complying with
obligations under this Regulation. A
proportionate monitoring of risk emerging at the
level of the ICT third-party service provider
should be organised by duly considering the
nature, scale, complexity and importance of
ICT-related dependencies, the criticality or
importance of the services, processes or
functions subject to the contractual
arrangements and, ultimately, on the basis of a

(46) A financial entity should at all times
remain fully responsible for complying with
obligations under this Regulation. A
proportionate monitoring of risk emerging at the
level of the ICT third-party service provider
should be organised by duly considering the
scale, complexity and importance of ICT-
related dependencies, the criticality or
importance of the services, processes or
functions subject to the contractual
arrangements and, ultimately, on the basis of a
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careful assessment of any potential impact on
the continuity and quality of financial services
at individual and at group level, as appropriate.

EP Mandate

careful assessment of any potential impact on
the continuity and quality of financial services
at individual and at group level, as appropriate,
as well as whether the ICT services are
provided by an intra-group or third-party
service provider.

Council Mandate

careful assessment of any potential impact on
the continuity and quality of financial services
at individual and at group level, as appropriate.

Recital 4

(47) The conduct of such monitoring should
follow a strategic approach to ICT third-party
risk formalised through the adoption by the
financial entity’s management body of a
dedicated strategy, rooted in a continuous
screening of all such ICT third-party
dependencies. To enhance supervisory

(47) The conduct of such monitoring should
follow a strategic approach to ICT third-party
risk formalised through the adoption by the
financial entity’s management body of a
dedicated strategy, rooted in a continuous
screening of all such ICT third-party
dependencies. To enhance supervisory

(47) The conduct of such monitoring should
follow a strategic approach to ICT third-party
risk formalised through the adoption by the
financial entity’s management body of a
dedicated strategy, rooted in a continuous
screening of all such ICT third-party
dependencies. To enhance supervisory

>7 awareness over ICT third-party dependencies, awareness over ICT third-party dependencies, awareness over ICT third-party dependencies,
and with a view to further support the Oversight | and with a view to further support the Oversight | and with a view to further support the Oversight
Framework established by this Regulation, Framework established by this Regulation, Framework established by this Regulation,
financial supervisors should regularly receive financial supervisors should regularly receive financial supervisors should regularly receive
essential information from the Registers and essential information from the Registers and essential information from the registers of
should be able to request extracts thereof on an | should be able to request extracts thereof on an | information and should be able to request
ad-hoc basis. ad-hoc basis. extracts thereof on an ad-hoc basis.

Recital 48

(48) A thorough pre-contracting analysis (48) A thorough pre-contracting analysis (48) A thorough pre-contracting analysis
should underpin and precede the formal should underpin and precede the formal should underpin and precede the formal

53 conclusion of contractual arrangements, while conclusion of contractual arrangements, while conclusion of contractual arrangements, while

termination of contracts should be prompted by
at least a set of circumstances that show
shortfalls at the ICT third-party service
provider.

corrective and remedial measures, which may
include partial or whole termination of
contracts should be_taken in the case of
prompted-by at least a set of circumstances that

termination of contracts shewldcould be
prompted by at least a set of circumstances that
show shortfalls at the ICT third-party service
provider.

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 49/341




Commission Proposal

EP Mandate

show_severe shortfalls at the ICT third-party
service provider.

Council Mandate

Recital 4

59

(49) To address the systemic impact of ICT
third-party concentration risk, a balanced
solution through a flexible and gradual
approach should be promoted since rigid caps or
strict limitations may hinder business conduct
and contractual freedom. Financial entities
should thoroughly assess contractual
arrangements to identify the likelihood for such
risk to emerge, including by means of in-depth
analyses of sub-outsourcing arrangements,
notably when concluded with ICT third-party
service providers established in a third country.
At this stage, and with a view to strike a fair
balance between the imperative of preserving
contractual freedom and that of guaranteeing
financial stability, it is not considered
appropriate to provide for strict caps and limits
to ICT third-party exposures. The ESA
designated to conduct the oversight for each
critical ICT third-party provider (“the Lead
Overseer”) should in the exercise of oversight
tasks pay particular attention to fully grasp the
magnitude of interdependences and discover
specific instances where a high degree of
concentration of critical ICT third-party service
providers in the Union is likely to put a strain
on the Union financial system’s stability and
integrity and should provide instead for a
dialogue with critical ICT third-party service

(49) To address the systemic impact of ICT
third-party concentration risk, a balanced
solution through a flexible and gradual
approach should be promoted since rigid caps or
strict limitations may hinder business conduct
and contractual freedom. Financial entities
should thoroughly assess contractual
arrangements to identify the likelihood for such
risk to emerge, including by means of in-depth
analyses of sub-outsourcing arrangements;
by e dedwithLCT third

i o dens blishecli Livd o .
At this stage, and with a view to strike a fair
balance between the imperative of preserving
contractual freedom and that of guaranteeing
financial stability, it is not considered
appropriate to provide for strict caps and limits
to ICT third-party exposures. The £54
desienated-to-conductJoint Qversight Body

conducting the oversight for each critical ICT
third-party provider and the ESA designated to
conduct day-to-day oversight ("the Lead
Overseer") should in the exercise of oversight
tasks pay particular attention to fully grasp the
magnitude of interdependences and discover
specific instances where a high degree of
concentration of critical ICT third-party service
providers in the Union is likely to put a strain
on the Union financial system’s stability and

(49) To address the systemic impact of ICT
third-party concentration risk, this Regulation
promotes a balanced solution thretghby means
of a flexible and gradual approach sheuld-be
prometedon concentration risk since the
imposition of any rigid caps or strict
limitations may hinder busiressthe conduct of
business and restrain theand contractual
freedom. Financial entities should thoroughly
assess their contractual arrangements to
identify the likelihood for such risk to emerge,
including by means of in-depth analyses of sub-
outseureingsubcontracting arrangements,
notably when concluded with ICT third-party
service providers established in a third country.
At this stage, and with a view to strike a fair
balance between the imperative of preserving
contractual freedom and that of guaranteeing
financial stability, it is not considered
appropriate to provide for strict caps and limits
to ICT third-party exposures.

In the context of-The ESA-designated-to
eonduet the Oversight fereach-eritica HET
third-party-provider("Framework, the Lead

Overseer™) should in the-exereise-of-oversight
tasksrespect to critical ICT third-party

service providers, pay particular attention to
fully grasp the magnitude of interdependences
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providers where that risk is identified.'

1. In addition, should the risk of abuse by an ICT third-
party service provider considered dominant arise, financial
entities should also have the possibility to bring either a
formal or an informal complaint with the European
Commission or with the national competition law
authorities.

EP Mandate

integrity and should provide instead for a
dialogue with critical ICT third-party service
providers where that risk is identified’.”

1. In addition, should the risk of abuse by an ICT third-
party service provider considered dominant arise, financial
entities should also have the possibility to bring either a
formal or an informal complaint with the European
Commission or with the national competition law
authorities.

Council Mandate

and, discover specific instances where a high
degree of concentration of critical ICT third-
party service providers in the Union is likely to
put a strain on the Union financial system’s
stability and integrity and sheuld-provide
instead-formaintain a dialogue with critical ICT
third-party service providers where that specific
risk is identified.* In addition, should the risk
of abuse by an ICT third-party service
provider considered dominant arise,
financial entities should also have the
possibility to bring either a formal or an
informal complaint with the European
Commission or with the national competition
law authorities.

Recital 5

60

(50) To be able to evaluate and monitor on a
regular basis the ability of the ICT third-party
service provider to securely provide services to
the financial entity without adverse effects on
the latter’s resilience, there should be a
harmonisation of key contractual elements
throughout the performance of contracts with
ICT third-party providers. Those elements only
cover minimum contractual aspects considered
crucial for enabling full monitoring by the

(50) To be able to evaluate and monitor on a
regular basis the ability of the ICT third-party
service provider to securely provide services to
the financial entity without adverse effects on
the latter’s resilience, there should be a
harmonisation of key contractual elements
throughout the performance of contracts with
ICT third-party providers. Those elements only
cover minimum contractual aspects considered
crucial for enabling full monitoring by the

(50) Fe-be-able-To evaluate and monitor on a
regular basis the ability of the ICT third-party
service provider to securely provide services to
the financial entity without adverse effects on
the latter’s resilience-there-should-bea
harmenisation-ofdigital operational resilience
key contractual elements throughout the
performance of contracts with ICT third-party
providers should be harmonised. Such—Fhose
elements should only cover minimum
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financial entity from the perspective of ensuring
its digital resilience reliant on the stability and
security of the ICT service.

EP Mandate

financial entity from the perspective of ensuring
its digital resilience reliant on the stability and
security of the ICT service.

Council Mandate

contractual aspects considered crucial for
enabling a full monitoring by the financial
entity from the perspective of ensuring its
digital resilience reliantdependent on the
stability and security of the ICT service.

Recital 5

61

(51) Contractual arrangements should in
particular provide for a specification of
complete descriptions of functions and services,
of locations where such functions are provided
and where data are processed, as well as an
indication of full service level descriptions
accompanied by quantitative and qualitative
performance targets within agreed service levels
to allow an effective monitoring by the financial
entity. In the same vein, provisions on
accessibility, availability, integrity, security and
protection of personal data, as well as
guarantees for access, recover and return in the
case of insolvency, resolution or discontinuation
of the business operations of the ICT third-party
service provider should also be considered
essential elements for a financial entity’s ability
to ensure the monitoring of third party risk.

(51) Contractual arrangements should in
particular provide for a specification of
complete descriptions of functions and services,
of locations where such functions are provided
and where data are processed, as well as an
indication of full service level descriptions
accompanied by quantitative and qualitative
performance targets within agreed service levels
to allow an effective monitoring by the financial
entity. In the same vein, provisions on
accessibility, availability, integrity, security and
protection of personal data, as well as
guarantees for access, recover and return in the
case of insolvency, resolution-e#,
discontinuation of the business operations of the
ICT third-party service provider_or termination
of the contractual arrangements should also be
considered essential elements for a financial
entity’s ability to ensure the monitoring of third
party risk.

(51) Contractual arrangements should in
particular provide for a specification of the
complete descriptions of functions and services,
of locations where such functions are provided
and where data areis to be processed, as well as
an indication of full service level descriptions
accompanied by quantitative and qualitative
performance targets within agreed service levels
to allow an effective monitoring by the financial
entity. In the same vein, other elements
deemed essential to enabling a financial
entity’s monitoring of ICT-third party risk
are those contractual provisions easpecifying
how accessibility, availability, integrity,
security and protection of personal data are
ensured by the ICT third-party service
provider, provisions laying down the
relevant-as-well-as guarantees for enabling the
access, reeoverrecovery and return of data in
the case of insolvency, resolution or
discontinuation of the business operations of the
ICT third-party service provider-shewld-alse-be

e abils | o C third
party-risk, as well as provisions requiring the
ICT third-party service provider to
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EP Mandate

Council Mandate

cooperate in the conduct of TLPTs and to
provide information on the recommendations
addressed to it.

Recital 5

N

62

(52) To ensure that financial entities remain in
full control of all developments which may
impair their ICT security, notice periods and
reporting obligations of the ICT third-party
service provider should be set out in case of
developments with a potential material impact
on the ICT third-party service provider’s ability
to effectively carry out critical or important
functions, including the provision of assistance
by the latter in case of an ICT-related incident at
no additional cost or at a cost that is determined
ex-ante.

(52) To ensure that financial entities remain in
full control of all developments whickthat may
impair their ICT security, notice periods and
reporting obligations of the ICT third-party
service provider should be set out in case of
developments with a potential material impact
on the ICT third-party service provider’s ability
to effectively carry out critical or important
functions, including the provision of assistance
by the latter in case of an ICT-related incident
relevant to the services being provided by the
ICT third-party service provider to the
financial entity at the agreed service levels at

no additional cost or at a cost that is determined
ex-ante. Ancillary ICT services on which the
financial entities are not operationally

dependent are not covered by this Regulation.

Furthermore, the definition of ‘critical or
important function’ provided for in this
Regulation should encompass the definition of
‘critical functions’ as provided for in Article
2(1), point (35), of Directive 2014/59/EU of the
European Parliament and of the Council of 15
May 2014". Accordingly, functions that are
critical functions pursuant to Directive (EU)
2014/59/EU should be critical or important
functions within the meaning of this

(52) To ensure that financial entities remain in
full control of all third-party developments
which may impair their ICT security,
contractual arrangements should provide for
relevant notice periods and reporting
obligations of the ICT third-party service
provider sheuld-beset-eut-in case of
developments with a potential material impact
on the ICT third-party service provider’s ability
to effectively carry out ICT services related to
a critical or important funetions-incladingthe

- F assi b the | : :
anrJCT-related-ineidentfunction. When an
ICT-related incident occurs, contractual
arrangements should require ICT third-
party service providers to provide assistance,
at no additional cost, or at a cost that is
determined ex-ante.
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EP Mandate
Regulation.
1. Directive 2014/59/EU of the European Parliament and

of the Council of 15 May 2014 establishing a framework
for the recovery and resolution of credit institutions and

investment firms and amending Council Directive
82/891/EEC, and Directives 2001/24/EC, 2002/47/EC,
2004/25/EC, 2005/56/EC, 2007/36/EC

Council Mandate

Recital 5

63

(53) Rights of access, inspection and audit by
the financial entity or an appointed third party
are crucial instruments in the financial entities’
ongoing monitoring of the ICT third-party
service provider’s performance, coupled with
the latter’s full cooperation during inspections.
In the same vein, the competent authority of the
financial entity should have those rights, based
on notices, to inspect and audit the ICT third-
party service provider, subject to
confidentiality.

(53) In_the case of contractual arrangements
for critical or important functions, rights of

access, inspection and audit by the financial
entity or an appointed third party are crucial
instruments in the financial entities’ ongoing
monitoring of the ICT third-party service
provider’s performance, coupled with the
latter’s full cooperation during inspections. In
the same vein, the competent-authorityJoint
Oversight Body and Lead Overseer of the
financial entity should have those rights, based
on notices, to inspect and audit the ICT third-
party service provider, subject to confidentiality
and whilst exercising caution not to disrupt the
services provided to other customers of the ICT
third-party service provider. The financial
entity and the ICT third-party service provider
should be able to agree that the rights of
access, inspection and audit can be delegated
to an independent third party.

(53) Rights of access, inspection and audit by
the financial entity or an appointed third
partythird-party are crucial instruments in the
financial entities’ ongoing monitoring of the
ICT third-party service provider’s performance,
coupled with the latter’s full cooperation during
inspections. In the same vein, the competent
authority of the financial entity should have
those rights, based on notices, to inspect and
audit the ICT third-party service provider,
subject to confidentiality.

Recital 5

64
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(54) Contractual arrangements should provide
for clear termination rights and related
minimum notices as well as dedicated exit
strategies enabling, in particular, mandatory
transition periods during which the ICT third-
party service providers should continue
providing the relevant functions with a view to
reduce the risk of disruptions at the level of the
financial entity or allow the latter to effectively
switch to other ICT third-party service
providers, or alternatively resort to the use of
on-premises solutions, consistent with the
complexity of the provided service.

EP Mandate

(54) Contractual arrangements should provide
for clear termination rights and related
minimum notices as well as dedicated exit
strategies enabling, in particular, mandatory
transition periods during which the ICT third-
party service providers should continue
providing the relevant functions with a view to
reduce the risk of disruptions at the level of the
financial entity or allow the latter to effectively
switch to other ICT third-party service
providers, or alternatively resort to the use of
on-prenisesin-house solutions, consistent with
the complexity of the provided service.
Moreover, credit institutions should ensure
that the relevant ICT contracts are robust and
fully enforceable in the event of resolution of

the credit institution. In line with the
resolution authorities’ expectations, credit
institutions should ensure that the relevant
contracts for ICT services are resolution-
resilient. As long as critical or important ICT
functions continue to be performed, those

financial entities should ensure that the

contracts contain, among other requirements,
non-termination, non- suspension and non-
modification clauses on the grounds of
restructuring or resolution.

Council Mandate

(54) Contractual arrangements should provide
for clear termination rights and related
minimum notices, as well as foresee dedicated
exit strategies enablingto enable, in particular,
mandatory transition periods during which-the
ICT third-party service providers should
continue providing the relevant
funetionsservices with a view to reduce the risk
of disruptions at the level of the financial entity,
or to -er-allow the latter to effectively switch to
the use of other ICT third-party service
providers, or, alternatively resort to the use of
on-premises solutions, consistent with the
complexity of the provided ICT service.

Recital 5

65

(55) Moreover, the voluntary use of standard
contractual clauses developed by the
Commission for cloud computing services may
provide further comfort to the financial entities

(55) Moreover, the voluntary use of standard
contractual clauses developed by the
Commission for cloud computing services may
provide further comfort to the financial entities

(55) Meoreover-the-voluntaryuse-of standard
contractual-clauses-developed-by-the
de ; 11 :iig o ey
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and their ICT third-party providers, by
enhancing the level of legal certainty on the use
of cloud computing services by the financial
sector, in full alignment with requirements and
expectations set out by the financial services
regulation. This work builds on measures
already envisaged in the 2018 Fintech Action
Plan which announced Commission’s intention
to encourage and facilitate the development of
standard contractual clauses for the use of cloud
computing services outsourcing by financial
entities, drawing on cross-sectorial cloud
computing services stakeholders efforts, which
the Commission has facilitated with the help of
the financial sector’s involvement.

EP Mandate

and their ICT third-party providers, by
enhancing the level of legal certainty on the use
of cloud computing services by the financial
sector, in full alignment with requirements and
expectations set out by the financial services
regulation. This work builds on measures
already envisaged in the 2018 Fintech Action
Plan whiehthat announced Commission’s
intention to encourage and facilitate the
development of standard contractual clauses for
the use of cloud computing services outsourcing
by financial entities, drawing on cross-sectorial
cloud computing services stakeholders efforts,
which the Commission has facilitated with the
help of the financial sector’s involvement.

Council Mandate

Recital 5

5a

65a

(55a) The ESAs should be mandated to draft
implementing technical and regulatory
standards specifying the expectations of the
policies on managing ICT third-party risk and

on _contractual requirements. Until the entry
into force of those standards, financial entities
should follow relevant guidelines and other
measures issued by the ESAs and competent
authorities.

Recital 5

66

(56) With a view to promote convergence and
efficiency in relation to supervisory approaches
to ICT third-party risk to the financial sector,

(56) With a view to promote convergence and
efficiency in relation to supervisory approaches
to ICT third-party risk to the financial sector,

(56) With a view to promote convergence and
efficiency in relation to supervisory approaches
to address ICT third-party risk tein the

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 56/341



Commission Proposal

strengthen the digital operational resilience of
financial entities which rely on critical ICT
third-party service providers for the
performance of operational functions, and thus
to contribute to preserving the Union’s financial
system stability, the integrity of the single
market for financial services, critical ICT third-
party service providers should be subject to a
Union Oversight Framework.

EP Mandate

strengthen the digital operational resilience of
financial entities whichthat rely on critical ICT
third-party service providers for the
performance of operational functions, and thus
to contribute to preserving the Union’s financial
system stability, the integrity of the single
market for financial services, critical ICT third-
party service providers should be subject to a
Union Oversight Framework.

Council Mandate

financial sector, strengthen the digital
operational resilience of financial entities which
rely on critical ICT third-party service providers
for the performance of-eperational functions,
and thus to contribute to preserving the Union’s
financial system stability, the integrity of the
single market for financial services, critical ICT
third-party service providers should be subject
to a Union Oversight Framework. While the
set-up of the Oversight Framework, is
justified by the added value of action at
Union level and by virtue of the role and
specificities of the use of ICT services in the
provision of financial services, it should be
kept in mind that this Regulation deals with
a specific subject-matter, justifying this way
of proceeding which should not be deemed as
a new model for the areas of Union
supervision of financial services and
activities.

Recital 5

67

(57) Since only critical third-party service
providers warrant a special treatment, a
designation mechanism for the purposes of
applying the Union Oversight Framework
should be put in place to take into account the
dimension and nature of the financial sector’s
reliance on such ICT third-party service
providers, which translates into a set of
quantitative and qualitative criteria that would
set the criticality parameters as a basis for
inclusion into the Oversight. Critical ICT third-

(57) Since only critical third-party service
providers warrant a special treatment, a
designation mechanism for the purposes of
applying the Union Oversight Framework
should be put in place to take into account the
dimension and nature of the financial sector’s
reliance on such ICT third-party service
providers, which translates into a set of
quantitative and qualitative criteria that would
set the criticality parameters as a basis for
inclusion into the Oversight_Framework.

(57) Since only critical ICT third-party service
providers warrant a special Union monitoring
treatment, a designation mechanism for the
purposes of applying the Union Oversight
Framework should be put in place to take into
account the dimension and nature of the
financial sector’s reliance on such ICT third-
party service providers, which translates into a
set of quantitative and qualitative criteria that
would set the criticality parameters as a basis
for inclusion into the Oversight.— In order to

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 57/341



Commission Proposal

party service providers which are not
automatically designated by virtue of the
application of the above-mentioned criteria
should have the possibility to voluntary opt-in
to the Oversight Framework, while those ICT
third-party providers already subject to
oversight mechanisms frameworks established
at Eurosystem level with the aim to supporting
the tasks referred to in Article 127(2) of the
Treaty on the Functioning of the European
Union should consequently be exempted.

EP Mandate

Critical ICT third-party service providers
whiehthat are not automatically designated by
virtue of the application of the above-mentioned
criteria should have the possibility to voluntary
opt-in to the Oversight Framework, while those
ICT third-party providers already subject to
oversight mechanisms frameworks established
sks-supporting the fulfilment of the tasks
of the Eurosystem level as_referred to in
Article 127(2) of the Treaty on the Functioning
of the European Union should consequently be
exempted._ Similarly, undertakings that are
part of a financial group and that provide ICT

services exclusively to financial entities within
the same financial group should not be subject
to the mechanism for being designated as
critical.

Council Mandate

ensure the accuracy of this assessment,
regardless of the corporate structure of the
ICT third-party service provider, such
criteria should, in the case of a ICT third-
party service provider that is part of a wider
group, take into consideration the entire ICT
third-party service provider’s group
structure. Critical ICT third-party service
providers which are not automatically
designated by virtue of the application of the
above-mentioned criteria should have the
possibility to velantary-eptinopt in to the
Oversight Framework on a voluntary basis,
while those ICT third-party service providers
that are already subject to oversight
mechanismsmechanism frameworks
established at Eurosystem level with the aim to
supporting the tasks referred to in Article
127(2) of the Treaty on the Functioning of the
European Union should, on the other hand,

consequently be exempted.

Similarly, financial entities which provide
ICT services to other financial entities, while
belonging to the category of ICT third-party
service providers under this Regulation,
should be exempted from the Oversight
Framework since already subject to
supervisory mechanisms established by the
respective Union financial services
legislation. Where applicable, competent
authorities should take into account in their
supervisory activities the ICT risks caused to
financial entities by financial entities
providing ICT services.
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EP Mandate

Council Mandate

Likewise, due to the existing risk monitoring
mechanisms at group level, the same
exemption should be introduced for ICT
third-party service providers delivering
services exclusively to entities of their group.

Recital 57a

67a

(57a) The digital transformation
experienced in financial services has brought
about an unprecedented usage of and
reliance on ICT services. Since the provision
of financial services has become
unimaginable without cloud computing
services, software solutions and data-related
services, the Union financial ecosystem has
become intrinsically co-dependent on certain
ICT-related services provided by ICT service
suppliers. Some of these companies,
innovators in developing and applying ICT-
based technologies, play a significant role in
the delivery of financial services, or have
become integrated in the financial services
value chain. They have thus become critical
to the stability and integrity of the Union
financial system.

This widespread reliance on the services
supplied by critical ICT third-party service
providers, combined with the
interdependence between the information
systems of different market operators, create
a direct, and potentially severe, risk to the
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Union financial services system to the
continuity of delivery of financial services if
critical ICT third-party service providers
were to be confronted with operational
disruptions or major cyber incidents. Cyber
incidents have a distinctive ability to multiply
and propagate throughout the financial
system at a considerably faster pace than
other types of risk monitored in finance and
can extend across sectors and beyond
geographical borders. They may therefore
evolve into a systemic crisis, where trust in
the financial system has been eroded due to
the disruption of functions supporting the
real economy, or to substantial financial
losses, reaching a level which the financial
system either is unable to withstand, or
which requires the deployment of heavy
shock absorption measures. To prevent these
scenarios from materialising and
endangering the financial stability and
integrity of the Union, the convergence of
supervisory practices relating to ICT third-
party risk in finance is essential, in particular
through new rules enabling the Union-wide
oversight of critical ICT third-party service
providers.

The Oversight framework largely depends
on the degree of collaboration between the
Lead Overseer and critical ICT third-party
service provider delivering to financial
entities services affecting the supply of
financial services.
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Council Mandate

The successful conduct of the oversight is
determined, among others, by the ability of
the Lead Overseer to effectively conduct
monitoring missions and inspections to assess
the rules, controls and processes used by the
critical ICT third-party service providers, as
well as to assess the potential cumulative
impact of their activities on financial stability
and the integrity of the financial system. At
the same time, it is crucial that critical ICT
third-party service providers integrate the
Lead Overseer’s recommendations,
concerns, perspectives and approaches.

Since a lack of cooperation by a critical ICT
third-party service provider delivering
services affecting the supply of financial
services, such as the refusal to grant access to
its premises or to submit information,
ultimately deprives the Lead Overseer of its
essential tools in appraising ICT third-party
risk and could adversely impact the financial
stability and the integrity of the financial
system, it is necessary to provide for a
commensurate sanctioning regime.

Recital 57b
(57b) Against this background, the need of
the Lead Overseer to impose sanctions to
67b compel critical ICT third-party service

providers to comply with the set of
transparency and access-related obligations
should not be jeopardised by difficulties
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EP Mandate

Council Mandate

raised by the enforcement of those sanctions
in relation to critical ICT third-party service
providers established in third countries. In
order to ensure the enforceability of such
penalties, and as to allow a swift roll out of
procedures upholding the critical ICT third-
party service providers' rights of defence in
the context of designation and issuance of
recommendations, critical ICT third-party
service providers, delivering to financial
entities services affecting the supply of
financial services, should maintain an
adequate business presence in the Union.
Due to the nature of the oversight, and the
absence of comparable arrangements in
other jurisdictions, there are no suitable
alternative mechanisms ensuring this
objective by way of effective cooperation
with financial supervisors in third countries
in relation to the monitoring of the impact of
digital operational risks posed by systemic
ICT third-party service providers.

Therefore, an ICT third-party service
provider which has been designated as
critical in accordance with this Regulation
should undertake within 12 months of
designation necessary arrangements to
ensure the incorporation of a subsidiary in
the Union in order to continue the provision
of ICT services to financial entities in the
Union.

Recital 58
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Commission Proposal

(58) The requirement of legal incorporation in
the Union of ICT third-party service providers
which have been designated as critical does not
amount to data localisation since this
Regulation does not entail any further
requirement on data storage or processing to be
undertaken in Union.

EP Mandate

(58) The requirement of legal incorporation in
the Union of ICT third-party service providers
whiehthat have been designated as critical does
not amount to data localisation since this
Regulation does not entail any further
requirement on data storage or processing to be
undertaken in Union. The requirement to have
an undertaking, such as a subsidiary
constituted in the Union under the law of a
Member State is intended to provide a contact
point between the ICT third-party service

provider, on the one hand, and the Lead

Overseer and Joint Oversight Body, on the
other, and to ensure that the Lead Overseer
and Joint Oversight Body are able to carry out
their duties and exercise their powers of
oversight and enforcement as provided for in
this Regulation. The contracted services of the
ICT third-party service provider do not need to
be performed by its entity in the Union.

Council Mandate

(58) FheSuch requirement eflegal
ineorporationto set up a subsidiary in the
Union, does not prevent ICT services and
related technical support to be provided
from facilities and infrastructures located
outside the Union. Neither does this

Regulation impose-of HCT-third-party-service

deesnetameuntte data localisation since this
Regulation does not entail any further
requirement on data storage or processing to be
undertaken in Union.

Recital 5

68a

(58a) Due to the significant impact that
designation as critical could have on ICT
third-party service providers, prior hearing
rights should be established as an obligation
imposed on the ESAs and Joint Oversight
Body to duly take into consideration any
additional information provided by ICT third-
party service providers in the course of the
designation process.

(58a) Due to the significant impact of being
designated as critical, such ICT third-party
service providers should be granted the right
to be heard prior to each designation
decision.
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Recital 59

EP Mandate

Council Mandate

(59) This framework should be without
prejudice to Member States’ competence to
conduct own oversight missions in respect to
ICT third-party service providers which are not

(59) FhisThe Oversight framework should be
without prejudice to Member States’
competence to conduct own oversight missions
in respect to ICT third-party service providers

(59) FhisThe Oversight Framework should be
without prejudice to Member States’
competence to conduct own oversight or
monitoring missions in respect to ICT third-

£ critical under this Regulation but could be whichthat are not critical under this Regulation | party service providers which are not

deemed important at national level. but could be deemed important at national level. | designated as critical under this Regulation but
which could be deemed important at national
level.
Recital 60

(60) To leverage the current multi-layered (60) To leverage the current multi-layered (60) To leverage the evrrent-multi-layered
institutional architecture in the financial institutional architecture in the financial institutional architecture in the financial
services area, the Joint Committee of the ESAs | services area, the Joint Committee of the ESAs | services area, the Joint Committee of the ESAs
should continue to ensure the overall cross- should continue to ensure the overall cross- should continue to ensure the overall cross-
sectoral coordination in relation to all matters sectoral coordination in relation to all matters sectoral coordination in relation to all matters
pertaining to ICT risk, in accordance with its pertaining to ICT risk, in accordance with its pertaining to ICT risk, in accordance with its
tasks on cybersecurity, supported by a new tasks on cybersecurity, s#pported-by-a-rew tasks on cybersecurity, supported by a new

70 Subcommittee (the Oversight Forum) carrying Serhemppritteo e Dheep el e e Subcommittee (the Oversight Forum) carrying
out preparatory work for both individual ont-preparatory-workforthrough the newly out preparatory work both for theferbeth
decisions addressed to critical ICT third-party established Joint Oversight Body issuing both | individual decisions addressed to critical ICT
service providers and collective individual decisions addressed to critical ICT third-party service providers, and for the
recommendations, notably on benchmarking the | third-party service providers and collective issuance of-and collective recommendations,
oversight programs of critical ICT third-party recommendations, notably on benchmarking the | notably on benchmarking the oversight
service providers, and identifying best practices | oversight programs of critical ICT third-party programs of critical ICT third-party service
for addressing ICT concentration risk issues. service providers, and identifying best practices | providers, and identifying best practices for

for addressing ICT concentration risk issues. addressing ICT concentration risk issues.
Recital 61
71

(61) To ensure that ICT third-party service

(61) To ensure that ICT third-party service

(61) To ensure that critical ICT third-party
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providers fulfilling a critical role to the
functioning of the financial sector are
commensurately overseen on a Union scale, one
of the ESAs should be designated as Lead
Overseer for each critical ICT third-party
service provider.

EP Mandate

providers fulfilling a critical role to the
functioning of the financial sector are
commensurately overseen on a Union scale, the
Joint Oversight Body should be established to
conduct direct oversight of ICT third-party
service providers. Moreover, one of the ESAs
should be designated as Lead Overseer for each
critical ICT third-party service provider fo
conduct and coordinate day-to-day oversight
and investigative work, to act as a single point
of contact, and to ensure continuity. The Joint
Oversight Body and Lead Overseer should
work seamlessly to ensure efficient daily
oversight as well as a holistic approach to
decision-making and recommendations.

Council Mandate

service providers falfilingare appropriately
and effectively overseen on a Union scale,
this Regulation provides that any of the three
European Supervisory Authorities may be
designated as a Union Lead Overseer. The
individual assignment of a critical rele-te-the
fonetioningof ICT third-party service
provider to one of the three ESAs should
result from the preponderance of financial
entities operating in the financial seetor-are

- b

) .

E; oS EE 5 E; "o EE]EIgEI ff !E e
service-providersectors for which an ESA has
responsibilities. It would lead to a balanced
allocation of tasks and responsibilities
between the three ESAs, in the context of
exercising the Oversight in order to make the
best use of the human resources and
technical expertise available in each of the
three ESAs.

Recital 6

72

(62) Lead Overseers should enjoy the necessary
powers to conduct investigations, onsite and
offsite inspections at critical ICT third-party
service providers, access all relevant premises
and locations and obtain complete and updated
information to enable them to acquire real
insight into the type, dimension and impact of
the ICT third-party risk posed to the financial
entities and ultimately to the Union’s financial
system.

(62) Lead Overseers should enjoy the necessary
powers to conduct investigations, onsite a#é
offsite-inspections at critical ICT third-party
service providers, access all relevant premises
and locations and obtain complete and updated
information to enable them to acquire real
insight into the type, dimension and impact of
the ICT third-party risk posed to the financial
entities and ultimately to the Union’s financial
system.

(62) Lead Overseers should enjeybe granted
the necessary— powers to conduct
investigations, to carry out onsite and offsite
inspections at the critical ICT third-party
service providers;aeecess-all-relevant premises
and locations and to obtain complete and
updated information. This should-te enable
themthe Lead Overseer to acquire real insight
into the type, dimension and impact of the ICT
third-party risk posed to the-financial entities

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 65/341



Commission Proposal

Entrusting the
ESAs with the lead oversight is a prerequisite
for grasping and addressing the systemic
dimension of ICT risk in finance. The Union
footprint of critical ICT third-party service
providers and the potential issues of ICT
concentration risk attached to it call for taking a
collective approach exercised at Union level.
The exercise of multiple audits and access
rights, conducted by numerous competent
authorities in separation with little or no
coordination would not lead to a complete
overview on ICT third-party risk while creating
unnecessary redundancy, burden and
complexity at the level of critical ICT third-
party providers facing such numerous requests.

EP Mandate

Council Mandate

and ultimately to the Union’s financial system.

Entrusting the ESAs with the lead oversight is a
prerequisite for grasping and addressing the
systemic dimension of ICT risk in finance. The
Union footprint of critical ICT third-party
service providers and the potential issues of
attached ICT concentration risk attached-te-it
call for taking a collective approach exercised at
Union level. The exereisesimultaneous
conduct of multiple audits and access rights,
conduectedperformed separately by numerous
competent authoritics-i-separation, with little
or no coordination would netlead-teprevent a
complete and comprehensive overview on ICT
third-party risk while-ereating tnneecessaryin
the Union. It would also create redundancy;
and increase burden and complexity at-the
level-effor critical ICT third-party service
providers facing-suehif they were faced with
numerous monitoring and inspection requests.

Recital 62a
(62a) Entrusting the Joint Oversight Body
with direct oversight is a prerequisite for
grasping and addressing the systemic
72a dimension of ICT risk in finance. The Union

footprint of critical ICT third-party service

providers and the potential issues of ICT

concentration risk attached to it call for taking
a collective approach exercised at Union level.
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EP Mandate

The exercise of multiple audits and access
rights, conducted by numerous competent
authorities in separation with little or no
coordination would not lead to a complete
overview on ICT third-party risk while
creating unnecessary redundancy, burden and
complexity at the level of critical ICT third-
party providers facing such numerous

requests.

Council Mandate

Recital 6

73

(63) In addition, Lead Overseers should be able
to submit recommendations on ICT risk matters
and suitable remedies, including opposing
certain contractual arrangements ultimately
affecting the stability of the financial entity or
the financial system. Compliance with such
substantive recommendations laid down by the
Lead Overseers should be duly taken into
account by national competent authorities as
part of their function relating to the prudential
supervision of financial entities.

(63) traddition—tead-OverseersThe Joint
Oversight Body should be able to submitissue
recommendations on ICT risk matters and
suitable remedies, including opposing certain
contractual arrangements ultimately affecting
the stability of the financial entity or the
financial system. Compliance with such
substantive recommendations laid down by the
Lead-OverseersJoint Oversight Body should be
duly taken into account by national competent
authorities as part of their function relating to
the prudential supervision of financial entities.
Prior to the finalisation of such
recommendations, critical ICT third-party
service providers should be given the
opportunity to provide information which they
reasonably believe should be taken into
account before the recommendation is
finalised and issued.

(63) In addition, the Lead OverseerkLead
Overseers should be able to submit
recommendations on ICT risk matters and
suitable remedies, ineluding-oppesingwhich
include the power to oppose certain
contractual arrangements ultimately affecting
the stability of the financial entity or the
financial system.

Critical ICT third-party service providers
disagreeing with the a recommendation
should be given the right to submit a
reasoned explanation of their position.

Where such explanations are deemed
insufficient,- Compliance-with-suchsubstantive
recommendationstaid-downby the Lead
OverseersOverseer should be-dubytaken-inte
account-by-national-issue a public notice

describing summarily the matter of non-
compliance.
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EP Mandate

Council Mandate

Competent authorities as-part-oftheirfunetion

relating-to-the-should duly integrate the task
of verifying the substantive compliance with

recommendations issued by the Lead
Overseer in their functions of prudential
supervision of financial entities. Competent
authorities may require financial entities to
take additional measures to duly tackle the
risks identified in the Lead Overseer’s
recommendations, and should, in due course,
issue notifications to that effect.

Where recommendations are addressed to
critical ICT third-party service providers
that are supervised under the NIS Directive,
competent authorities may, on a voluntary
basis, before adopting additional measures,
consult the NIS competent authorities to help
foster a coordinated approach for the
treatment of the respective critical ICT
third-party service providers.

Recital 63a
(63a) In order to avoid duplication and
contradictions with the technical and
organisational measures that apply to critical
ICT third-party service providers, Lead
73a Overseers and the Joint Oversight Body should

take due account of the framework established
by Directive (EU) 2016/1148 in the exercise of
their powers in accordance with the Oversight
Framework in this Regulation. Before
exercising such powers, the Joint Oversight
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EP Mandate

Body and the Lead Overseer should consult
the relevant competent authorities that have
jurisdiction under Directive (EU) 2016/1148.

Council Mandate

Recital 6

B

(64) The Oversight Framework shall not
replace, or in any way nor for any part
substitute the management by financial entities
of the risk entailed by the use of ICT third-party
service providers, including the obligation of
ongoing monitoring of their contractual
arrangements concluded with critical ICT third-
party service providers, and shall not affect the
full responsibility of the financial entities in
complying with, and discharging of, all

(64) The Oversight Framework shall not
replace, or in any way nor for any part
substitute the management by financial entities
of the risk entailed by the use of ICT third-party
service providers, including the obligation of
ongoing monitoring of their contractual
arrangements concluded with critical ICT third-
party service providers, and shall not affect the
full responsibility of the financial entities in
complying with, and discharging of, all

(64) The Oversight Framework shalishould not
replace, or in any way seror for any part,
substitute the management-byrequirement for
financial entities eftheriskto manage the risks
entailed by the use of ICT third-party service
providers, including the obligation of
maintaining an ongoing monitoring of their
contractual arrangements concluded with
critical ICT third-party service providers, and
shalshould not affect the full responsibility of

74 requirements under this Regulation and relevant | requirements under this Regulation and relevant | the financial entities in complying with, and
financial services legislation. To avoid financial services legislation. To avoid discharging of, all requirements srderlaid
duplications and overlaps, competent authorities | duplications and overlaps, competent authorities | down by this Regulation and in the relevant
should refrain from individually taking any should refrain from individually taking any financial services legislation. To avoid
measures aimed at monitoring the critical ICT measures aimed at monitoring the critical ICT duplications and overlaps, competent authorities
third-party service provider’s risks Any such third-party service provider’s risks Any such should refrain from taking individually taking
measures should be previously coordinated and | measures should be previously coordinated and | any measures aimed at monitoring the critical
agreed in in the context of the Oversight agreed in in the context of the Oversight ICT third-party service provider’s risks. Any
Framework. Framework. such measures should be previously coordinated

and agreed in in the context of the exercise of
tasks in the Oversight Framework.
Recital 65
75 (65) To promote convergence at international (65) To promote convergence at international (65) To promote convergence at international

level on best practices to be used in the review
of ICT third-party service providers’ digital

level on best practices to be used in the review
of ICT third-party service providers’ digital

level on best practices to be used in the review
and monitoring of ICT third-party service
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Commission Proposal

risk-management, the ESAs should be
encouraged to conclude cooperation
arrangements with the relevant supervisory and
regulatory third-country competent authorities
to facilitate the development of best practices
addressing ICT third-party risk.

EP Mandate

risk-management, the ESAs should be
encouraged to conclude cooperation
arrangements with the relevant supervisory and
regulatory third-country competent authorities
to facilitate the development of best practices
addressing ICT third-party risk.

Council Mandate

providers’ digital risk-management, the ESAs
should be encouraged to conclude cooperation
arrangements with therelevant supervisory and
regulatory third-country-cempetent authorities
to facilitate the development of best practices
addressing ICT third-party risk.

Recital 6

(66) To leverage technical expertise of
competent authorities’ experts on operational
and ICT risk management, Lead Overseers
should draw on national supervisory experience
and set up dedicated examination teams for each
individual critical ICT third-party service
provider, pooling together multidisciplinary
teams to supporting both the preparation and the
actual execution of oversight activities,

(66) To leverage technical expertise of
competent authorities’ experts on operational
and ICT risk management, Lead Overseers,
when conducting general investigations or on-
site inspections, should draw on national
supervisory experience and set up dedicated
examination teams for each individual critical
ICT third-party service provider, pooling
together multidisciplinary teams to supporting

(66) To leverage the specific competences
and technical skills and expertise of staff
specialising in operational and ICT risk,
within the competent authorities>-experts-on
operational-andJCT risk-managementLead
Overseers, the three ESAs and, on a
voluntary basis, NIS authorities, the Lead
Overseer should draw on national supervisory
experiencecapabilities and knowledge and set

& including onsite inspections of critical ICT both the preparation and the actual execution of | up dedicated examination teams for each
third-party service providers, as well as needed | oversight activities, including onsite inspections | individual critical ICT third-party service
follow-up thereof. of critical ICT third-party service providers, as | provider, pooling together multidisciplinary

well as needed follow-up thereof. teams te-suppertingbeothin support of the
preparation and-the-aetual execution of
oversight activities, including ensitefor the on-
site inspections of critical ICT third-party
service providers, as well as for any needed
follow-up thereof.

Recital 67
77 (67) Competent authorities should possess all (67) Competent authorities should possess all (67) Competent authorities should possess all

necessary supervisory, investigative and
sanctioning powers to ensure the application of

necessary supervisory, investigative and
sanctioning powers to ensure the application of

neeessaryrequired supervisory, investigative
and sanctioning powers to ensure the
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Commission Proposal

this Regulation. Administrative penalties
should, in principle, be published. Since
financial entities and ICT third-party service
providers can be established in different
Member States and supervised by different
sectoral competent authorities, close
cooperation between the relevant competent
authorities, including ECB with regard to
specific tasks conferred on it by Council
Regulation (EU) No 1024/2013!, and
consultation with the ESAs should be ensured
by the mutual exchange of information and
provision of assistance in the context of
supervisory activities.

1. Council Regulation (EU) No 1024/2013 of 15 October
2013 conferring specific tasks on the European Central

Bank concerning policies relating to the prudential

63).

supervision of credit institutions (OJ L 287, 29.10.2013, p.

EP Mandate

this Regulation. Administrative penalties
should, in principle, be published. Since
financial entities and ICT third-party service
providers can be established in different
Member States and supervised by different
sectoral competent authorities, close
cooperation between the relevant competent
authorities, including ECB with regard to
specific tasks conferred on it by Council
Regulation (EU) No 1024/2013!, and
consultation with the ESAs should be ensured
by the mutual exchange of information and
provision of assistance in the context of
supervisory activities._The Single Resolution
Board, although not a competent authority for
the purposes of this Regulation, should
nevertheless be involved in the mechanisms for

Council Mandate

application of this Regulation. Administrative
penalties should, in principle, be published.
Since financial entities and ICT third-party
service providers can be established in different
Member States and supervised by different
seeteral competent authorities, the application
of this Regulation should be facilitated by
close cooperation, on the one hand, between
the relevant competent authorities; including
the ECB with regard to specific tasks conferred
on it by Council Regulation (EU) No
1024/2013" and, on the other hand, by;-and
consultation with the ESAs sheuld-be-ensured
bythrough the mutual exchange of information
and the provision of assistance in the context of
relevant supervisory activities.

the mutual exchange of information for
entities that fall within the scope of Regulation
(EU) No 806/2014 of the European Parliament
and of the Council’.

1. Council Regulation (EU) No 1024/2013 of 15 October
2013 conferring specific tasks on the European Central
Bank concerning policies relating to the prudential
supervision of credit institutions (OJ L 287, 29.10.2013, p.
63).

2. Regulation (EU) No 806/2014 of the European
Parliament and of the Council of 15 July 2014
establishing uniform rules and a uniform procedure for
the resolution of credit institutions and certain
investment firms in the framework of a Single Resolution
Mechanism and a Single Resolution Fund and amending
Regulation (EU) No 1093/2010 (OJ L 225, 30.7.2014, p.

1.

1. Council Regulation (EU) No 1024/2013 of 15 October
2013 conferring specific tasks on the European Central
Bank concerning policies relating to the prudential
supervision of credit institutions (OJ L 287, 29.10.2013, p.
63).

Recital 68
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Commission Proposal

(68) In order to further quantify and qualify the
designation criteria for critical ICT third-party
service providers and to harmonise oversight
fees, the power to adopt acts in accordance with
Article 290 of the Treaty on the Functioning of
the European Union should be delegated to the
Commission in respect of: further specifying the
systemic impact that a failure of an ICT third-
party provider could have on the financial
entities it serves, the numbers of global
systemically important institutions (G-SIIs) or
other systemically important institutions (O-
SIIs) that rely on the respective ICT third-party
service provider, the number of ICT third-party
service providers active on a specific market,
the costs of migrating to another ICT third-party
service provider, the number of Member States
in which the relevant ICT third-party service
provider provides services and in which
financial entities using the relevant ICT third-
party service provider are operating, as well as
the amount of the oversight fees and the way in
which they are to be paid.

It is of particular importance that the
Commission carry out appropriate consultations
during its preparatory work, including at expert
level, and that those consultations be conducted
in accordance with the principles laid down in
the Interinstitutional Agreement of 13 April
2016 on Better Law-Making." In particular, to
ensure equal participation in the preparation of
delegated acts, the European Parliament and the
Council receive all documents at the same time
as Member States' experts, and their experts

EP Mandate

(68) In order to further quantify and qualify the
designation criteria for critical ICT third-party
service providers and to harmonise oversight
fees, the power to adopt acts in accordance with
Article 290 of the Treaty on the Functioning of
the European Union should be delegated to the
Commission in respect of: further specifying the
systemic impact that a failure of an ICT third-
party provider could have on the financial
entities it serves, the numbers of global
systemically important institutions (G-SIIs) or
other systemically important institutions (O-
SIIs) that rely on the respective ICT third-party
service provider, the number of ICT third-party
service providers active on a specific market,
the costs of migrating to another ICT third-party
service provider, the number of Member States
in which the relevant ICT third-party service
provider provides services and in which
financial entities using the relevant ICT third-
party service provider are operating, as well as
the amount of the oversight fees and the way in
which they are to be paid.

It is of particular importance that the
Commission carry out appropriate consultations
during its preparatory work, including at expert
level, and that those consultations be conducted
in accordance with the principles laid down in
the Interinstitutional Agreement of 13 April
2016 on Better Law-Making." In particular, to
ensure equal participation in the preparation of
delegated acts, the European Parliament and the
Council receive all documents at the same time
as Member States' experts, and their experts

Council Mandate

(68) In order to further quantify and qualify the
designation-criteria for eriticalthe designation
of ICT third-party service providers as critical
and to harmonise oversight fees, the power to
adopt acts in accordance with Article 290 of the
Treaty on the Functioning of the European
Union should be delegated to the Commission
in respect of: further specifying the systemic
impact that a failure or operational outage of
an ICT third-party service provider could have
on the financial entities it serves-the
numberssupplies, the number of global
systemically important institutions (G-SIIs) or
other systemically important institutions (O-
SIIs) that rely on the respective ICT third-party
service provider, the number of ICT third-party
service providers active on a speeifiegiven
market, the costs of migrating data and ICT
workloads to otherte-another ICT third-party
service provider, the number of Member States
in which the relevant ICT third-party service
provider previdesdelivers services and in which
financial entities using the relevant ICT third-
party service provider are operating, as well as
the amount of the oversight fees and the way in
which they are to be paid.

It is of particular importance that the
Commission carry out appropriate consultations
during its preparatory work, including at expert
level, and that those consultations be conducted
in accordance with the principles laid down in
the Interinstitutional Agreement of 13 April
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Commission Proposal

systematically have access to meetings of
Commission expert groups dealing with the
preparation of delegated acts.

1.0JL 123,12.5.2016, p. 1.

EP Mandate

systematically have access to meetings of
Commission expert groups dealing with the
preparation of delegated acts.

1.0J L 123,12.5.2016, p. 1.

Council Mandate

2016 on Better Law-Making.! In particular, to
ensure equal participation in the preparation of
delegated acts, the European Parliament and the
Council receive all documents at the same time
as Member States' experts, and their experts
systematically have access to meetings of
Commission expert groups dealing with the
preparation of delegated acts.

1.0JL 123,12.5.2016, p. 1.

Recital 6

79

(69) Since this Regulation, together with
Directive (EU) 20xx/xx of the European
Parliament and of the Council,' entails a
consolidation of the ICT risk management
provisions spanning across multiple regulations
and directives of the Union’s financial services
acquis, including Regulations (EC) No
1060/2009, (EU) No 648/2012 (EU) No
600/2014 and (EU) No 909/2014, in order to
ensure full consistency, those Regulations
should be amended to clarify that the relevant
ICT risk-related provisions are laid down in this
Regulation.

Technical standards should ensure the
consistent harmonisation of the requirements
laid down in this Regulation. As bodies with
highly specialised expertise, the ESAs should be
mandated to develop draft regulatory technical
standards which do not involve policy choices,
for submission to the Commission. Regulatory
technical standards should be developed in the

(69) Since this Regulation, together with
Directive (EU) 20xx/xx of the European
Parliament and of the Council;, entails a
consolidation of the ICT risk management
provisions spanning across multiple regulations
and directives of the Union’s financial services
acquis, including Regulations (EC) No
1060/2009, (EU) No 648/2012 (EU) No
600/2014 and (EU) No 909/2014, in order to
ensure full consistency, those Regulations
should be amended to clarify that the relevant
ICT risk-related provisions are laid down in this
Regulation.

Relevant suidelines issued or currently being
prepared by the ESAs on the application of

those Regulations and Directives
Technical-standards-—should-enstre-the
i dl o thic Pooulat ; et 1 L o

3 et ise. should be

(69) Since this Regulation, together with
Directive (EU) 20xx/xx of the European
Parliament and of the Council,' entails a
consolidation of the ICT risk management
provisions spanning-across multiple regulations
and directives of the Union’s financial services
acquis, including Regulations (EC) No
1060/2009, (EU) No 648/2012 (EU) No
600/2014 and (EU) No 909/2014, in order to
ensure full consistency, those Regulations
should be amended to clarify that the
relevantapplicable ICT risk-related provisions
are laid down in this Regulation.

Technical standards should ensure the
consistent harmonisation of the requirements
laid down in this Regulation. AsIn their roles
of bodies endowed with highly specialised
expertise, the ESAs should be mandated to
develop draft regulatory technical standards
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Commission Proposal

areas of ICT risk management, reporting,
testing and key requirements for a sound
monitoring of ICT third-party risk.

1. [Please insert full reference]

EP Mandate

monitorineof LCTthird-partyriskreviewed and

revised as part of the consolidation process so

Council Mandate

which do not involve policy choices, for
submission to the Commission. Regulatory
technical standards should be developed in the
areas of ICT risk management, major ICT-
related reporting, testing andas well as in
relation to key requirements for a sound
monitoring of ICT third-party risk.

that the legal basis for ICT risk requirements
in Union law exclusively derive from this
Regulation, its implementing acts and the
decisions and recommendations taken in
accordance therewith, concerning entities

within its scope.

1. [Please insert full reference]

1. [Please insert full reference]

Recital 69a

79a

(69a) Technical standards should ensure the
consistent harmonisation of the requirements
laid down in this Regulation. As bodies with
highly specialised expertise, the ESAs should
be mandated to develop draft regulatory
technical standards that do not involve policy
choices, for submission to the Commission.
Regulatory technical standards should be
developed in the areas of ICT risk
management, reporting, testing and key
requirements for a sound monitoring of ICT
third-party risk. When developing draft
regulatory technical standards, the ESAs
should take due consideration of their
mandate in relation to proportionality aspects,
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Commission Proposal

EP Mandate

and seek advice from their respective Advisory
Committees on Proportionality, in particular
in relation to the application of this Regulation
to SMEs and mid-caps.

Council Mandate

Recital 7

(70) It is of particular importance that the
Commission carries out appropriate
consultations during its preparatory work,
including at expert level. The Commission and

(70) It is of particular importance that the
Commission carries out appropriate
consultations during its preparatory work,
including at expert level. The Commission and

(70) It is of particular importance that the
Commission carries out appropriate
consultations during its preparatory work,
including at expert level. The Commission and

80 the ESAs should ensure that those standards and | the ESAs should ensure that those standards and | the ESAs should ensure that those standards and
requirements can be applied by all financial requirements can be applied by all financial requirements can be applied by all financial
entities in a manner that is proportionate to the | entities in a manner that is proportionate to the | entities in a manner that is proportionate to the
nature, scale and complexity of those entities nature, scale and complexity of those entities nature, scale and complexity of those entities
and their activities. and their activities. and their activities.

Recital 71
(71) To facilitate the comparability of major (71) To facilitate the comparability of major (71) To facilitate the comparability of major
ICT-related incident reports and to ensure ICT-related incident reports and to ensure ICT-related ineidentincidents, major
transparency on contractual arrangements for transparency on contractual arrangements for operational or security payment-related
the use of ICT services provided by ICT third- | the use of ICT services provided by ICT third- incidents [and significant cyber threats|
party service providers, the ESAs should be party service providers, the ESAs should be reports andas well as to ensure transparency on
mandated to develop draft implementing mandated to develop draft implementing contractual arrangements for the use of ICT

81 technical standards establishing standardised technical standards establishing standardised services provided by ICT third-party service

templates, forms and procedures for financial
entities to report a major ICT-related incident,
as well as standardized templates for the register
of information. When developing those
standards, the ESAs should take into account
the size and complexity of financial entities, as
well as the nature and level of risk of their

templates, forms and procedures for financial
entities to report a major ICT-related incident,
as well as standardized templates for the register
of information. When developing those
standards, the ESAs should take into account
the nature, size, complexity and business

profilesize-and-complexity of financial entities,

providers, the ESAs should be mandated to
develop draft implementing technical standards
establishing standardised templates, forms and
procedures for financial entities to report a
major ICT-related incident, a major
operational or security payment-related
incident or significant cyber threats, as well
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Commission Proposal

activities. The Commission should be
empowered to adopt those implementing
technical standards by means of implementing
acts pursuant to Article 291 TFEU and in
accordance with Article 15 of Regulations (EU)
No 1093/2010, (EU) No 1094/2010 and (EU)
No 1095/2010, respectively. Since further
requirements have already been specified
through delegated and implementing acts based
on technical regulatory and implementing
technical standards in Regulations (EC) No
1060/2009, (EU) No 648/2012, (EU) No
600/2014 and (EU) No 909/2014, respectively,
it is appropriate to mandate the ESAs, either
individually or jointly through the Joint
Committee, to submit regulatory and
implementing technical standards to the
Commission for adoption of delegated and
implementing acts carrying over and updating
existing ICT risk management rules.

EP Mandate

as well as the nature and level of risk of their
activities. The Commission should be
empowered to adopt those implementing
technical standards by means of implementing
acts pursuant to Article 291 TFEU and in
accordance with Article 15 of Regulations (EU)
No 1093/2010, (EU) No 1094/2010 and (EU)
No 1095/2010, respectively. Since further
requirements have already been specified
through delegated and implementing acts based
on technical regulatory and implementing
technical standards in Regulations (EC) No
1060/2009, (EU) No 648/2012, (EU) No
600/2014 and (EU) No 909/2014, respectively,
it is appropriate to mandate the ESAs, either
individually or jointly through the Joint
Committee, to submit regulatory and
implementing technical standards to the
Commission for adoption of delegated and
implementing acts carrying over and updating
existing ICT risk management rules.

Council Mandate

as standardized templates for the register of
information. When developing those standards,
the ESAs should take into account the size and
complexity of financial entities, as well as the
nature and level of risk of their activities. The
Commission should be empowered to adopt
those implementing technical standards by
means of implementing acts pursuant to Article
291 TFEU and in accordance with Article 15 of
Regulations (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010,
respectively. Since further requirements have
already been specified through delegated and
implementing acts based on technical regulatory
and implementing technical standards in
Regulations (EC) No 1060/2009, (EU) No
648/2012, (EU) No 600/2014 and (EU) No
909/2014, respectively, it is appropriate to
mandate the ESAs, either individually or jointly
through the Joint Committee, to submit
regulatory and implementing technical
standards to the Commission for adoption of
delegated and implementing acts carrying over
and updating existing ICT risk management
rules.

Recital 7

82

(72) This exercise will entail the subsequent
amendment of existing delegated and
implementing acts adopted in different areas of
the financial services legislation. The scope of
the operational risk articles upon which
empowerments in those acts had mandated the

(72) This exercise will entail the subsequent
amendment of existing delegated and
implementing acts adopted in different areas of
the financial services legislation. The scope of
the operational risk articles upon which
empowerments in those acts had mandated the

(72) This exercise will entail the subsequent
amendmentamendments of existing delegated
and implementing acts adopted in different
areas of the financial services legislation. The
scope of the relevant articles related to
operational risk artieles-upon which
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Commission Proposal

adoption of delegated and implementing acts
should be modified with a view to carry over
into this Regulation all provisions covering
digital operational resilience which are today
part of those Regulations.

EP Mandate

adoption of delegated and implementing acts
should be modified with a view to carry over
into this Regulation all provisions covering
digital operational resilience which are today
part of those Regulations.

Council Mandate

empowerments laid down in those acts had
mandated the adoption of delegated and
implementing acts should consequently be
modified with a view to carry over into this
Regulation all provisions covering the digital
operational resilience which-areaspects which
today are part of those Regulations.

Recital 7

82a

(72a) The potential systemic cyber risk
associated with the use of ICT
infrastructures that enable the operation of
payment systems and the provision of
payment processing activities should be duly
addressed at Union level through
harmonised digital resilience rules. To that
effect, the Commission should swiftly
consider the need for enlarging the scope of
this Regulation while aligning such review
with the outcome of the comprehensive
revision envisaged for the Payment Services
Directive.

Numerous large-scale attacks over the past
decade demonstrate how payment systems
have become an entry point for cyber
threats. Placed at the core of the payment
services chain and evidencing strong
interconnections with the overall financial
system, payment systems and payment
processing activities acquired a critical
significance for the functioning of the
European financial markets. Cyber-attacks
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Commission Proposal

EP Mandate

Council Mandate

on such systems can cause severe operational
business disruptions with direct
repercussions on a key economic function,
such the facilitation of payments, and
indirect reactions on related economic
processes.

Until a harmonised regime and supervision
of operators of payment systems and
processing entities are put in place at Union
level, Member States may, with a view to
apply similar market practices, draw
inspiration from the digital operational
resilience requirements laid down by this
Regulation, when applying rules to operators
of payment systems and processing entities
supervised under their own jurisdictions.

Recital 7

83

(73) Since the objectives of this Regulation,
namely to achieve a high level of digital
operational resilience applicable to all financial
entities, cannot be sufficiently achieved by the
Member States because they require the
harmonisation of a multitude of different rules,
currently existing either in some Union acts,
either in the legal systems of the various
Member States, but can rather, because of its
scale and effects, be better achieved at Union
level, the Union may adopt measures in
accordance with the principle of subsidiarity as
set out in Article 5 of the Treaty on European
Union. In accordance with the principle of

(73) Since the objectives of this Regulation,
namely to achieve a high level of digital
operational resilience applicable to all financial
entities, cannot be sufficiently achieved by the
Member States because they require the
harmonisation of a multitude of different rules,
currently existing either in some Union acts,
either in the legal systems of the various
Member States, but can rather, because of its
scale and effects, be better achieved at Union
level, the Union may adopt measures in
accordance with the principle of subsidiarity as
set out in Article 5 of the Treaty on European
Union. In accordance with the principle of

(73) Since the objectives of this Regulation,
namely to achieve a high level of digital
operational resilience applicable-to-alifor
financial entities, cannot be sufficiently
achieved by the Member States because they
require-theit requires harmonisation of &
multitade-of differentdifferent and various

mles—eu&e&t&%stmg—eﬁher—m—sem& in
Union acts;-either or in the legal-systems-ofthe

variouslegislations of some Member States, but
can rather, because of its scale and effects, be
better achieved at Union level, the Union may
adopt measures in accordance with the principle
of subsidiarity as set out in Article 5 of the
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Commission Proposal

proportionality as set out in that Article, this
Regulation does not go beyond what is
necessary in order to achieve that objective.

EP Mandate

proportionality as set out in that Article, this
Regulation does not go beyond what is
necessary in order to achieve that objective.

Council Mandate

Treaty on European Union.

In accordance with the principle of
proportionality as set out in that Article, this
Regulation does not go beyond what is
necessary in order to achieve that objective.

Formula
84 HAVE ADOPTED THIS REGULATION: HAVE ADOPTED THIS REGULATION: HAVE ADOPTED THIS REGULATION:
CHAPTER |
25 CHAPTER I CHAPTER I N CHAPTER
General provisions General provisions General-previstonsGENERAL PROVISIONS
Article 1
36 Article 1 Article 1 Article 1

Subject matter

Subject matter

Subject matter

Article 1

(1), introductory part

&7

1. This Regulation lays down the following
uniform requirements concerning the security of
network and information systems supporting the
business processes of financial entities needed
to achieve a high common level of digital
operational resilience, as follows:

1. This Regulation lays down the following
uniform requirements concerning the security of
network and information systems supporting the
business processes of financial entities needed
to achieve a high common level of digital
operational resilience, as follows:

1. This Regulation lays down the following
uniform requirements concerning the security of
network and information systems supporting the
business processes of financial entities needed
to achieve a high common level of digital
operational resilience, as follows:

Article 1(1), point (a), introductory part
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Commission Proposal

(a) requirements applicable to financial entities

EP Mandate

(a) requirements applicable to financial entities

Council Mandate

(a) requirements applicable to financial entities

e in relation to: in relation to: in relation to:
Article 1(1), point (a), first indent
- Information and Communication Technology | - Information and Communication Technology | - Information and Communication Technology
89 . . .
(ICT) risk management; (ICT) risk management; (ICT) risk management;
Article 1(1), point (a), second indent
- reporting of major ICT-related incidents to - reporting of major ICT-related incidents to - reporting of major ICT-related incidents [and
90 the competent authorities; the competent authorities; significant cyber threats] to the competent
authorities;
Article 1(1), point (a), third indent
- reporting of major operational or security - reporting of major operational or security
payment-related incidents to _the competent payment-related incidents to the competent
90a .. : e : o . o .
authorities by financial entities referred to in authorities by financial entities referred to in
Article 2(1), points (a) to (c); points (a) to (c) of Article 2 (1);
Article 1(1), point (a), third indent
91 - digital operational resilience testing; - digital operational resilience testing; - digital operational resilience testing;
Article 1(1), point (a), fourth indent
9 - information and intelligence sharing in - information and intelligence sharing in - information and intelligence sharing in

relation to cyber threats and vulnerabilities;

relation to cyber threats and vulnerabilities;

relation to cyber threats and vulnerabilities;
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Article 1

Commission Proposal
(1), point (a), fifth indent

EP Mandate

Council Mandate

- measures for a sound management by

- measures for athe sound management-53

- measures for a sound management by

93 financial entities of the ICT third-party risk; financial-entities-ofthe- of ICT third-party risk | financial entities of the ICT third-party risk;
by financial entities;
Article 1(1), point (b)
(b) requirements in relation to the contractual (b) requirements in relation to the contractual (b) requirements in relation to the contractual
94 arrangements concluded between ICT third- arrangements concluded between ICT third- arrangements concluded between ICT third-
party service providers and financial entities; party service providers and financial entities; party service providers and financial entities;
Article 1(1), point (c)
(c) the oversight framework for critical ICT (c) the oversight framework for critical ICT (c) the oversight framework for critical ICT
95 third-party service providers when providing third-party service providers when providing third-party service providers when providing
services to financial entities; services to financial entities; services to financial entities;
Article 1(1), point (d)
(d) rules on cooperation among competent (d) rules on cooperation among competent (d) rules on cooperation among competent
authorities and rules on supervision and authorities and rules on supervision and authorities and rules on supervision and
96 enforcement by competent authorities in enforcement by competent authorities in enforcement by competent authorities in
relation to all matters covered by this relation to all matters covered by this relation to all matters covered by this
Regulation. Regulation. Regulation.
Article 1(2)
97 2. Inrelation to financial entities identified as 2. Inrelation to financial entities identified as 2. Inrelation to financial entities identified as

operators of essential services pursuant to
national rules transposing Article 5 of Directive

operators of essential services pursuant to
national rules transposing Article 5 of Directive

operators of essential services pursuant to
national rules transposing Article 5 of Directive
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(EU) 2016/1148, this Regulation shall be
considered a sector-specific Union legal act for
the purposes of Article 1(7) of that Directive.

EP Mandate

(EU) 2016/1148, this Regulation shall be
considered a sector-specific Union legal act for
the purposes of Article 1(7) of that Directive.

Council Mandate

(EU) 2016/1148, this Regulation shall be
considered a sector-specific Union legal act for
the purposes of Article 1(7) of that Directive.

Article 1(2a)
2a. This Regulation is without prejudice to the | 3. This Regulation is without prejudice to
competences of Member States concerning the | the responsibility of Member States’
974 maintenance of public security, defence and regarding essential State functions
national security. concerning public security, defence and
national security in accordance with Union
law.
Article 2
Article 2 Article 2 Article 2
98
Personal scope Personal scope Personal scope
Article 2(1), introductory part

1. This Regulation applies to the following

1. This Regulation applies to the following

1. Without prejudice to paragraphs 3 and 4,

4 entities: entities: this Regulation applies to the following entities:
Article 2(1), point (a)

100 | (a) credit institutions, (a) credit institutions, (a) credit institutions,
Article 2(1), point (b)

101 (b) payment institutions, (b) payment institutions, (b) payment institutions, including payment

institutions exempted in accordance with
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Article 32 (1) of Directive (EU) 2015/2366,

Article 2(1), point (ba)
101a (ba) account information service providers,
Article 2(1), point (c)
(c) electronic money institutions, (¢) electronic money institutions, (c) electronic money institutions, including
102 electronic money institutions exempted in
accordance with Article 9 (1) of Directive
2009/110/EC,
Article 2(1), point (d)
103 | (d) investment firms, (d) investment firms, (d) investment firms,
Article 2(1), point (e)
(e) crypto-asset service providers, issuers of (e) crypto-asset service providers, issuers and | (e) crypto-asset service providers, issuers of
104 crypto-assets, issuers of asset-referenced tokens | offerors of crypto-assets, issuers_and offerors crypto-assets, issuers of asset-referenced tokens
and issuers of significant asset-referenced of asset-referenced tokens and issuers of and issuers of significant asset-referenced
tokens, significant asset-referenced tokens, tokens,
Article 2(1), point (f)
105 (f) central securities depositories, (f) central securities depositories_and operators | (f) central securities depositories,
of securities settlement systems,
Article 2(1), point (g)
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Council Mandate

106 | (g) central counterparties, (g) central counterparties, (g) central counterparties,
Article 2(1), point (h)
107 | (h) trading venues, (h) trading venues, (h) trading venues,
Article 2(1), point (i)
108 (i) trade repositories, (i) trade repositories, (i) trade repositories,
Article 2(1), point (j)
109 | (j) managers of alternative investment funds, (j) managers of alternative investment funds, (j) managers of alternative investment funds,
Article 2(1), point (k)
110 | (k) management companies, (k) management companies, (k) management companies,
Article 2(1), point (I)
111 (I) data reporting service providers, (1) data reporting service providers, (1) data reporting service providers,
Article 2(1), point (m)
112 | (m) insurance and reinsurance undertakings, (m) insurance and reinsurance undertakings, (m) insurance and reinsurance undertakings,
Article 2(1), point (n)
113
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(n) insurance intermediaries, reinsurance
intermediaries and ancillary insurance
intermediaries,

EP Mandate

(n) insurance intermediaries, reinsurance
intermediaries and ancillary insurance
intermediaries that are not micro, small or
medium-sized enterprises unless those micro,
small or medium sized-enterprises rely
exclusively on organised automated sales

systems,

Council Mandate

(n) insurance intermediaries;reinsuranee

ntermediartesandanetHary—insuranee and

reinsurance intermediaries,

Article 2

(1), point (o)

(o) institutions for occupational retirement
pensions,

(o) institutions for occupational retirement
pensionsprovisions (IORPs) that do not operate

(o) institutions for occupational retirement
pensiensprovision,

114 . .
pension schemes having together fewer than
15 members,
Article 2(1), point (p)
115 (p) credit rating agencies, (p) credit rating agencies, (p) credit rating agencies,
Article 2(1), point (q)
statutory auditors and audit firms, statutory auditors and audit firms that are i i .
q) statutory audit d audit fi q) statutory audit d audit fi that q
not micro, small or medium-sized enterprises
unless such micro, small or medium-sized
enterprises provide auditing services to entities
116 listed in this Article with the exception of

micro, small or medium-sized enterprises that
are non-profit-making auditing entities
pursuant to Article 2(3) of Regulation (EU) No
537/2014 unless the competent authority
decides that the exception is not valid,

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 85/341



Commission Proposal

EP Mandate

Council Mandate

Article 2(1), point (r)
117 (r) administrators of critical benchmarks, (r) administrators of critical benchmarks, (r) administrators of critical benchmarks,
Article 2(1), point (s)
118 | (s) crowdfunding service providers, (s) crowdfunding service providers, (s) crowdfunding service providers,
Article 2(1), point (t)
119 | (t) securitisation repositories, (t) securitisation repositories, (t) securitisation repositories,
Article 2(1), point (u)
120 | (u) ICT third-party service providers. (u) ICT third-party service providers. (u) ICT third-party service providers.
Article 2(1a)
la. This Regulation, with the exception of
120a Section 11 of Chapter V, also applies to ICT
intra-group service providers.
Article 2(2)
2. For the purposes of this Regulation, entities | 2. For the purposes of this Regulation, entities | 2. For the purposes of this Regulation, entities
121 referred to in paragraph (a) to (t) shall referred to in paragraph (a) to (t) shall referred to in paragraph (a) to (t) shall
collectively be referred to as ‘financial entities’. | collectively be referred to as ‘financial entities’. | collectively be referred to as ‘financial entities’.
Article 2(2a)
121a
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2a. For the purposes of this Regulation, with
the exception of Section 11 of Chapter V, ICT
third-party service providers and ICT intra-
group service providers shall be collectively
referred to as 'ICT third-party service

providers',
Article 2(3), introductory part
121b 3. This Regulation shall not apply to:
Article 2(3), point (a)
(a) managers of alternative investment funds
121c referred to in Article 3 (2) of Directive
2011/61/EU;
Article 2(3), point (b)
(b) insurance and reinsurance undertakings
121d referred to in Article 4 of Directive

2009/138/EC;

Article 2(3), point (c)

(c) institutions for occupational retirement
provision which operate pension schemes
which together do not have more than 15
members in total;

121e

Article 2(3), point (d)
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(d) natural or legal persons exempted from
the application of Directive 2014/65/EU
pursuant to Articles 2 and 3 of that
Directive;

121f

Article 2(3), point (e)

(e) insurance intermediaries which are a
microenterprise or a small enterprise, in
accordance with points (50) and (54) of
Article 3;

121g

Article 2(3), point (f)

(f) reinsurance intermediaries which are a
microenterprise or a small enterprise, in
accordance with points (50) and (54) of
Article 3;

121h

Article 2(4)

4. Member States may exempt institutions
referred to in points (3) to (23) of Article 2(5)
of Directive 2013/36/EU that are located
within their respective territory from the
1211 scope of this Regulation. In case such option
is exercised, this Regulation shall not apply
to the exempted institutions.

Where a Member State makes use of such
option, it shall inform the Commission
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thereof as well as of any subsequent changes.
The Commission shall make the information
public on a website or other easily accessible
means.

Article 3

122 Article 3 Article 3 Article 3
Definitions Definitions Definitions
Article 3, first paragraph, introductory part

For the purposes of this Regulation, the

For the purposes of this Regulation, the

For the purposes of this Regulation, the

123 following definitions shall apply: following definitions shall apply: following definitions shall apply:
Article 3, first paragraph, point (1)

(1) ‘digital operational resilience’ means the (1) ‘digital operational resilience’ means the (1) ‘digital operational resilience’ means the
ability of a financial entity to build, assure and | ability of a financial entity to build, assure and | ability of a financial entity to build, assure and
review its operational integrity from a review its operational integrity fron-¢ review its operational integrity and reliability
technological perspective by ensuring, either : fe: tive-by ensuring, either from a technological perspective by ensuring,
directly or indirectly, through the use of directly or indirectly, through the use of either directly, or indirectly; through the use of
services of ICT third-party providers, the full services of ICT third-party providers,thefitt services of ICT third-party service providers,

D4 | T@NgE of ICT-related capabilities needed to remige-ofHcrelated-capabilitiesneededto the full range of ICT-related capabilities needed

address the security of the network and
information systems which a financial entity
makes use of, and which support the continued
provision of financial services and their quality;

o 5 RN ] ot
isiorn-of-_the continued provision of
financial services and their quality in the face

of operational disruptions impacting the

financial services-andtheirquatitventity’s ICT
capabilities;

to address the security of the network and
information systems which a financial entity
makes use of, and which support the continued
provision of financial services and their quality;

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 89/341



Commission Proposal

EP Mandate

Council Mandate

Article 3, first paragraph, point (2)

125

(2) ‘network and information system’ means
network and information system as defined in
point (1) of Article 4 of Directive (EU) No
2016/1148;

(2) ‘network and information system’ means
network and information system as defined in
point (1) of Article 4 of Directive (EU) No
2016/1148;

(2) ‘network and information system’ means
network and information system as defined in
point (1) of Article 4 of Directive (EU) No
2016/1148;

Article 3, first paragraph, point (2a)

125a

(2a) "legacy ICT system'" means an ICT
system that has reached the end of its
lifecycle (end-of-life), that it is unsuitable for
upgrades and fixes or no longer supported by
its vendor or an ICT third-party service
provider, but is still in use and supports the
business functions of the financial entity;

Article 3, first paragraph, point (3)

126

(3) ‘security of network and information
systems’ means security of network and
information systems as defined in point (2) of
Article 4 of Directive (EU) No 2016/1148;

(3) ‘security of network and information
systems’ means security of network and
information systems as defined in point (2) of
Article 4 of Directive (EU) No 2016/1148;

(3) ‘security of network and information
systems’ means security of network and
information systems as defined in point (2) of
Article 4 of Directive (EU) No 2016/1148;

Article 3, first paragraph, point (4)

127

(4) ‘ICT risk’ means any reasonably
identifiable circumstance in relation to the use
of network and information systems, - including
a malfunction, capacity overrun, failure,
disruption, impairment, misuse, loss or other

(4) ‘ICT risk’ means any reasonably

identifiable circumstance in relation to the use

of network and information systems,—#eluding
L o : i ] ;

(4) ‘ICT risk’ means any reasonably
identifiable circumstance inrelationto-the-use
ofor event having a potential adverse effect
on the network and information systems, -
including a malfunction, capacity overrun,
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type of malicious or non-malicious event -
which, if materialised, may compromise the
security of the network and information
systems, of any technology-dependant tool or
process, of the operation and process’ running,
or of the provision of services, thereby
compromising the integrity or availability of
data, software or any other component of ICT
services and infrastructures, or causing a breach
of confidentiality, a damage to physical ICT
infrastructure or other adverse effects;

EP Mandate
st Liiom Lioi
which, if materialised, may compromise the
security of the network and information

systems, of any technotosy-dependantlCT-
dependent tool or process, of the operation and

process’ running, or of the provision of services;

ool e p e b e e e o

Council Mandate

failure, disruption, impairment, misuse, loss or
other type of malicious or non-malicious event -
which, if materialised, may compromise the
security or functioning of the network and
information systems, of any technology-
dependant tool or process, of the operation and
process’ running, or of the provision of
services; thereby compromising the integrity or
availability of data, software or any other
component of ICT services and infrastructures,
or causing a breach of confidentiality, a damage
to physical ICT infrastructure or other adverse
effects;

Article 3,

first paragraph, point (5)

(5) ‘information asset’ means a collection of

(5) ‘information asset’ means a collection of

(5) ‘information asset’ means a collection of

128 | information, either tangible or intangible, that is | information, either tangible or intangible, that is | information, either tangible or intangible, that is
worth protecting; worth protecting; worth protecting;
Article 3, first paragraph, point (5a)
(5a) ‘ICT asset’ means a software or
128a hardware asset in the network and
information systems used by the financial
entity;
Article 3, first paragraph, point (6)
129 (6) ‘ICT-related incident’ means an unforeseen | (6) ‘ICT-related incident’ means an unforeseen | (6) ‘ICT-related incident’ means an-unforeseen

identified occurrence in the network and
information systems, whether resulting from

identified oeernrrence-inthenetvork-and

identified-occurrence-in-thenetworkand
o Formnati het] i 6
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malicious activity or not, which compromises
the security of network and information
systems, of the information that such systems
process, store or transmit, or has adverse effects
on the availability, confidentiality, continuity or
authenticity of financial services provided by
the financial entity;

EP Mandate
malicions-aetivity-or-notincident, or a series of

linked incidents, which compromises the
security of network and information systems;-6f
er-transmit-or-has_ or having adverse effects on
the availability, confidentiality, continuity,
integrity or authenticity of financial services
provided by the financial entity;

Council Mandate

malicious-aetivity-ornot-which-compromises
the-seeurity-ofa singular event or a series of

linked events unplanned by the financial
entity in the network and information systems,

C iha inf ol | :
store-or-transmit-or-haswhich has an adverse
effeetsimpact on the integrity, availability,
confidentiality, continuity erand/or authenticity
of financial services provided by the financial
entity;

Article 3,

first paragraph, point (6a)

(6a) ‘operational or security payment-related
incident’ means an event or a series of linked
occurrences unforeseen by the financial

entities referred to in Article 2(1), points (a) to

(6a) ‘operational or security payment-
related incident’, means a singular event or a
series of linked events, ICT-related or not,
unplanned by financial entities referred to in

R (c) that has or is likely to have an adverse points (a) to (c) of Article 2(1) which has an
impact on the integrity, availability, adverse impact on the integrity, availability,
confidentiality, authenticity or continuity of confidentiality, authenticity and/or
payment-related services; continuity of payment-related services;

Article 3, first paragraph, point (7)
(7) ‘major ICT-related incident’ means an ICT- | (7) ‘major ICT-related incident’ means an ICT- | (7) ‘major ICT-related incident” means an ICT-
related incident with a potentially high adverse | related incident with-a-potenticdlythat has or is | related incident with-apetentialy high-adverse

130 impact on the network and information systems | likely to have a high adverse impact on the impact-on-the-network-and-information-systems

that support critical functions of the financial network and information systems that support that-suppert-eritical-functions-of the finanectal
entity; critical functions of the financial entity; entitywhich meets the criteria set out in
accordance with Article 16(2)(a);
Article 3, first paragraph, point (7a)
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Commission Proposal

EP Mandate

(7a) ‘major operational or security payment-
related incident’ means an operational or
security payment-related incident that meets
the criteria set out in Article 16;

Council Mandate

(7a) ‘major operational or security payment-
related incident’ means an operational or
security payment-related incident which
meets the criteria set out in accordance with
Article 16(2)(a);

Article 3, first paragraph, point (8)

131

(8) ‘cyber threat” means ‘cyber threat’ as
defined in point (8) of Article 2 Regulation
(EU) 2019/881 of the European Parliament and
of the Council';

1. Regulation (EU) 2019/881 of the European Parliament
and of the Council of 17 April 2019 on ENISA (the
European Union Agency for Cybersecurity) and on
information and communications technology cybersecurity
certification and repealing Regulation (EU) No 526/2013
(Cybersecurity Act)(OJ L 151, 7.6.2019, p. 15).

(8) ‘cyber threat’ means ‘cyber threat’ as
defined in point (8) of Article 2 Regulation
(EU) 2019/881 of the European Parliament and
of the Council';

1. Regulation (EU) 2019/881 of the European Parliament
and of the Council of 17 April 2019 on ENISA (the
European Union Agency for Cybersecurity) and on
information and communications technology cybersecurity
certification and repealing Regulation (EU) No 526/2013
(Cybersecurity Act)(OJ L 151, 7.6.2019, p. 15).

(8) ‘cyber threat” means ‘cyber threat’ as
defined in point (8) of Article 2 Regulation
(EU) 2019/881 of the European Parliament and

of the Council';
1. [1] Regulation (EU) 2019/881 of the European
Parliament and of the Council of 17 April 2019 on ENISA
(the European Union Agency for Cybersecurity) and on
information and communications technology cybersecurity
certification and repealing Regulation (EU) No 526/2013
(Cybersecurity Act)(OJ L 151, 7.6.2019, p. 15).

Article 3, first paragraph, point (8a)

131a

(8a) ‘significant cyber threat’ means a cyber
threat the characteristics of which _clearly
indicate that it is likely to result in a major
ICT-related incident;

(8a) [‘significant cyber threat’ means a
cyber threat whose characteristics clearly
indicate that it could likely result in a major
ICT-related incident or a major operational
or security payment-related incident.]

Article 3, first paragraph, point (9)

132

(9) ‘cyber-attack’ means a malicious ICT-
related incident by means of an attempt to
destroy, expose, alter, disable, steal or gain

(9) ‘cyber-attack’ means a malicious ICT-
related incident by means of an attempt to
destroy, expose, alter, disable, steal or gain

(9) ‘cyber-attack’ means a malicious ICT-
related incident caused by means of an attempt
to destroy, expose, alter, disable, steal or gain
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unauthorized access to or make unauthorized unauthorized access to or make unauthorized unauthorized access to or make unauthorized
use of an asset perpetrated by any threat actor; use of an asset perpetrated by any threat actor; use of an asset perpetrated by any threat actor;

Article 3, first paragraph, point (10)
(10) ‘threat intelligence’ means information (10) ‘threat intelligence’ means information (10) ‘threat intelligence’ means information
that has been aggregated, transformed, that has been aggregated, transformed, that has been aggregated, transformed,
analysed, interpreted or enriched to provide the | analysed, interpreted or enriched to provide the | analysed, interpreted or enriched to provide the
necessary context for decision-making and necessary context for decision-making and necessary context for decision-making and

133 which brings relevant and sufficient whiehthat brings relevant and sufficient which brings relevant and sufficient
understanding for mitigating the impact of an understanding for mitigating the impact of an understanding for mitigating the impact of an
ICT-related incident or cyber threat, including ICT-related incident or cyber threat, including ICT-related incident or a cyber threat, including
the technical details of a cyber-attack, those the technical details of a cyber-attack, those the technical details of a cyber-attack, those
responsible for the attack and their modus responsible for the attack and their modus responsible for the-attaekit and their modus
operandi and motivations; operandi and motivations; operandi and motivations;

Article 3, first paragraph, point (11)
(11) ‘defence-in-depth’ means an ICT-related (11) ‘defence-in-depth’ means an ICT-related (11) ‘defence-in-depth’ means an ICT-related
strategy integrating people, processes and strategy integrating people, processes and strategy integrating people, processes and

134 | technology to establish a variety of barriers technology to establish a variety of barriers technology to establish a variety of barriers
across multiple layers and dimensions of the across multiple layers and dimensions of the across multiple layers and dimensions of the
entity; entity; financial entity;

Article 3, first paragraph, point (12)
(12) “vulnerability’ means a weakness, (12) ‘vulnerability’ means a weakness, (12) “vulnerability’ means a weakness,

135 susceptibility or flaw of an asset, system, susceptibility or flaw of an asset, system, susceptibility or flaw of an asset, system,
process or control that can be exploited by a process or control that can be exploited by a process or control that can be exploited by a
threat; cyber threat; cyber threat;

Article 3, first paragraph, point (13)
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(13) ‘threat led penetration testing’” means a (13) ‘threat led penetration testing’ means a (13) ‘threat led penetration testing” means a
framework that mimics the tactics, techniques framework that mimics the tactics, techniques framework that mimics the tactics, techniques
and procedures of real-life threat actors and procedures of real-life threat actors and procedures of real-life threat actors

136 | perceived as posing a genuine cyber threat, that | perceived as posing a genuine cyber threat, that | perceived as posing a genuine cyber threat, that
delivers a controlled, bespoke, intelligence-led | delivers a controlled, bespoke, intelligence-led | delivers a controlled, bespoke, intelligence-led
(red team) test of the entity’s critical live (red team) test of the entity’s critical live (red team) test of the financial entity’s critical
production systems; production systems; live production systems;

Article 3, first paragraph, point (14)

(14) “ICT third-party risk’ means ICT risk that | (14) ‘ICT third-party risk’ means ICT risk that | (14) ‘ICT third-party risk’ means ICT risk that
may arise for a financial entity in relation to its | may arise for a financial entity in relation to its | may arise for a financial entity in relation to its
use of ICT services provided by ICT third-party | use of ICT services provided by ICT third-party | use of ICT services provided by ICT third-party

137 | service providers or by further sub-contractors service providers or by further sub-contractors service providers or by furthersub-
of the latter; of the latter; contractorssubcontractors of the latter,

including through outsourcing
arrangements;
Article 3, first paragraph, point (15)

(15) ‘ICT third-party service provider’ means (15) ‘ICT third-party service provider’ means (15) ‘ICT third-party service provider’ means
an undertaking providing digital and data an undertaking providing digital-and-datal CT an undertaking providing digital-and-data
services, including providers of cloud services, including a financial entity providing | servicesincludingproviders-ofeloud
computing services, software, data analytics ICT services;—inetudingproviders-of-cloud computingl CT services, seftware;data
services, data centres, but excluding providers compitingservices—software—data-analyties a&al%es—sei%ees—da%a—eeﬂ&es—b&t—excludmg

138 of hardware components and undertakings services—data-centres- that forms part of an
authorised under Union law which provide undertaking that provides a wider range of undertakings authorised under Union law which
electronic communication services as defined products or services but excluding providers of | provide electronic communication services as
referred to in point (4) of Article 2 of Directive | hardware components and undertakings defined referred-te-in point (4) of Article 2 of
(EU) 2018/1972 of the European Parliament authorised under Union law whiehthat provide | Directive (EU) 2018/1972 of the European
and of the Council'; electronic communication services as defined Parliament and of the Council?;

referred to in point (4) of Article 2 of Directive

1. Directive (EU) 2018/1972 of the European Parliament 1. Direetive(ELH)20181972-of the EuropeanParliament
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and of the Council of 11 December 2018 establishing the
European Electronic Communications Code (Recast)(OJ L
321, 17.12.2018, p. 36).

EP Mandate

(EU) 2018/1972 of the European Parliament
and of the Council';

1. Directive (EU) 2018/1972 of the European Parliament
and of the Council of 11 December 2018 establishing the
European Electronic Communications Code (Recast)(OJ L
321, 17.12.2018, p. 36).

Council Mandate

Article 3, first paragraph, point (15a)

138a

(15a) ‘ICT intra-group service provider’
means an undertaking that is part of a
financial group and that provides ICT services,

exclusively to financial entities within the
same group or to financial entities belonging
to the same institutional protection scheme,
including to their parent undertakings,
subsidiaries, branches or other entities that are
under common ownership or control;

Article 3, first paragraph, point (16)

139

(16) ‘ICT services’ means digital and data
services provided through the ICT systems to
one or more internal or external users, including
provision of data, data entry, data storage, data
processing and reporting services, data
monitoring as well as data based business and
decision support services;

(16) ‘ICT services’ means digital and data
services provided through the ICT systems to
one or more internal or external users;reludine
N . ) l . %A : /l
decision-support-services on an ongoing basis,

excluding telecommunication contracts;

(16) ‘ICT services’ means digital and data
services provided through the ICT systems to
one or more internal or external users, on an
ongoing-basis, including provision of cloud
computing services, data, data entry, data
storage, data processing and reporting services,
data monitoring as well as data based business
and decision support services, hardware as a
service and hardware services which include
technical support via software or firmware
updates by the hardware provider;
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Article 3, first paragraph, point (17)

EP Mandate

Council Mandate

140

(17) “critical or important function’ means a
function whose discontinued, defective or failed
performance would materially impair the
continuing compliance of a financial entity with
the conditions and obligations of its
authorisation, or with its other obligations under
applicable financial services legislation, or its
financial performance or the soundness or
continuity of its services and activities;

(17) “critical or important function’ means an
activity or service that is essential to the
operation of a financial entity and the
disruption of which would materially impair
the soundness or continuity of the financial
entity’s services and activities, orafuretion
whose discontinued, defective or failed
performance would materially impair the
continuing compliance of a financial entity with
the conditions and obligations of its
authorisation, or with its other obligations under
applicable financial services legislation, o#ts

B T

.. e e vitiesincludin
‘critical functions' as defined in Article 2,
paragraph 1, point 35, of Directive
2014/59/EU;,

(17) “critical or important function’ means a
function whose discontinued, defective or failed
performance would materially impair the
continuing compliance of a financial entity with
the conditions and obligations of its
authorisation, or with its other obligations under
applicable financial services legislation, or its
financial performance or the soundness or
continuity of its services and activities;

Article 3, first paragraph, point (18)

141

(18) “critical ICT third-party service provider’
means an ICT third-party service provider
designated in accordance with Article 29 and
subject to the Oversight Framework referred to
in Articles 30 to 37;

(18) ‘critical ICT third-party service provider’
means an ICT third-party service provider
designated in accordance with Article 2928 and
subject to the Oversight Framework referred to
in Articles 3629 to 37,

(18) “critical ICT third-party service provider’
means an ICT third-party service provider
designated in accordance with Article 2928 and
subject to the Oversight Framework referred to
in Articles 36t0-3729 to 36;

Article 3, first paragraph, point (19)

142

(19) ‘ICT third-party service provider
established in a third country’ means an ICT
third-party service provider that is a legal

(19) “ICT third-party service provider
established in a third country’ means an ICT
third-party service provider that is a legal

(19) “ICT third-party service provider
established in a third country’ means an ICT
third-party service provider that is a legal
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person established in a third-country, has not set
up business/presence in the Union, and has
entered into a contractual arrangement with a
financial entity for the provision of ICT
services;

EP Mandate

person established in a third-country#as#etset
up-business/presence-inthe-thion; and has
entered into a contractual arrangement with a
financial entity for the provision of ICT
services;

Council Mandate

person established in a third-eountry;-has-notset
up-business/presence-in-the- Unien;andthird

country, that has entered into a contractual
arrangement with a financial entity for the
provision of ICT services;

Article 3, first paragraph, point (19a)

142a

(19a) "subsidiary' means a subsidiary
undertaking as defined in point (10) of
Article 2 of Directive 2013/34/EU of the
European Parliament and of the Council;

Article 3, first paragraph, point (19b)

142b

(19b) "group'" means a group as defined in
point (11) of Article 2 of Directive
2013/34/EU of the European Parliament and
of the Council;

Article 3, first paragraph, point (19¢)

142¢

(19¢) "parent undertaking'" means a parent
undertaking as defined in point (9) of Article
2 of Directive 2013/34/EU of the European
Parliament and of the Council;

Article 3, first paragraph, point (20)

143

(20) ‘ICT sub-contractor established in a third
country’ means an ICT sub-contractor that is a
legal person established in a third-country, has

(20) ‘ICT sub-contractor established in a third
country’ means an ICT sub-contractor that is a
legal person established in a third-country,4as

(20) ‘ICT sub-contractorsubcontractor
established in a third country’ means an ICT
sub-contractorsubcontractor that is a legal
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not set up business/presence in the Union and
has entered into a contractual arrangement
either with an ICT third-party service provider,
or with an ICT third-party service provider
established in a third country;

EP Mandate
b e e g e Lot Lo and

has entered into a contractual arrangement
either with an ICT third-party service provider,
or with an ICT third-party service provider
established in a third country;

Council Mandate

person established in a third-country;-has-netset
up-bustressipresencen-the Unten-and that has
entered into a contractual arrangement either
with an ICT third-party service provider, or
with an ICT third-party service provider
established in a third country;

Article 3,

first paragraph, point (21)

(21) “ICT concentration risk’ means an
exposure to individual or multiple related
critical ICT third-party service providers
creating a degree of dependency on such
providers so that the unavailability, failure or
other type of shortfall of the latter may

(21) “ICT concentration risk’ means an
exposure to individual or multiple related
critical ICT third-party service providers
creating a degree of dependency on such
providers so that the unavailability, failure or
other type of shortfall of the latter may

(21) “ICT concentration risk’ means an
exposure to individual or multiple related
critical ICT third-party service providers
creating a degree of dependency on such
providers so that the unavailability, failure or
other type of shortfall of the latter may

144 | potentially endanger the ability of a financial potentially endanger the ebility-of-a-financiat potentially endanger the ability of a financial
entity, and ultimately of the Union’s financial et e e e b e e e e entity, and ultimately of the Union’s financial
system as a whole, to deliver critical functions, | systemas-awheote financial stability of the system as a whole, to deliver critical or
or to suffer other type of adverse effects, Union_as a whole or the ability of a financial important functions, or to suffer other type of
including large losses; entity to deliver critical or important functions, | adverse effects, including large losses;

or to suffer other type of adverse effects,
including large losses;
Article 3, first paragraph, point (22)
(22) ‘management body’ means a management | (22) ‘management body’ means a management | (22) ‘management body’ means a management
body as defined in point (36) of Article 4(1) of | body as defined in point (36) of Article 4(1) of | body as defined in point (36) of Article 4(1) of
Directive 2014/65/EU, point (7) of Article 3(1) | Directive 2014/65/EU, point (7) of Article 3(1) | Directive 2014/65/EU, point (7) of Article 3(1)
145 | of Directive 2013/36/EU, point (s) of Article of Directive 2013/36/EU, point (s) of Article of Directive 2013/36/EU, point (s) of Article

2(1) of Directive 2009/65/EC, point (45) of
Article 2(1) of Regulation (EU) No 909/2014,
point (20) of Article 3(1) of Regulation (EU)
2016/1011 of the European Parliament and of

2(1) of Directive 2009/65/EC, point (45) of
Article 2(1) of Regulation (EU) No 909/2014,
point (20) of Article 3(1) of Regulation (EU)
2016/1011 of the European Parliament and of

2(1) of Directive 2009/65/EC, point (45) of
Article 2(1) of Regulation (EU) No 909/2014,
point (20) of Article 3(1) of Regulation (EU)
2016/1011 of the European Parliament and of
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the Council', point (u) of Article 3(1) of
Regulation (EU) 20xx/xx of the European
Parliament and of the Council? [MICA] or the
equivalent persons who effectively run the
entity or have key functions in accordance with
relevant Union or national legislation;

1. Regulation (EU) 2016/1011 of the European Parliament
and of the Council of 8 June 2016 on indices used as
benchmarks in financial instruments and financial
contracts or to measure the performance of investment
funds and amending Directives 2008/48/EC and
2014/17/EU and Regulation (EU) No 596/2014 (OJ L 171,
29.6.2016, p. 1).

2. [please insert full title and OJ details]

EP Mandate

the Council!, point &4(18) of Article 3(1) of
Regulation (EU) 20xx/xx of the European
Parliament and of the Council? [MICA] or the
equivalent persons who effectively run the
entity or have key functions in accordance with
relevant Union or national legislation;

1. Regulation (EU) 2016/1011 of the European Parliament
and of the Council of 8 June 2016 on indices used as
benchmarks in financial instruments and financial
contracts or to measure the performance of investment
funds and amending Directives 2008/48/EC and
2014/17/EU and Regulation (EU) No 596/2014 (OJL 171,
29.6.2016, p. 1).

2. [please insert full title and OJ details]

Council Mandate

the Council!, point (u) of Article 3(1) of
Regulation (EU) 20xx/xx of the European
Parliament and of the Council? [MICA] or the
equivalent persons who effectively run the
entity or have key functions in accordance with
relevant Union or national legislation;

1. Regulation (EU) 2016/1011 of the European Parliament
and of the Council of 8 June 2016 on indices used as
benchmarks in financial instruments and financial
contracts or to measure the performance of investment
funds and amending Directives 2008/48/EC and
2014/17/EU and Regulation (EU) No 596/2014 (OJ L 171,
29.6.2016, p. 1).

2. [please insert full title and OJ details]

Article 3,

first paragraph, point (23)

(23) ‘credit institution’ means a credit
institution as defined in point (1) of Article 4(1)
of Regulation (EU) No 575/2013 of the
European Parliament and of the Council’;

(23) ‘credit institution’ means a credit
institution as defined in point (1) of Article 4(1)
of Regulation (EU) No 575/2013 of the
European Parliament and of the Council;

(23) ‘credit institution’ means a credit
institution as defined in point (1) of Article 4(1)
of Regulation (EU) No 575/2013 of the
European Parliament and of the Council;

146
1. Regulation (EU) No 575/2013 of the European 1. Regulation (EU) No 575/2013 of the European 1. Regulation (EU) No 575/2013 of the European
Parliament and of the Council of 26 June 2013 on Parliament and of the Council of 26 June 2013 on Parliament and of the Council of 26 June 2013 on
prudential requirements for credit institutions and prudential requirements for credit institutions and prudential requirements for credit institutions and
investment firms and amending Regulation (EU) No investment firms and amending Regulation (EU) No investment firms and amending Regulation (EU) No
648/2012 (OJ L 176,27.6.2013, p. 1). 648/2012 (OJ L 176,27.6.2013, p. 1). 648/2012 (OJ L 176,27.6.2013, p. 1).

Article 3, first paragraph, point (23a)
(23a) ‘credit institution exempted by Directive
146a 2013/36/EU’ means an institution benefiting

from an exemption pursuant to Article 2(5),

points (4) to (23), of Directive 2013/36/EU;
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Article 3, first paragraph, point (23a)

EP Mandate

Council Mandate

146b

(23a) ‘institution exempted under Directive
2013/36/EU’ means a institution as referred
to in points (3) to (23) of Article 2(5) of
Directive 2013/36/EU;

Article 3, first paragraph, point (24)

147

(24) ‘investment firm’ means an investment
firm as defined in point (1) of Article 4(1) of
Directive 2014/65/EU;

(24) ‘investment firm’ means an investment
firm as defined in point (1) of Article 4(1) of
Directive 2014/65/EU;

(24) ‘investment firm’ means an investment
firm as defined in point (1) of Article 4(1) of
Directive 2014/65/EU;

Article 3, first paragraph, point (24a)

147a

(24a) ‘small and non-interconnected
investment firm’ means an investment firm
that meets the conditions laid out in Article 12
(1) of Regulation (EU) 2019/2033;

(24a) ‘small and non-interconnected
investment firm’ means an investment firm
that meets the conditions laid out in Article
12 (1) of Regulation (EU) 2019/2033;

Article 3, first paragraph, point (25)

148

(25) ‘payment institution’ means a payment
institution as defined in point (d) of Article 1(1)
of Directive (EU) 2015/2366;

(25) ‘payment institution’ means a payment
institution as defined in point (d) of Article 1(1)
of Directive (EU) 2015/2366;

(25) ‘payment institution’ means a payment
institution as defined in point {)(4) of Article
44 of Directive (EU) 2015/2366;

Article 3, first paragraph, point (25a)

148a

(25a) ‘payment institution exempted by
Directive (EU) 2015/2366° means a payment
institution benefitting from an exemption

(25a) ‘payment institution exempted under
Directive (EU) 2015/2366° means a payment
institution benefiting from an exemption
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EP Mandate
pursuant to Article 32 (1) of Directive (EU)

2015/2366;

Council Mandate

pursuant to Article 32 (1) of Directive (EU)
2015/2366;

Article 3, first paragraph, point (25b)

148b

(25b) ‘account information service
providers’ means an account information
service provider as referred to in Article
33(1) of Directive (EU) 2015/2366;

Article 3, first paragraph, point (26)

149

(26) ‘electronic money institution’ means an
electronic money institution as defined in point
(1) of Article 2 of Directive 2009/110/EC of the
European Parliament and of the Council®;

1. Directive 2009/110/EC of the European Parliament and
of the Council of 16 September 2009 on the taking up,
pursuit and prudential supervision of the business of
electronic money institutions amending Directives
2005/60/EC and 2006/48/EC and repealing Directive
2000/46/EC (OJ L 267, 10.10.2009, p. 7).

(26) ‘electronic money institution’ means an
electronic money institution as defined in point
(1) of Article 2 of Directive 2009/110/EC of the
European Parliament and of the Council;

1. Directive 2009/110/EC of the European Parliament and
of the Council of 16 September 2009 on the taking up,
pursuit and prudential supervision of the business of
electronic money institutions amending Directives
2005/60/EC and 2006/48/EC and repealing Directive
2000/46/EC (OJ L 267, 10.10.2009, p. 7).

(26) ‘electronic money institution’ means an
electronic money institution as defined in point
(1) of Article 2 of Directive 2009/110/EC of the
European Parliament and of the Council®;

1. Directive 2009/110/EC of the European Parliament and
of the Council of 16 September 2009 on the taking up,
pursuit and prudential supervision of the business of
electronic money institutions amending Directives
2005/60/EC and 2006/48/EC and repealing Directive
2000/46/EC (OJ L 267, 10.10.2009, p. 7).

Article 3, first paragraph, point (26a)

149a

(26a) ‘electronic money institution exempted
by Directive 2009/110/EC’ means an electronic
money institution benefitting from a waiver
under Article 9 of Directive 2009/110/EC;

(26a) ‘electronic money institution exempted
under Directive 2009/110/EC’ means an
electronic money institution benefiting from
an exemption pursuant to Article 9 of
Directive 2009/110/EC;

Article 3, first paragraph, point (27)
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EP Mandate

Council Mandate

150

(27) ‘central counterparty’ means a central
counterparty as defined in point (1) of Article 2
of Regulation (EU) No 648/2012;

(27) ‘central counterparty’ means a central
counterparty as defined in point (1) of Article 2
of Regulation (EU) No 648/2012;

(27) ‘central counterparty’ means a central
counterparty as defined in point (1) of Article 2
of Regulation (EU) No 648/2012;

Article 3, first paragraph, point (28)

151

(28) ‘trade repository’ means a trade
repository’ as defined in point (2) of Article 2 of
Regulation (EU) No 648/2012;

(28) ‘trade repository’ means a trade
repository’ as defined in point (2) of Article 2 of
Regulation (EU) No 648/2012;

(28) ‘trade repository’ means a trade
repository’ as defined in point (2) of Article 2
of Regulation (EU) No 648/2012;

Article 3, first paragraph, point (29)

152

(29) ‘central securities depository’ means a
central securities as defined in point (1) of
Article 2(1) of Regulation 909/2014;

(29) ‘central securities depository’ means a
central securities as defined in point (1) of
Article 2(1) of Regulation 909/2014;

(29) ‘central securities depository’ means a
central securities depository as defined in point
(1) of Article 2(1) of Regulation 909/2014;

Article 3, first paragraph, point (30)

153

(30) ‘trading venue’ means a trading venue as
defined in point (24) of Article 4(1) of Directive
2014/65/EU;

(30) ‘trading venue’ means a trading venue as
defined in point (24) of Article 4(1) of Directive
2014/65/EU;

(30) ‘trading venue’ means a trading venue as
defined in point (24) of Article 4(1) of Directive
2014/65/EU;

Article 3, first paragraph, point (31)

154

(31) ‘manager of alternative investment funds’
means a manager of alternative investment
funds as defined in point (b) of Article 4(1) of
Directive 2011/61/EU;

(31) ‘manager of alternative investment funds’
means a manager of alternative investment
funds as defined in point (b) of Article 4(1) of
Directive 2011/61/EU;

(31) ‘manager of alternative investment funds’
means a manager of alternative investment
funds as defined in point (b) of Article 4(1) of
Directive 2011/61/EU;

Article 3, first paragraph, point (32)
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EP Mandate

Council Mandate

155

(32) ‘management company’ means a
management company as defined in point (b) of
Article 2(1) of Directive 2009/65/EC,;

(32) ‘management company’ means a
management company as defined in point (b) of
Article 2(1) of Directive 2009/65/EC;

(32) ‘management company’ means a
management company as defined in point (b) of
Article 2(1) of Directive 2009/65/EC;

Article 3, first paragraph, point (33)

156

(33) ‘data reporting service provider’ means a
data reporting service provider as defined in
point (63) of Article (4)(1) of Directive
2014/65/EU;

(33) ‘data reporting service provider’ means a
data reporting service provider as defined in
point (63) of Article (4)(1) of Directive
2014/65/EU;

(33) ‘data reporting service provider’ means a
data reporting service provider as defined in
point (63) of Article (4)(1) of Directive
2014/65/EU;

Article 3, first paragraph, point (34)

157

(34) ‘insurance undertaking’ means an
insurance undertaking as defined in point (1) of
Article 13 of Directive 2009/138/EC;

(34) ‘insurance undertaking’ means an
insurance undertaking as defined in point (1) of
Article 13 of Directive 2009/138/EC;

(34) ‘insurance undertaking’ means an
insurance undertaking as defined in point (1) of
Article 13 of Directive 2009/138/EC;

Article 3, first paragraph, point (35)

158

(35) ‘reinsurance undertaking’ means a
reinsurance undertaking as defined in point (4)
of Article 13 of Directive 2009/138/EC;

(35) ‘reinsurance undertaking’ means a
reinsurance undertaking as defined in point (4)
of Article 13 of Directive 2009/138/EC;

(35) ‘reinsurance undertaking’ means a
reinsurance undertaking as defined in point (4)
of Article 13 of Directive 2009/138/EC;

Article 3, first paragraph, point (36)

159

(36) ‘insurance intermediary’ means insurance
intermediary as defined in point (3) of Article 2
of Directive (EU) 2016/97;

(36) ‘insurance intermediary’ means insurance
intermediary as defined in point (3) of Article 2
(1) of Directive (EU) 2016/97,

(36) ‘insurance intermediary’ means an
insurance intermediary as defined in point (3) of
paragraph 1 of Article 2 of Directive (EU)
2016/97,;
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Article 3, first paragraph, point (37)

EP Mandate

Council Mandate

160

(37) ‘ancillary insurance intermediary’ means
ancillary insurance intermediary as defined in
point (4) of Article 2 of Directive (EU)
2016/97,

(37) ‘ancillary insurance intermediary’ means
an ancillary insurance intermediary as defined
in point (4) of Article 2_(1) of Directive (EU)
2016/97,

Article 3, first paragraph, point (38)

161

(38) ‘reinsurance intermediary’ means
reinsurance intermediary as defined in point (5)
of Article 2 of Directive (EU) 2016/97;

(38) ‘reinsurance intermediary’ means
reinsurance intermediary as defined in point (5)
of Article 2 (1) of Directive (EU) 2016/97,

(38) ‘reinsurance intermediary’ means a
reinsurance intermediary as defined in point (5)
of paragraph 1 of Article 2 of Directive (EU)
2016/97,;

Article 3, first paragraph, point (39)

162

(39) ‘institution for occupational retirement
pensions’ means institution for occupational
retirement pensions as defined in point (6) of
Article 1 of Directive 2016/2341;

(39) ‘institution for occupational retirement
pensions’ means institution for occupational
retirement pensions as defined in point (6) of
Article 1 of Directive 2016/2341;

(39) ‘institutieninstitutions for occupational
retirement pensiensprovision’ means an
institution for occupational retirement
pensiensprovision as defined in point (6)(1 ) of
Atrticle 46 of Directive 2016/2341;

Article 3, first paragraph, point (39a)

162a

(39a) ‘small institution for occupational
retirement provision’ means an institution
for occupational retirement provision as
defined in point (39), which operates pension
schemes which together have less than 100
members in total;

Article 3, first paragraph, point (40)

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 105/341




Commission Proposal
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Council Mandate

163

(40) ‘credit rating agency’ means a credit rating
agency as defined in point (a) of Article 3(1) of
Regulation (EC) No 1060/2009;

(40) ‘credit rating agency’ means a credit rating
agency as defined in point (a) of Article 3(1) of
Regulation (EC) No 1060/2009;

(40) ‘credit rating agency’ means a credit rating
agency as defined in point (a) of Article 3(1) of
Regulation (EC) No 1060/2009;

Article 3, first paragraph, point (41)

(41) ‘statutory auditor’ means statutory auditor | (41) ‘statutory auditor’ means statutory auditor | (41) ‘statutery-auditer—meansstatutory-auditor
164 | as defined in point (2) of Article 2 of Directive | as defined in point (2) of Article 2 of Directive | as-definedinpoint{2ofArticle 2-of Directive
2006/43/EC; 2006/43/EC; 2006/43/EC;
Article 3, first paragraph, point (42)
(42) ‘audit firm’ means an audit firm as defined | (42) ‘audit firm’ means an audit firm as defined | (42) “auditfirmmeans-an-auditfirm-as-defined
165 in point (3) of Article 2 of Directive in point (3) of Article 2 of Directive mpoint3)efArticle 2-of Directive
2006/43/EC; 2006/43/EC; 2006M43EC:

Article 3, first paragraph, point (43)

166

(43) ‘crypto-asset service provider’ means
crypto-asset service provider as defined in point
(n) of Article 3(1) of Regulation (EU) 202x/xx
[PO: insert reference to MICA Regulation];

(43) ‘crypto-asset service provider’ means
crypto-asset service provider as defined in point
4(8) of Article 3(1) of Regulation (EU)
202x/xx [PO: insert reference to MICA
Regulation];

(43) ‘crypto-asset service provider’ means
crypto-asset service provider as defined in point
(n) of Article 3(1) of Regulation (EU) 202x/xx
[PO: insert reference to MICAMICA
Regulation];

Article 3, first paragraph, point (44)

167

(44) ‘issuer of crypto-assets’ means issuer of
crypto-assets as defined in point (h) of Article 3
(1) of [OJ: insert reference to MICA
Regulation];

(44) ‘issuer of crypto-assets’ means issuer of
crypto-assets as defined in point {4)}(6) of
Article 3 (1) of [OJ: insert reference to MICA
Regulation];

(44) ‘issuer of crypto-assets’ means issuer of
crypto-assets as defined in point (h) of Article 3
(1) of [OJ: insert reference to MPEAMIiICA
Regulation];
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Article 3, first paragraph, point (44a)

EP Mandate

Council Mandate

167a

(44a) ‘offeror’ means an offeror as defined in
point [(XX)] of Article 3(1) of [OJ: insert

reference to MICA Regulation];

Article 3, first paragraph, point (44b)

167b

(44b) ‘offeror of crypto-assets’ means an
offeror of ‘crypto-assets’ as defined in point
[(XX) of Article 3 (1)] of [OJ: insert reference
to MICA Regulation];

Article 3, first paragraph, point (45)

168

(45) ‘issuer of asset-referenced tokens’ means
‘issuer of asset-referenced payment tokens’ as
defined in point (i) of Article 3 (1) of [OJ: insert
reference to MICA Regulation];

(45) ‘issuer of asset-referenced tokens’ means
‘issuer of asset-referenced payment tokens’ as
defined in point (i) of Article 3 (1) of [OJ: insert
reference to MICA Regulation];

(45) ‘issuer of asset-referenced tokens’ means
‘issuer of asset-referenced payment tokens’ as
defined in point (i) of Article 3 (1) of [OJ: insert
reference to MEICAMICA Regulation];

Article 3, first paragraph, point (45a)

168a

(45a) ‘offeror of asset-referenced tokens’
means an offeror of asset-referenced payment
tokens as defined in point [(XX)] of Article 3
(1) of |OJ: insert reference to MICA

Regulation];

Article 3, first paragraph, point (46)

169

(46) ‘issuer of significant asset-referenced

(46) ‘issuer of significant asset-referenced

(46) ‘issuer of significant asset-referenced
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Commission Proposal

tokens’ means issuer of significant asset-
referenced payment tokens ad defined in point
(j) of Article 3 (1) of [OJ: insert reference to
MICA Regulation];

EP Mandate

tokens’ means issuer of significant asset-
referenced payment tokens adas defined in
point ((XX) of Article 3 (1) of [OJ: insert
reference to MICA Regulation];

Council Mandate

tokens’ means issuer of significant asset-
referenced payment tokens ad defined in point
(j) of Article 3 (1) of [OJ: insert reference to
MICAMICA Regulation];

Article 3, first paragraph, point (47)

170

(47) ‘administrator of critical benchmarks’
means an administrator of critical benchmarks
as defined in point (x) of Article x of Regulation
xx/202x [OJ: insert reference to Benchmark
Regulation];

(47) ‘administrator of critical benchmarks’
means an administrator of "critical

benchmarks'’ as defined in point Ge4(25) of

Article x-of Resulationxe/202x3 of Regulation
2016/1011 [O]J: insert reference to Benchmark

Regulation];

(47) ‘administrator of critical benchmarks’
means an administrator of critical benchmarks
as defined in point 65(25) of Article x-ef
Reculai 2025 {OF- ;
BenchmarkRegulation]3 of Regulation
2016/1011;

Article 3, first paragraph, point (48)

171

(48) ‘crowdfunding service provider’ means a
crowdfunding service provider as defined in
point (x) Article x of Regulation (EU) 202x/xx
[PO: insert reference to Crowdfunding
Regulation];

(48) ‘crowdfunding service provider’ means a
crowdfunding service provider as defined in
point £¢(e) Article ¥-2(1)of Regulation (EU)
202x4x2020/1503 [PO: insert reference to
Crowdfunding Regulation];

(48) ‘crowdfunding service provider’ means a
crowdfunding service provider as defined in
point &)(e) Article x2(1) of Regulation (EU)
00 (PO § ; - Hundi
Regulation]2020/1503;

Article 3, first paragraph, point (49)

172

(49) ‘securitisation repository’ means
securitisation repository as defined in point (23)
of Article 2 of Regulation (EU) 2017/2402;

(49) ‘securitisation repository’ means
securitisation repository as defined in point (23)
of Article 2 of Regulation (EU) 2017/2402;

(49) ‘securitisation repository’ means
securitisation repository as defined in point (23)
of Article 2 of Regulation (EU) 2017/2402;

Article 3, first paragraph, point (50)

173

(50) ‘microenterprise’ means a financial entity
as defined in Article 2(3) of the Annex to

(50) ‘mieroenterprisemicro, small and

medium-sized enterprise’ means a financial

(50) ‘microenterprise’ means a financial entity

as-defined-inArticle 2(3)-of the Annexte
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Commission Proposal
Recommendation 2003/361/EC.

EP Mandate

entity as defined in Article 2(3)2 of the Annex
to Recommendation 2003/361/EC:;

Council Mandate

Recommendation2003/361HEC-other than a
trading venue, a central counterparty, a
trade repository or a central securities
depository which employs fewer than 10
persons and whose annual turnover and/or
annual balance sheet total does not exceed
EUR 2 million;

Article 3, first paragraph, point (50a)

173a

(50a) ‘resolution authority’ means the
authority designated by a Member State in
accordance with Article 3 of Directive
2014/59/EU or the Single Resolution Board
established pursuant to Article 42 of
Regulation (EU) No 806/2014.

Article 3, first paragraph, point (51)

173b

(51) Lead Overseer means the authority
appointed in accordance with Article 28;

Article 3, first paragraph, point (52)

173¢

(52) Joint Committee means the committee
referred to in Article 54 of Regulation (EU)
No 1093/2010, (EU) No 1094/2010 and (EU)
No 1095/2010;

Article 3, first paragraph, point (53)

173d

(53) European Supervisory Authorities or
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‘ Commission Proposal EP Mandate Council Mandate
ESAs shall be understood as a joint reference
to the European Banking Authority, the
European Securities and Markets
Authorities and the European Insurance and
Occupational Pensions Authority;
Article 3, first paragraph, point (54)
(54) ‘small enterprise’ means a financial
entity which employs fewer than 50 persons
173e and whose annual turnover and/or annual
balance sheet total does not exceed EUR 10
million;
Article 3, first paragraph, point (55)
(55) ‘public authority’ means any
173f government or other public administration
entity, including national central bank.
Article 3a
Article 3a
173g Proportionality principle
Article 3a(1)
1. Financial entities shall implement the rules
173h introduced by Chapters 11, Il and 1V in

accordance with the principle of
proportionality, taking into account their size,

the nature, scale and complexity of their
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\ Commission Proposal

EP Mandate

services, activities and operations, and their
overall risk profile.

Council Mandate

Article 3a(2), introductory part

1731

2. Pursuant to the principle of proportionality,

Articles 4 to 14 of this Regulation shall not
apply to:

Article 3a(2), point (a)

173]

(a) small and non-interconnected investment
firms or payment institutions exempted by

Directive (EU) 2015/2366;

Article 3a(2), point (b)

173k

(b) credit institutions exempted by Directive
2013/36/EU;

Article 3a(2), point (c)

1731

(c) electronic money institutions exempted by
Directive 2009/110/EC; or

Article 3a(2), point (d)

173m

(d) small institutions for occupational
retirement pensions.
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\ Commission Proposal
Article 3a(3)

EP Mandate

Council Mandate

173n

3. On the basis of the annual report on the
review of the ICT risk management
framework, referred to in Article 5(6) and

Article 14a(2), the relevant competent
authorities shall review and evaluate the
application of the proportionality by a
financial entity and determine whether the

financial entity’s ICT risk management

framework ensures sound management and

digital operational resilience and coverage of
ICT risk. In doing so, the competent
authorities shall take into account the size of
the financial entity, the nature, scale and
complexity of its services, activities and
operations, and its overall risk profile.

Article 3a(4)

1730

4. In the event that the relevant competent
authority deems the financial entity’s ICT risk
management framework to be insufficient and
disproportionate, it shall enter into a dialogue
with the financial entity to rectify the
shortcomings and ensure full compliance with

Chapter I1.

Article 3a(5), introductory part

173p

5. The ESASs shall develop draft regulatory

technical standards in respect of the following:
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\ Commission Proposal
Article 3a(5), point (a)

EP Mandate

Council Mandate

173q

(a) determining the extent to which ICT risk
management obligations are applicable to each
of the financial entities mentioned in

paragraph 1;

Article 3a(5), point (b)

173r

(b) specifying further the content and format
of the annual report on the review of the ICT
risk management framework referred to in

paragraph 3;

Article 3a(5), point (c)

(c) specifying further the rules and procedures
to be followed by the competent authorities and

Vs financial entities in the dialogue referred to in
paragraph 4.
Article 3a(6)
6. The ESASs shall submit the draft regulatory
173t technical standards referred to in paragraph 5
to the Commission by [OJ: insert date 1 year
after the date of entry into force].
Article 3a(7)
173u

Power is delegated to the Commission to
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Commission Proposal EP Mandate Council Mandate

adopt the regulatory technical standards
referred to in paragraph 5 of this Article in
accordance with Articles 10 to 14 of
Regulations (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010,

respectively.

CHAPTER II

174 CHAPTER I CHAPTER II CHAPTER I

ICT RISK MANAGEMENT ICT RISK MANAGEMENT ICT RISK MANAGEMENT

SECTION |

175 | SECTION I SECTION I SECTION I
Article 3a

175a Proport?ol;glcl:fy:;;l rinciple
Article 3a(1)

Financial entities shall implement the rules
on ICT risk management laid out in this
Chapter in accordance with the principle of
175b proportionality, by taking into account the
size, the nature, scale and complexity of their
services, activities and operations, as well as
their overall risk profile.
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Commission Proposal EP Mandate Council Mandate
Article 4
176 Article 4 Article 4 Article 4
Governance and organisation Governance and organisation Governance and organisation
Article 4(1)

1. Financial entities shall have in place internal
governance and control frameworks that ensure
an effective and prudent management of all ICT
risks.

1. Financial entities shall have in place an
internal governance and a control frameworks
that-enswreframework that ensures an effective
and prudent management of all ICT risks, with
a view to achieving a high level of digital

1. Financial entities shall have in place internal
governance and control frameworks that ensure
an effective and prudent management of all ICT
risks. Within their internal governance and
control frameworks, financial entities shall

177 operational resilience. assign the responsibility for managing and
overseeing ICT-related operations and shall
establish a control function in relation to ICT
risks, independent and segregated from ICT
operations processes.

Article 4(2), first subparagraph
2. The management body of the financial entity | 2. The management body of the financial entity | 2. The management body of the financial entity
shall define, approve, oversee and be shall define, approve, oversee and be shall define, approve, oversee and be

178 accountable for the implementation of all accountable for the implementation of all accountable for the implementation of all

arrangements related to the ICT risk arrangements related to the ICT risk arrangements related to the ICT risk
management framework referred to in Article management framework referred to in Article management framework referred to in Article
5(1): 5(1): 5(1)=—.
Article 4(2), second subparagraph, introductory part
179 For the purposes of the first subparagraph, the For the purposes of the first subparagraph, the For the purposes of the first subparagraph, the

management body shall:

management body shall:

management body shall:
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Article 4

Commission Proposal
(2), second subparagraph, point (a)

EP Mandate

Council Mandate

(a) bear the final responsibility for managing

(a) _bear the finatultimate responsibility for

(a) bear the finatultimate responsibility for

el the financial entity’s ICT risks; managing the financial entity’s ICT risks; managing the financial entity’s ICT risks;
Article 4(2), second subparagraph, point (aa)
(aa) putin place procedures and policies that
180a aim to ensure the maintenance of high
standards of security, confidentiality and
integrity of data;
Article 4(2), second subparagraph, point (b)
(b) set clear roles and responsibilities for all (b) set clear roles and responsibilities for all (b) set clear roles and responsibilities for all
ICT-related functions; ICT-related functions; ICT-related functions and establish
181 appropriate governance arrangements to
ensure effective and timely communication,
cooperation and coordination among them;
Article 4(2), second subparagraph, point (c)
(c) determine the appropriate risk tolerance (c) determine the appropriate risk tolerance (c) determinebear the overall responsibility
level of ICT risk of the financial entity, as level of ICT risk of the financial entity, as for setting and approving the digital
referred to in point (b) of Article 5(9); referred to in point (b) of Article 5(9); operational resilience strategy as referred to
182 in Article 5(9) including the determination of

the appropriate risk tolerance levellimit of ICT
risk of the financial entity, as referred to in
point (b) of Article 5(9);

Article 4(2), second subparagraph, point (d)
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Commission Proposal

(d) approve, oversee and periodically review
the implementation of the financial entity's ICT
Business Continuity Policy and ICT Disaster
Recovery Plan referred to in, respectively,

EP Mandate

(d) approve, oversee and periodically review
the implementation of the financial entity's ICT
Business Continuity Policy and ICT Disaster
Recovery Plan, which may be adopted as a

Council Mandate

(d) approve, oversee and periodically review
the implementation of the financial entity's ICT
business continuity policy and ICT
Disasterresponse and recovery Planplans

183 | paragraphs 1 and 3 of Article 10; dedicated distinct policy and as an integral referred to in, respectively, paragraphs 1 and 3
part of the financial entity's broader business- | of Article 10;
wide continuity policy and disaster recovery
plan, referred to in, respectively, paragraphs 1
and 3 of Article 10;
Article 4(2), second subparagraph, point (e)
(e) approve and periodically review the ICT (e) approve and periodically review the ICT (e) approve and periodically review the
184 audit plans, ICT audits and material audit plans, ICT audits and material financial entities’ ICT internal€F audit
modifications thereto; modifications thereto; plans, ICT audits and material modifications
thereto;
Article 4(2), second subparagraph, point (f)
(f) allocate and periodically review appropriate | (f) allocate and periodically review appropriate | (f) allocate and periodically review appropriate
budget to fulfil the financial entity’s digital budget to fulfil the financial entity’s digital budget to fulfil the financial entity’s digital
operational resilience needs in respect of all operational resilience needs in respect of all operational resilience needs in respect of all
185 | types of resources, including training on ICT types of resources, including relevant training types of resources, including training on ICT
risks and skills for all relevant staff; on ICT risks and skills for all-+efevant staff; risks-andsecurity awareness and digital
operational resilience referred to in Article
12(6) and ICT skills for all relevant staff;
Article 4(2), second subparagraph, point (g)
186 (g) approve and periodically review the (g) approve and periodically review the (g) approve and periodically review the

financial entity’s policy on arrangements

financial entity’s policy on arrangements

financial entity’s policy on arrangements
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\ Commission Proposal

regarding the use of ICT services provided by
ICT third-party service providers;

EP Mandate

regarding the use of ICT services provided by
ICT third-party service providers;

Council Mandate

regarding the use of ICT services provided by
ICT third-party service providers;

Article 4

(2), second subparagraph, point (h)

(h) be duly informed, of the arrangements
concluded with ICT third-party service
providers on the use of ICT services, of any
relevant planned material changes regarding the
ICT third-party service providers, and on the

(h) be duly informed, of the arrangements
concluded with ICT third-party service
providers on the use of ICT services, of any
relevant planned material changes regarding the
ICT third-party service providers, and on the

(h) be duly informed, of the arrangements
concluded with ICT third-party service
providers on the use of ICT services, of any
relevant planned material changes regarding the
ICT third-party service providers, and on the

e potential impact of such changes on the critical | potential impact of such changes on the critical | potential impact of such changes on the critical
or important functions subject to those or important functions subject to those or important functions subject to those
arrangements, including receiving a summary of | arrangements, including receiving a summary of | arrangements, including receiving a summary of
the risk analysis to assess the impact of these the risk analysis to assess the impact of these the risk analysis to assess the impact of these
changes; changes; changes;

Article 4(2), second subparagraph, point (i)
(i) be duly informed about ICT-related (1) be duiyregularly informed about at least (1) be duly informed about at least major ICT-
138 incidents and their impact and about response, major ICT-related incidents and their impact related incidents and their impact and about
recovery and corrective measures. and about response, recovery and corrective response, recovery and corrective measures.
measures:
Article 4(3)
3. Financial entities other than microenterprises | 3. Financial entities other than microenterprises | 3. Financial entities other than microenterprises
shall establish a role to monitor the shall establish a role to monitor the shall establish a role to monitor the
189 arrangements concluded with ICT third-party arrangements eonelided-with-LCT third-party arrangements concluded with ICT third-party

service providers on the use of ICT services, or
shall designate a member of senior management
as responsible for overseeing the related risk
exposure and relevant documentation.

serviceproviders-onwithin the financial entity

for the use of ICT services, especially those
concluded with ICT third-party service
providers, or shall designate a member of senior

service providers on the use of ICT services, or
shall designate a member of senior management
as responsible for overseeing the related risk
exposure and relevant documentation.
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Commission Proposal

EP Mandate

management as responsible for overseeing the
related risk exposure and relevant
documentation.

Council Mandate

Article 4

(4)

4. Members of the management body shall, on
a regular basis, follow specific training to gain
and keep up to date sufficient knowledge and
skills to understand and assess ICT risks and

4. Members of the management body shall-e#
e bersis—foll 5 o .

andof the financial entity shall actively keep up
to date sufficient knowledge and skills to

4. Members of the management body of
financial entities other than microenterprises
shall, on a regular basis, follow specific training
to gain and keep up to date sufficient

190 | their impact on the operations of the financial understand and assess ICT risks and their knowledge and skills to understand and assess
entity. impact on the operations of the financial entity, | ICT risks and their impact on the operations of
including by following specific training on a the financial entity.
regular basis, commensurate to the ICT risks
being managed.
SECTION Il
191 SECTION II SECTION II SECTION II
Article 5
192 Article 5 Article 5 Article 5
ICT risk management framework ICT risk management framework ICT risk management framework
Article 5(1)
1. Financial entities shall have a sound, 1. Financial entities shall have a sound, 1. Financial entities shall have a sound,
193 comprehensive and well-documented ICT risk comprehensive and well-documented ICT risk comprehensive and well-documented ICT risk

management framework, which enables them to
address ICT risk quickly, efficiently and
comprehensively and to ensure a high level of

management framework, which enables them to
address ICT risk quickly, efficiently and
comprehensively and to ensure a high level of

management framework as part of their
overall risk management system, which
enables them to address ICT risk quickly,
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\ Commission Proposal

digital operational resilience that matches their
business needs, size and complexity.

EP Mandate

digital operational resilience-thatwmatehestheir

Council Mandate

efficiently and comprehensively and to ensure a
high level of digital operational resilience-that

hes theibusi Is.si |
complexity.

Article 5

(2)

2. The ICT risk management framework
referred to in paragraph 1 shall include
strategies, policies, procedures, ICT protocols
and tools which are necessary to duly and
effectively protect all relevant physical
components and infrastructures, including
computer hardware, servers, as well as all

2. The ICT risk management framework
referred to in paragraph 1 shall include
strategies, policies, procedures, ICT protocols
and tools whickthat are necessary to duly and
effectively protect all relevant physical
components and infrastructures, including
computer hardware, servers, as well as all

2. The ICT risk management framework
referred to in paragraph 1 shall include at least
strategies, policies, procedures, ICT protocols
and tools which are necessary to duly and
effectivelyadequately protect all relevant
physteal-componentsand

mnfrastructuresinformation assets and ICT

155 relevant premises, data centres and sensitive relevant premises, data centres and sensitive assets, including computer hardware, software,
designated areas, to ensure that all those designated areas, to ensure that all those servers, as well as all relevant premises, data
physical elements are adequately protected from | physical elements are adequately protected from | centres and sensitive designated areas, to ensure
risks including damage and unauthorized access | risks including damage and unauthorized access | that all those physical-elementsinformation
or usage. or usage- assets and ICT assets are adequately protected

from risks including damage and unauthorized
access or usage.
Article 5(3)
3. Financial entities shall minimise the impact | 3. Financial entities shall minimise the impact | 3. Financial entities shall minimise the impact
of ICT risk by deploying appropriate strategies, | of ICT risk by deploying appropriate strategies, | of ICT risk by deploying appropriate strategies,
policies, procedures, protocols and tools as policies, procedures, protocols and tools as policies, procedures, protocols and tools as
195 determined in the ICT risk management determined in the ICT risk management determined in thetheir ICT risk management

framework. They shall provide complete and
updated information on ICT risks as required by
the competent authorities.

framework. They shall provide complete and
updated information on ICT risks and on their
ICT risk management framework as

requestedas—reguired by the competent
authorities.

framework. They shall provide complete and
updated information on ICT risks as required by
the competent authorities.
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Commission Proposal

EP Mandate

Council Mandate

Article 5

(4)

4. As part of the ICT risk management
framework referred to in paragraph 1, financial

4. As part of the ICT risk management
framework referred to in paragraph 1, financial

entities other than microenterprises shall entities other than microenterprises shall entities-other-than-mieroenterprises-shal
implement an information security management | implement an information security management | implementaninformationseetrity management
196 system based on recognized international system based on recognized international system-based-onrecognized-international
standards and in accordance with supervisory standards and in accordance with supervisory standardsandinaceordancewithsupervisory
guidance and shall regularly review it. guidance, where already available and suidance-and-shall regularkyreview—it
appropriate, including guidance laid out in
relevant guidelines established by the ESAs
and shall regularly review it.
Article 5(5)
5. Financial entities other than microenterprises | 5. Financial entities other than microenterprises | 5. Financial entities other than microenterprises
shall ensure appropriate segregation of ICT shall assign the responsibility for managing shall ensure appropriate segregation of ICT risk
management functions, control functions, and and overseeing ICT risks to a control function | management functions, control functions, and
internal audit functions, according to the three and ensure the independence of such control internal audit functions, according to the three
lines of defense model, or an internal risk function in order to avoid conflicts of interest. | lines of defensedefence model, or an internal
197 | management and control model. Financial entities shall ensure appropriate risk management and control model.
segregationindependence of ICT management
functions, control functions, and internal audit
functions, according to the three lines of
defense model, or an internal risk management
and control model.
Article 5(6)
198 | 6. The ICT risk management framework 6. The ICT risk management framework 6. The ICT risk management framework

referred to in paragraph 1 shall be documented

referred to in paragraph 1 shall be documented

referred to in paragraph 1 shall be internally
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Commission Proposal

and reviewed at least once a year, as well as
upon the occurrence of major ICT-related
incidents, and following supervisory
instructions or conclusions derived from
relevant digital operational resilience testing or
audit processes. It shall be continuously
improved on the basis of lessons derived from
implementation and monitoring.

EP Mandate

and reviewed at least once a year, as well as
upon the occurrence of major ICT-related
incidents, and following supervisory
instructions or conclusions derived from
relevant digital operational resilience testing or
audit processes. It shall be continuously
improved on the basis of lessons derived from
implementation and monitoring.

A report on the review of the ICT risk
management firamework shall be submitted to
the competent authority on an annual basis.

Council Mandate

documented and reviewed at least once a year
or periodically, in the case of
microenterprises, as well as upon the
occurrence of major ICT-related incidents, and
following supervisory instructions or
conclusions derived from relevant digital
operational resilience testing or audit processes.
It shall be continuously improved on the basis
of lessons derived from implementation and
monitoring.

Article 5

(7)

7. The ICT risk management framework
referred to in paragraph 1 shall be audited on a
regular basis by ICT auditors possessing
sufficient knowledge, skills and expertise in
ICT risk. The frequency and focus of ICT audits

7. As regards financial entities other than
microenterprises, the ICT risk management
framework referred to in paragraph 1 shall be
audited on a regular basis by ICT auditors
possessing sufficient knowledge, skills and

7. Except for microenterprises, the ICT risk
management framework referred to in
paragraph 1 shall be auditedsubject to internal
audit on a regular basis in line with the
financial entities’ audit plan byJET auditors

199 shall be commensurate to the ICT risks of the expertise in ICT risk. The frequency and focus | possessing sufficient knowledge, skills and
financial entity. of ICT audits shall be commensurate to the ICT | expertise in ICT risk, as well as appropriate
risks of the financial entity. independence. The frequency and focus of ICT
audits shall be commensurate to the ICT risks of
the financial entity.
Article 5(8)
8. A formal follow-up process, including rules | 8. A formal follow-up process, including rules | 8. A formal follow-up process, including rules
for the timely verification and remediation of for the timely verification and remediation of for the timely verification and remediation of
200 critical ICT audit findings, shall be established, | critical ICT audit findings, shall be established, | critical ICT audit findings, shall be established,

taking into consideration the conclusions from
the audit review while having due regard to the
nature, scale and complexity of the financial

taking into consideration the conclusions from

the audit review-white-heavinedneresard-to-the
ceal . S N

taking into consideration the conclusions from

the audit review-while-having-dueregard-to-the
seal ] Loxcitar of the £ o
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Commission Proposal

entities’ services and activities.

EP Mandate

Council Mandate

Article 5

(9), introductory part

9. The ICT risk management framework
referred to in paragraph 1 shall include a digital
resilience strategy setting out how the

9. The ICT risk management framework
referred to in paragraph 1 shall include a digital
operational resilience strategy setting out how

9. The ICT risk management framework
referred to in paragraph 1 shall include a digital
operational resilience strategy setting out how

201 framework is implemented. To that effect it the framework is implemented. To that effect it | the framework is implemented. To that effect
shall include the methods to address ICT risk shall include the methods to address ICT risk itthe digital operational resilience strategy
and attain specific ICT objectives, by: and attain specific ICT objectives, by: shall include the methods to address ICT risk

and attain specific ICT objectives, by:
Article 5(9), point (a)
(a) explaining how the ICT risk management (a) explaining how the ICT risk management (a) explaining how the ICT risk management

202 | framework supports the financial entity’s framework supports the financial entity’s framework supports the financial entity’s
business strategy and objectives; business strategy and objectives; business strategy and objectives;

Article 5(9), point (b)
(b) establishing the risk tolerance level for ICT | (b) establishing the risk tolerance level for ICT | (b) establishing the risk tolerance levellimit for

203 risk, in accordance with the risk appetite of the | risk, in accordance with the risk appetite of the | ICT risk, in accordance with the risk appetite of
financial entity, and analysing the impact financial entity, and analysing the impact the financial entity, and analysing the impact
tolerance of ICT disruptions; tolerance offor ICT disruptions; tolerance of ICT disruptions;

Article 5(9), point (c)
(c) setting out clear information security (c) setting out clear information security (c) setting out clear information security
204 objectives; objectives; objectives and establishing performance and

risk metrics and indicators, such as key
performance indicators and key risk
indicators;
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Commission Proposal

EP Mandate

Council Mandate

Article 5

(9), point (d)

(d) explaining the ICT reference architecture

(d) explaining the ICT reference-architecture

(d) explaining the ICT reference architecture

205 | and any changes needed to reach specific and any changes needed to reach specific and any changes needed to reach specific
business objectives; business objectives; business objectives;
Article 5(9), point (e)
(e) outlining the different mechanisms put in (e) outlining the different mechanisms put in (e) outlining the different mechanisms put in
206 | place to detect, protect and prevent impacts of place to detect, protect and prevent impacts of place to detect, protect and prevent impacts of
ICT-related incidents; ICT-related incidents; ICT-related incidents;
Article 5(9), point (f)
(f) evidencing the number of reported major (f) evidencing the number of reported major (f) evidencing the current digital operational
207 ICT-related incidents and the effectiveness of ICT-related incidents and the effectiveness of resilience situation on the basis of the number
preventive measures preventive measures of reported major ICT-related incidents and the
effectiveness of preventive measures;
Article 5(9), point (g)
(g) defining a holistic ICT multi-vendor (g) clefbtimalolinie el (g) for financial entities other than
strategy at entity level showing key strategy-at-entity-levelshowingidentifying key microenterprises, assess the need for a multi-
dependencies on ICT third-party service dependencies on ICT third-party service vendor strategy, and if applicable, defining a
208 providers and explaining the rationale behind providers and explaininetherationate-behind holistic ICT multi-vendor strategy, at entity
the procurement mix of third-party service o L level showing key dependencies on ICT third-

providers

providersdetailing exit strategies in relation to

such key dependencies ;

party service providers and explaining the
rationale behind the procurement mix of ICT
third-party service providers;
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Article 5

Commission Proposal
(9), point (h)

EP Mandate

Council Mandate

(h) implementing digital operational resilience

(h) implementing digital operational resilience

(h) implementing digital operational resilience

209 testing; testing, in accordance with Chapter 1V of this testing;
Regulation;
Article 5(9), point (i)
(i) outlining a communication strategy in case (i) outlining a communication strategy in case (i) outlining a communication strategy in case
210 | of ICT-related incidents. of ICT-related incidents_required to be of ICT-related incidents.
disclosed in accordance with Article 13.
Article 5(10)
10. Upon approval of competent authorities, 10. Upon approval of competent authorities, 10. YpenAfter notification to or approval of
financial entities may delegate the tasks of financial entities may defecateoutsource the competent authorities, in accordance with
verifying compliance with the ICT risk tasks of verifying compliance with the ICT risk | national and European sectoral legislation,
management requirements to intra-group or management requirements to i#tra—group-o+ financial entities may delegateoutsource the
external undertakings. externealexternal undertakings. tasks of verifying compliance with the ICT risk
management requirements to intra-group or
Upon notification to the competent authorities, | external undertakings. In case of such
financial entities may delegate the task of outsourcing, the financial entity remains
211 verifying compliance with the ICT risk fully accountable for the verification of
management requirements to intra-group compliance with the ICT risk management
undertakings. requirements.
Where the delegation referred to in the second
subparagraph is put in place, the financial
entity shall remain fully accountable for the
verification of compliance with ICT risk
management requirements.
Article 6

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)
2020/0267(COD) 125/341




Commission Proposal EP Mandate Council Mandate
212 Article 6 Article 6 Article 6
ICT systems, protocols and tools ICT systems, protocols and tools ICT systems, protocols and tools
Article 6(1), introductory part
1. Financial entities shall use and maintain 1. Financial entities shall use and maintain 1. Financial entities shall use and maintain
213 updated ICT systems, protocols and tools, updated ICT systems, protocols and tools, updated ICT systems, protocols and tools,
which fulfil the following conditions: which-in order to address and manage ICT which fulfil the following conditions:
risk, that fulfil the following conditions:
Article 6(1), point (a)
(a) the systems and tools are appropriate to the | (a) the systems and tools are appropriate to the | (a) the systems, protocols and tools are
nature, variety, complexity and magnitude of nature—variety—ecomplexity-and-magnitude of appropriate to the size, nature, varietyscale,
214 | operations supporting the conduct of their operations supporting the conduct of their complexity and magnitudeoverall risk profile
activities; activities; of operations supporting the conduct of their
activities;
Article 6(1), point (b)
215 (b) they are reliable; (b) they are reliable; (b) they-arereliable:
Article 6(1), point (c)
(c) they have sufficient capacity to accurately (c) they have sufficient capacity to accurately (c) they have sufficient capacity to accurately
process the data necessary for the performance | process the data necessary for the performance | process the data necessary for the performance
16 of activities and the provision of services in of activities and the provision of services in of activities and the provision of services in

time, and to deal with peak orders, message or
transaction volumes, as needed, including in the
case of introduction of new technology;

time, and to deal with peak orders, message or
transaction volumes, as needed, including in the
case of introduction of new technology;

time, and to deal with peak orders, message or
transaction volumes, as needed, including in the
case of introduction of new technology;
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Council Mandate

Article 6

Commission Proposal
(1), point (d)

EP Mandate

(d) they are technologically resilient to
adequately deal with additional information

(d) they are technologically resilient to
adequately deal with additional information

(d) they are technologically resilient to
adequately deal with additional information

217 processing needs as required under stressed processing needs as required under stressed processing needs as required under stressed
market conditions or other adverse situations. market conditions or other adverse situations. market conditions or other adverse situations.
Article 6(2)
2. Where financial entities use internationally 2. Where financial entities use internationally 2. Where-finaneial-entities-use-internationally
recognized technical standards and industry recognized technical standards and industry recognized-technical standards-and-industry
leading practices on information security and leading practices on information security and leading practices-on-information-security-and
218 | ICT internal controls, they shall use those ICT internal controls, they shall use those {CTFinternal-controls;they-shall-use-these
standards and practices in line with any relevant | standards and practices in line with any relevant | standards-and-practices-intne-with-anyrelevant
supervisory recommendation on their supervisory recommendation on their superviseryrecommendation-on-their
incorporation. incorporation. inecorporation:
Article 7
119 Article 7 Article 7 Article 7
Identification Identification Identification
Article 7(1)
1. As part of the ICT risk management 1. As part of the ICT risk management 1. As part of the ICT risk management
framework referred to in Article 5(1), financial | framework referred to in Article 5(1), financial | framework referred to in Article 5(1), financial
entities shall identify, classify and adequately entities shall identify, classify and adequately entities shall identify, classify and adequately
220 | document all ICT-related business functions, document all critical or important ICT-related | document all }cF—+relatedICT supported

the information assets supporting these
functions, and the ICT system configurations
and interconnections with internal and external
ICT systems. Financial entities shall review as

business functions, the information assets
supporting these functions, and the ICT system
configurations and interconnections with
internal and external ICT systems. Financial

business functions, roles and responsibilities,
the information assets and ICT assets

supporting these functions, and the lEFsystem
R . g . »
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\ Commission Proposal

needed, and at least yearly, the adequacy of the
classification of the information assets and of
any relevant documentation.

EP Mandate

entities shall review as needed, and at least
yearly, the criticality or importance of ICT-
related business functions, as well as the
adequacy of the classification of the information
assets and of any relevant documentation.

Council Mandate

internal-and-external HCT-systemstheir roles

and dependencies with ICT risk. Financial
entities shall review as needed, and at least
yearly, the adequacy of thethis classification-ef
the-information-assets and of any relevant
documentation.

Article 7

(2)

2. Financial entities shall on a continuous basis
identify all sources of ICT risk, in particular the
risk exposure to and from other financial
entities, and assess cyber threats and ICT
vulnerabilities relevant to their ICT-related

2. Financial entities shall on a continuous basis
identify all sources of ICT risk, in particular the
risk exposure to and from other financial
entities, and assess cyber threats and ICT
vulnerabilities relevant to their critical or

2. Financial entities shall on a continuous basis
identify all sources of ICT risk, in particular the
risk exposure to and from other financial
entities, and assess, inter alia, cyber threats and
1CT vulnerabilities relevant to their -

221 . . : . . . - . :
business functions and information assets. important ICT-related business functions and relatedICT supported business functions,
Financial entities shall review on a regular information assets. Financial entities shall information assets and ICT-and-information
basis, and at least yearly, the risk scenarios review on a regular basis, and at least yearly, assets. Financial entities shall review on a
impacting them. the risk scenarios impacting them. regular basis, and at least yearly, the risk
scenarios impacting them.
Article 7(3)
3. Financial entities other than microenterprises | 3. Financial entities other than microenterprises | 3. Financial entities other than microenterprises
shall perform a risk assessment upon each major | shall perform, where appropriate, a risk shall perform a risk assessment upon each
change in the network and information system assessment upon each major change in the major change in the network and information
222 | infrastructure, in the processes or procedures network and information system infrastructure, | system infrastructure, in the processes or
affecting their functions, supporting processes in the processes or procedures affecting their procedures affecting their functions, supporting
or information assets. functions, supporting processes or information | processes or information assets.
assets.
Article 7(4)
223
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\ Commission Proposal

4. Financial entities shall identify all ICT
systems accounts, including those on remote
sites, the network resources and hardware
equipment, and shall map physical equipment
considered critical. They shall map the
configuration of the ICT assets and the links
and interdependencies between the different
ICT assets.

EP Mandate

4. Financial entities shall identify all ICT
systems accounts, including those on remote
sites, the network resources and hardware
equipment, and shall map physical equipment
considered critical. They shall map the
configuration of the critical or important ICT
assets having regard to their purpose and the
links and interdependencies between thethose
different ICT assets.

Council Mandate

4. Financial entities shall identify all $&F
systems-accountsinformation assets and ICT
assets, including those on remote sites, the
network resources and hardware equipment, and
shall map physieal-equipmentthose considered
critical. They shall map the configuration of the
information asset and ICT assets and the links
and interdependencies between the different
information assets and ICT assets.

Article 7

(5)

5. Financial entities shall identify and

5. Financial entities shall identify and

5. Financial entities shall identify and

document all processes that are dependent on document all critical or important processes document all preeesses-thatare-dependenton
224 ICT third-party service providers, and shall that are dependent on ICT third-party service 1CTF-third-party-service providers,and-shall
identify interconnections with ICT third-party providers, and shall identify interconnections identifyreritical processes and interconnections
service providers. with ICT third-party service providers_that with ICT third-party service providers.
support critical or important functions.
Article 7(6)
6. For the purposes of paragraphs 1, 4 and 5, 6. For the purposes of paragraphs 1, 4 and 5, 6. For the purposes of paragraphs 1, 4 and 5,
financial entities shall maintain and regularly financial entities shall maintain and regularly financial entities shall maintain relevant
update relevant inventories. update relevant inventories. inventories which must be updated
225 periodically and every time any major
change as referred to in Article 7(3)
occursand-regtarbyupdate relevant
Article 7(7)
226

7. Financial entities other than microenterprises

7. Financial entities other than microenterprises

7. Financial entities other than microenterprises
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\ Commission Proposal

shall on a regular basis, and at least yearly,
conduct a specific ICT risk assessment on all
legacy ICT systems, especially before and after
connecting old and new technologies,
applications or systems.

EP Mandate

shall on a regular basis, and at least yearly,
conduct a specific ICT risk assessment on all
legacy ICT systems, especiatby-betore-and-after

reations-or-systems-including systems that
are still in use and perform their function but
that are:

Council Mandate

shall on a regular basis, and at least yearly,
conduct a specific ICT risk assessment on all
legacy ICT systems, especially before and after
connecting old and new technologies,
applications or systems.

Article 7

(7), point (a)

226a

(a) old or at the end of their life, in the case of
hardware;

Article 7

(7), point (b)

226b

(b) no longer able to receive support or
maintenance from their supplier; or

Article 7

(7), point (c)

(c) impossible or uneconomical to update.
Annual ICT risk assessments shall be

226¢ conducted on legacy ICT systems especially
before and after connecting technologies,
applications or systems.
Article 8
227 Article 8 Article 8 Article 8

Protection and Prevention

Protection and Prevention

Protection and Prevention
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Article 8

Commission Proposal

(1)

EP Mandate

Council Mandate

1. For the purposes of adequately protecting the
ICT systems and with a view to organising
response measures, financial entities shall
continuously monitor and control the

1. For the purposes of adequately protecting the
ICT systems and with a view to organising
response measures, financial entities shall
continuously monitor and control the

1. For the purposes of adequately protecting the
ICT systems and with a view to organising
response measures, financial entities shall
continuously monitor and control the security

2 functioning of the ICT systems and tools and functioning of the ICT systems and tools and and functioning of the ICT systems and tools
shall minimise the impact of such risks through | shall minimise the impact of such risks through | and shall minimise the impact of such ICT risks
the deployment of appropriate ICT security the deployment of appropriate ICT security through the deployment of appropriate ICT
tools, policies and procedures. tools, policies and procedures. security tools, policies and procedures.

Article 8(2)
2. Financial entities shall design, procure and 2. Financial entities shall design, procure and 2. Financial entities shall design, procure and
implement ICT security strategies, policies, implement ICT security strategies, policies, implement ICT security strategies, policies,
procedures, protocols and tools that aim at, in procedures, protocols and tools that aim at, in procedures, protocols and tools that aim at, in
particular, ensuring the resilience, continuity particular, ensuring the resilience, continuity particular, ensuring the resilience, continuity

229 | and availability of ICT systems, and and availability of ICT systems _supporting and availability of ICT systems, and
maintaining high standards of security, critical or important functions, and maintaining high standards of seeurity;
confidentiality and integrity of data, whether at | maintaining high standards of security, confidentiality-and-integrityconfidentiality,
rest, in use or in transit. confidentiality and integrity of data, whether at | integrity and availability of data, whether at

rest, in use or in transit. rest, in use or in transit.
Article 8(3), introductory part
3. To achieve the objectives referred to in 3. To achieve the objectives referred to in 3. To achieve the objectives referred to in
paragraph 2, financial entities shall use state-of- | paragraph 2, financial entities shall use state-of~ | paragraph 2, financial entities shall use state-ef-
230 | the-art ICT technology and processes which: the-a#+1CT technology and processes the-artICT technology and processes that are
whichthat: appropriate to the financial entities’ risk
profile which:
Article 8(3), point (a)
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Commission Proposal

(a) guarantee the security of the means of

EP Mandate

(a) swaranteemaximise the security of the

Council Mandate

(a) guaranteeensure the security of the means

231 transfer of information; means of transfer of information; of transfer of informatiendata;
Article 8(3), point (b)
(b) minimise the risk of corruption or loss of (b) minimise the risk of corruption or loss of (b) minimise the risk of corruption or loss of
232 data, unauthorized access and of the technical data, unauthorized access and of the technical data, unauthorized access and of the technical
flaws that may hinder business activity; flaws that may hinder business activity; flaws that may hinder business activity;
Article 8(3), point (c)
(c) prevent information leakage; (c) prevent information leakage; (c) prevent infermationleakagebreaches of
233 confidentiality, impairment of integrity, lack
of availability and loss of data;
Article 8(3), point (d)
(d) ensure that data is protected from poor (d) ensure that data is protected from internal (d) ensure that data is protected from poor
234 administration or processing-related risks, ICT risks, including poor administration-e#, administration or processing-related risks,
including inadequate record-keeping. processing-related risks;ineludineinadeguate including inadequate record-keeping.
record—tkeepine and human error.
Article 8(4), first subparagraph, introductory part
4. As part of the ICT risk management 4. As part of the ICT risk management 4. As part of the ICT risk management
735 framework referred to in Article 5(1), financial | framework referred to in Article 5(1), in framework referred to in Article 5(1), financial
entities shall: accordance with their risk profile, financial entities shall:
entities shall:
Article 8(4), first subparagraph, point (a)
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Commission Proposal

(a) develop and document an information
security policy defining rules to protect the
confidentiality, integrity and availability of
theirs, and their customers’ ICT resources, data

EP Mandate

(a) develop and document an information
security policy defining rules to protect the
confidentiality, integrity and availability of
theirs—and-their ICT resources, data and

Council Mandate

(a) develop and document an information
security policy defining rules to protect the
confidentiality, integrity and availability of
theirs, and their customers’ ICT resources, data

236 and information assets; information assets while ensuring full and information assets;
protection of their customers’ ICT resources,
data and information assets_where they
comprise part of financial entities’ ICT
systems;
Article 8(4), first subparagraph, point (b)
(b) following a risk-based approach, establish a | (b) following a risk-based approach, establish a | (b) following a risk-based approach, establish a
sound network and infrastructure management sound network and infrastructure management sound network and infrastructure management
using appropriate techniques, methods and using appropriate techniques, methods and using appropriate techniques, methods and
237 | protocols including implementing automated protocols ircludineimplementing protocols ineludingthat may include in
mechanisms to isolate affected information antomatedthat may include implementing particular implementing automated
assets in case of cyber-attacks; mechanisms to isolate affected information mechanisms to isolate affected information
assets in case of cyber-attacks; assets in case of cyber-attacks;
Article 8(4), first subparagraph, point (c)
(c) implement policies that limit the physical (c) implement policies, procedures and (c) implement policies that limit the physical
and virtual access to ICT system resources and | controls that limit the physical and virtual and-virtualor logical access to ICT system
data to what is required only for legitimate and | access to ICT system resources and data to what | reseurees-and-datasystems and information
approved functions and activities, and establish | is required only for legitimate and approved assets to what is required only for legitimate
238 . ; .
to that effect a set of policies, procedures and functions and activities;and-establishto-that and approved functions and activities, and
controls that address access privileges and a effect-a-set-of policies—procedures-and-controls | establish to that effect a set of policies,
sound administration thereof; e N procedures and controls that address access
erdnrinistratioithereof, privileges and a sound administration thereof;
Article 8(4), first subparagraph, point (d)
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Commission Proposal

(d) implement policies and protocols for strong
authentication mechanisms, based on relevant

EP Mandate

(d) implement policies and protocols for strong
authentication mechanisms, based-onretevant

Council Mandate

(d) implement policies and protocols for strong
authentication mechanisms, based on relevant

standards and dedicated controls systems to standards-and-dedicated-controls-systemsto standards and dedicated controls systems to
prevent access to cryptographic keys whereby prevent-aceesstoand protection of prevent access to cryptographic keys whereby
239 . :
data is encrypted based on results of approved cryptographic keys-whereby-datais-encrypted, | data is encrypted based on results of approved
data classification and risk assessment based on results-of-approved-data-ctassification | data classification and ICT risk assessment
processes; ed-riskessessiet-processesrelevant processes;
standards and dedicated controls systems;
Article 8(4), first subparagraph, point (e)
(e) implement policies, procedures and controls | (e¢) implement policies, procedures and controls | (¢) implement pelieies;documented procedures
for ICT change management, including changes | for ICT change management, including changes | and controls for ICT change management,
to software, hardware, firmware components, to software, hardware, firmware components, including changes to software, hardware,
system or security changes, that are based on a | system or security changes, that are based ona | firmware components, system or security
risk-assessment approach and as an integral part | risk-assessment approach and as an integral part | changes, that are based on a risk-assessment
240 | of the financial entity’s overall change of the financial entity’s overall change approach and as an integral part of the financial
management process, in order to ensure that all | management process, in order to ensure that all | entity’s overall change management process, in
changes to ICT systems are recorded, tested, changes to ICT systems are recorded, tested, order to ensure that all changes to ICT systems
assessed, approved, implemented and verified in | assessed, approved, implemented and verified in | are recorded, tested, assessed, approved,
a controlled manner; a controlled manner; implemented and verified in a controlled
manner;
Article 8(4), first subparagraph, point (f)
(f) have appropriate and comprehensive (f) have appropriate and comprehensive (f) have appropriate and comprehensive
241 | policies for patches and updates. policies for patches and updates. pelictesdocumented processes for patches and
updates.
Article 8(4), second subparagraph
242
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\ Commission Proposal

For the purposes of point (b), financial entities
shall design the network connection
infrastructure in a way that allows it to be
instantaneously severed and shall ensure its
compartmentalisation and segmentation, in
order to minimise and prevent contagion,
especially for interconnected financial
processes.

EP Mandate

For the purposes of point (b), financial entities
shall design the network connection
infrastructure in a way that allows it to be
instantaneonsty-severedsevered as quickly as
possible and shall ensure its
compartmentalisation and segmentation, in
order to minimise and prevent contagion,
especially for interconnected financial
processes.

Council Mandate

For the purposes of point (b), financial entities
shall design the network connection
infrastructure #a-way-thatallowsitto-be
nstantaneoushysevered-and-shallto ensure its

compartmentalisation and segmentation, in
order to minimise and prevent contagion,
especially for interconnected financial
processes.

Article 8

(4), third subparagraph

For the purposes of point (e), the ICT change
management process shall be approved by

For the purposes of point (e), the ICT change
management process shall be approved by

For the purposes of point (e), the ICT change
management process shall be approved by

243 | appropriate lines of management and shall have | appropriate lines of management and shall have | appropriate lines of management and shall have
specific protocols enabled for emergency specific protocols enabled for emergency specific protocols enabled for emergency
changes. changes. changes.

Article 9
244 Article 9 Article 9 Article 9
Detection Detection Detection
Article 9(1), first subparagraph
1. Financial entities shall have in place 1. Financial entities shall have in place 1. Financial entities shall have in place
mechanisms to promptly detect anomalous mechanisms to promptly detect anomalous mechanisms to promptly detect anomalous
245 activities, in accordance with Article 15, activities, in accordance with Article 15, activities, in accordance with Article 15,

including ICT network performance issues and
ICT-related incidents, and to identify all
potential material single points of failure.

including ICT network performance issues and
ICT-related incidents, and, where
technologically possible, to identify and
monitor all potential material single points of

including ICT network performance issues and
ICT-related incidents, and to identify all
potential material-single points of failure.
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EP Mandate

Council Mandate

Commission Proposal

failure.

Article 9

(1), second subparagraph

All detection mechanisms referred to in the first

All detection mechanisms referred to in the first

All detection mechanisms referred to in the first

246 | subparagraph shall be regularly tested in subparagraph shall be regularly tested in subparagraph shall be regularly tested in
accordance with Article 22. accordance with Article 22. accordance with Article 22.
Article 9(2)
2. The detection mechanisms referred to in 2. The detection mechanisms referred to in 2. The detection mechanisms referred to in
paragraph 1 shall enable multiple layers of paragraph 1 shall erable-muitipletayers-of paragraph 1 shall enable multiple layers of
control, define alert thresholds and criteria to : 0 iteri control, define alert thresholds and criteria to
247 trigger ICT-related incident detection and ICT- | trigger ICT-related incident detection and ICT- | trigger ¥ F-related-ineident-detection-and
related incident response processes, and shall related incident response processes, ard-shat initiate ICT-related incident response
put in place automatic alert mechanisms for prt-in-placeincluding automatic alert processes, and shall put in place automatic alert
relevant staff in charge of ICT-related incident mechanisms for relevant staff in charge of ICT- | mechanisms for relevant staff in charge of ICT-
response. related incident response. related incident response.
Article 9(3)
3. Financial entities shall devote sufficient 3. Financial entities shall devote sufficient 3. Financial entities shall devote sufficient
resources and capabilities, with due resources and capabilities, with-die resources and capabilities, with-due
248 consideration to their size, business and risk eonsiderationto-theirsize-business-endrisk constderationto-theirsize-business-and-risk
profiles, to monitor user activity, occurrence of | profiles—to monitor user activity, occurrence of | prefies;to monitor user activity, occurrence of
ICT anomalies and ICT-related incidents, in ICT anomalies and ICT-related incidents, in ICT anomalies and ICT-related incidents, in
particular cyber-attacks. particular cyber-attacks. particular cyber-attacks.
Article 9(3a)
248a 3a. Financial entities shall record all ICT-

related incidents that have an impact on the
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\ Commission Proposal

EP Mandate

stability, continuity or quality of financial
services, including where the incident has or is

likely to have an impact on such services.

Council Mandate

Article 9

(4)

4. Financial entitles referred to in point (1) of
Article 2(1) shall, in addition, have in place
systems that can effectively check trade reports

4. Financial entitles referred to in point (1) of
Article 2(1) shall, in addition, have in place
systems that can effectively check trade reports

4. Financial entitlesentities referred to in peint
points (34) and (36) of Article 2(H2 (1) of
Regulation 600/2014 shall, in addition, have in

249 | for completeness, identify omissions and for completeness, identify omissions and place systems that can effectively check trade
obvious errors and request re-transmission of obvious errors and request re-transmission of reports for completeness, identify omissions and
any such erroneous reports. any such erroneous reports. obvious errors and request re-transmission of

any such erroneous reports.
Article 10
250 Article 10 Article 10 Article 10
Response and recovery Response and recovery Response and recovery
Article 10(1)
1. As part of the ICT risk management 1. As part of the ICT risk management 1. As part of the ICT risk management
framework referred to in Article 5(1) and based | framework referred to in Article 5(1) and based | framework referred to in Article 5(1) and based
on the identification requirements set out in on the identification requirements set out in on the identification requirements set out in
Article 7, financial entities shall put in place a Article 7, financial entities shall put in place & Article 7, financial entities shall put in place a
251 dedicated and comprehensive ICT Business dedicated-and-comprehensive ICT Business dedicated and comprehensive ICT business

Continuity Policy as an integral part of the
operational business continuity policy of the
financial entity.

Continuity Policy, which may be adopted as a
dedicated distinct policy and as an integral part
of the_broader business-wide operational
business continuity policy of the financial
entity.

continuity policy as an integral part of the
operationaloverall business continuity
pelieymanagement of the financial entity.
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Article 10(1a)

EP Mandate

Council Mandate

251a

The ICT Business Continuity Policy shall
aim to manage and mitigate risks that could
have a harmful effect on financial entities’

ICT systems and ICT services and to facilitate
their swift recovery if necessary. In drawing up

the ICT Business Continuity Policy, financial
entities shall specifically consider risks that
could have a harmful impact on ICT services

and ICT systems.

Article 10(2), introductory part

252

2. Financial entities shall implement the ICT
Business Continuity Policy referred to in
paragraph 1 through dedicated, appropriate and
documented arrangements, plans, procedures
and mechanisms aimed at:

2. Financial entities shall implement the ICT
Business Continuity Policy referred to in
paragraph 1 through dedicated, appropriate and
documented arrangements, plans, procedures
and mechanisms aimed at:

2. Financial entities shall implement the ICT
business continuity policy referred to in
paragraph 1 through dedicated, appropriate and
documented arrangements, plans, procedures
and mechanisms aimed at:

Article 10(2), point (a)

253

(a) recording all ICT-related incidents;

(a) recordino-—cll-lCT-related-incidents:

(a) recording-allHCTrelatedineidents;

Article 10(2), point (b)

254

(b) ensuring the continuity of the financial
entity’s critical functions;

(b) ensuring the continuity of the financial
entity’s critical functions;

(b) ensuring the continuity of the financial
entity’s critical functions;

Article 10(2), point (c)

255
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Commission Proposal

(c) quickly, appropriately and effectively
responding to and resolving all ICT-related
incidents, in particular but not limited to cyber-
attacks, in a way which limits damage and
prioritises resumption of activities and recovery
actions;

EP Mandate

(c) quickly, appropriately and effectively
responding to and resolving all ICT-related
incidents, in particular but not limited to cyber-
attacks, in a way whiehthat limits damage and
prioritises resumption of activities and recovery
actions;

Council Mandate

(c) quickly, appropriately and effectively
responding to and resolving all ICT-related
incidents, in particular-butnotlimited-to-eyber-
attaeksin-a way which limits damage and
prioritises resumption of activities and recovery
actions;

Article 10(2), point (d)

256

(d) activating without delay dedicated plans
that enable containment measures, processes
and technologies suited to each type of ICT-
related incident and preventing further damage,
as well as tailored response and recovery
procedures established in accordance with
Article 11;

(d) activating without delay dedicated plans
that enable containment measures, processes
and technologies suited to each type of ICT-
related incident and preventing further damage,
as well as tailored response and recovery
procedures established in accordance with
Article 11;

(d) activating without delay dedicated plans
that enable containment measures, processes
and technologies suited to each type of ICT-
related incident and preventing further damage,
as well as tailored response and recovery
procedures established in accordance with
Article 11;

Article 10(2), point (e)

257

(e) estimating preliminary impacts, damages
and losses;

(e) estimating preliminary impacts, damages
and losses;

(e) estimating preliminary impacts, damages
and losses;

Article 10(2), point (f)

258

(f) setting out communication and crisis
management actions which ensure that updated
information is transmitted to all relevant
internal staff and external stakeholders in
accordance with Article 13, and reported to
competent authorities in accordance with
Article 17.

(f) setting out communication and crisis
management actions whiekthat ensure that
updated information is transmitted to all
relevant internal staff and external stakeholders
in accordance with Article 13, and reported to
competent authorities in accordance with
Article 17.

(f) setting out communication and crisis
management actions which ensure that updated
information is transmitted to all relevant
internal staff and external stakeholders in
accordance with Article 13, and reported to
competent authorities in accordance with
Article 17.
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Article 10(3)

EP Mandate

Council Mandate

259

3. As part of the ICT risk management
framework referred to in Article 5(1), financial
entities shall implement an associated ICT
Disaster Recovery Plan, which, in the case of
financial entities other than microenterprises,
shall be subject to independent audit reviews.

3. As part of the ICT risk management
framework referred to in Article 5(1), financial
entities shall implement an associated ICT
Disaster Recovery Plan, which, in the case of
financial entities other than microenterprises,
shall be subject to independent audit reviews.

3. As part of the ICT risk management
framework referred to in Article 5(1), financial
entities shall implement an-associated ICT
Disasterresponse and recovery Planplans,
which, in the case of financial entities other
than microenterprises, shall be subject to
independent internal audit reviews.

Article 10(4)

260

4. Financial entities shall put in place, maintain
and periodically test appropriate ICT business
continuity plans, notably with regard to critical
or important functions outsourced or contracted
through arrangements with ICT third-party
service providers.

4. Financial entities shall put in place, maintain
and periodically test appropriate ICT business
continuity plans, notably with regard to critical
or important functions outsourced or contracted
through arrangements with ICT third-party
service providers.

4. Financial entities shall put in place, maintain
and periodically test appropriate ICT business
continuity plans as part of their overall
business continuity management, including
those;netably with regard to critical or
important functions outsourced or contracted
through arrangements with ICT third-party
service providers.

Article 10(4a)

260a

4a. As part of the overall business continuity
management, financial entities shall conduct
a business impact analysis (BIA) of their
exposures to severe business disruptions.

Financial entities shall assess under the BIA
the potential impact of severe business
disruptions by means of quantitative and
qualitative criteria, using internal and/or
external data and scenario analysis. The BIA
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EP Mandate

Council Mandate

shall consider the criticality of identified and
mapped business functions, supporting
processes, third-party dependencies and
information assets, and their
interdependencies.

Financial entities shall foresee a design and
usage of ICT systems and ICT services in full
alignment with the BIA notably with regard
to adequately ensuring the redundancy of all
critical components.

Article 10(5), first subparagraph, introductory part

261

5. As part of their comprehensive ICT risk
management, financial entities shall:

5. As part of their comprehensive ICT risk
management, financial entities shall:

5. As part of their comprehensive ICT risk
management, financial entities shall:

Article 10(5), first subparagraph, point (a)

262

(a) test the ICT Business Continuity Policy and
the ICT Disaster Recovery Plan at least yearly
and after substantive changes to the ICT
systems;

(a) test the ICT Business Continuity Policy and
the ICT Disaster Recovery Plan at least yearly
and after substantive changes to #hecritical or
important ICT systems;

(a) test the ICT business continuity Peliey-and
the JET Disasterplans and ICT response and
recovery Planplans regularly, and for
financial entities other than
microenterprises, at least on a yearly basis,
and after substantivesignificant changes to the
ICT systems;

Article 10(5), first subparagraph, point (b)

263

(b) test the crisis communication plans
established in accordance with Article 13.

(b) test the crisis communication plans
established in accordance with Article 13.

(b) test the crisis communication plans
established in accordance with Article 13.
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Article 10(5), second subparagraph

EP Mandate

Council Mandate

264

For the purposes of point (a), financial entities
other than microenterprises shall include in the
testing plans scenarios of cyber-attacks and
switchovers between the primary ICT
infrastructure and the redundant capacity,
backups and redundant facilities necessary to
meet the obligations set out in Article 11.

For the purposes of point (a), financial entities
other than microenterprises shall include in the
testing plans scenarios of cyber-attacks and
switchovers between the primary ICT
infrastructure and the redundant capacity,
backups and redundant facilities necessary to
meet the obligations set out in Article 11.

For the purposes of point (a), financial entities
other than microenterprises shall include in the
testing plans scenarios of cyber-attacks and
switchovers between the primary ICT
infrastructure and the redundant capacity,
backups and redundant facilities necessary to
meet the obligations set out in Article 11.

Article 10(5), third subparagraph

265

Financial entities shall regularly review their
ICT Business Continuity Policy and ICT
Disaster Recovery Plan taking into account the
results of tests carried out in accordance with
the first subparagraph and recommendations
stemming from audit checks or supervisory
reviews.

Financial entities shall regularly review their
ICT Business Continuity Policy and ICT
Disaster Recovery Plan taking into account the
results of tests carried out in accordance with
the first subparagraph and recommendations
stemming from audit checks or supervisory
reviews.

Financial entities shall regularly review their
ICT business continuity policy and ICT
Disasterresponse and recovery Planplans
taking into account the results of tests carried
out in accordance with the first subparagraph
and recommendations stemming from audit
checks or supervisory reviews.

Article 10(6)

266

6. Financial entities other than microenterprises
shall have a crisis management function, which,
in case of activation of their ICT Business
Continuity Policy or ICT Disaster Recovery
Plan, shall set out clear procedures to manage
internal and external crisis communications in
accordance with Article 13.

6. Financial entities other than microenterprises
shall have a crisis management function,
whieheither as a dedicated function or
comprising part of the functions with
responsibilities for incident handling response
and management. The crisis management
function shall, in case of activation of their ICT
Business Continuity Policy or ICT Disaster
Recovery Plan,-s#a#l set out clear procedures to
manage internal and external crisis
communications in accordance with Article 13.

6. Financial entities other than microenterprises
shall have a crisis management function, which,
in case of activation of their ICT business
continuity Peliey-erJEF Disasterplans and
ICT response and recovery Planplans, shall
inter alia set out clear procedures to manage
internal and external crisis communications in
accordance with Article 13.
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EP Mandate

Council Mandate

Commission Proposal

Article 10(7)

267

7. Financial entities shall keep records of
activities before and during disruption events
when their ICT Business Continuity Policy or
ICT Disaster Recovery Plan is activated. Such
records shall be readily available.

7. Financial entities shall keep records of
relevant activities before and during disruption
events when their ICT Business Continuity
Policy or ICT Disaster Recovery Plan is
activated. Such records shall be readily
available.

7. Financial entities shall keep records of
activities before and during disruption events
when their ICT business continuity Peliey-or
1CTF Disasterplans and ICT response and
recovery Planisplans are activated.-Saeh

records-shall- be-readily-available:

Article 10(8)

268

8. Financial entities referred to in point (f) of
Article 2(1) shall provide to the competent
authorities copies of the results of the ICT
business continuity tests or similar exercises
performed during the period under review.

8. Financial entities referred to in point (f) of
Article 2(1) shall provide to the competent
authorities copies of the results of the ICT
business continuity tests or similar exercises
performed during the period under review.

R Ei oL entit corredto int (E)-of
Artiele 2(DCentral securities depositories

shall provide to the competent authorities copies
of the results of the ICT business continuity
tests or similar exercises performed during the
period under review.

Article 10(9)

269

9. Financial entities other than microenterprises
shall report to competent authorities all costs
and losses caused by ICT disruptions and ICT-
related incidents.

9. Financial entities other than microenterprises
shall report to competent authorities all
estimated financial costs and losses caused by
significant ICT disruptions and major ICT-
related incidents.

Article 10(9a)

269a

9a. The ESAs shall, through the Joint
Committee, develop common guidelines on the
methodology for calculating the costs, and
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Commission Proposal

EP Mandate

quantifying the losses, referred to in
paragraph 9.

Council Mandate

Article 11
Article 11 Article 11 Article 11
270 Backup policies and recovery methods Backup policies and recovery methods Backup policies, restoration and recovery
methods
Article 11(1), introductory part

1. For the purpose of ensuring the restoration of
ICT systems with minimum downtime and

1. For the purpose of ensuring the restoration of
ICT systems with minimum downtime and

1. For the purpose of ensuring the restoration of
ICT systems and data with minimum

271 limited disruption, as part of their ICT risk limited disruption, as part of their ICT risk downtime-and, limited disruption and less, as
management framework, financial entities shall | management framework, financial entities shall | part of their ICT risk management framework,
develop: develop: financial entities shall develop:

Article 11(1), point (a)
(a) a backup policy specifying the scope of the | (a) a backup policy specifying the scope of the | (a) adocumented backup pelieypolicies and
data that is subject to the backup and the data that is subject to the backup and the procedures specifying the scope of the data

279 minimum frequency of the backup, based on the | minimum frequency of the backup, based on the | that is subject to the backup and the minimum
criticality of information or the sensitiveness of | criticality of information or the sensitiveness of | frequency of the backup, based on the criticality
the data; the data; of information or the

sensitivenessconfidentiality level of the data;
Article 11(1), point (b)
273 | (b) recovery methods. (b) recovery methods. (b) recovery methods.
Article 11(2)
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Commission Proposal

2. Backup systems shall begin processing
without undue delay, unless such start would
jeopardize the security of the network and
information systems or the integrity or
confidentiality of data.

EP Mandate

2. In accordance with the backup policy
specified in point (a) of paragraph 1, backup
systems shall begin processing without undue
delay, unless such start would jeopardize the
security of the network and information systems
or the integrity or confidentiality of data.

Council Mandate

2. Baekup-systemsFinancial entities shall
beginset up backup-systems that can be

activated for processing without-undue-delay;
unlesssueh-start-wouldin accordance with the
backup policies, procedures and recovery
methods referred to in paragraph 1.

274 The activation of backup systems shall not
jeopardize the security of the network and
information systems or the integrity,
availability or confidentiality of data.
Testing of the backup and restoration
procedures should be undertaken on a
periodic basis.

Article 11(3), first subparagraph
3. When restoring backup data using own 3. When restoring backup data using own 3. When restoring backup-data-using-own
systems, financial entities shall use ICT systems | systems, financial entities shall use ICT systems | systemsservices, financial entities shall use
that have an operating environment different that Jespeesepemaii e tizenre il ey restore backup data on ICT systems thathave
from the main one, that is not directly connected | fromthemein-onethatisnot-directly-connected | an-operating-environment-differentwhich are
with the latter and that is securely protected with-thelatterare segregated, either physically | segregated (physically and logically) from the

275 | from any unauthorized access or ICT or logically, from their main ICT system and i 5 . i i

corruption. that is securely protected from any unauthorized | latter-and-thatissecurelyprotectedfromany
access or ICT corruption. wrauthorizedneeess-orlCFcorruptionsource
system and that allow for the timely
restoration of services making use of data
and system backups as necessary.
Article 11(3), second subparagraph
276
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\ Commission Proposal

For financial entities referred to in point (g) of
Article 2(1), the recovery plans shall enable the
recovery of all transactions at the time of
disruption to allow the central counterparty to
continue to operate with certainty and to
complete settlement on the scheduled date.

EP Mandate

For financial entities referred to in point (g) of
Article 2(1), the recovery plans shall enable the
recovery of all transactions at the time of
disruption to allow the central counterparty to
continue to operate with certainty and to
complete settlement on the scheduled date.

Council Mandate

For finuneiab entibes relerredto-in point {ey of

Artiele 2(Dcentral counterparties, the
recovery plans shall enable the recovery of all

transactions at the time of disruption to allow
the central counterparty to continue to operate
with certainty and to complete settlement on the
scheduled date.

Article 1

1(3), second subparagraph a

Data reporting service providers shall
additionally maintain adequate resources

276a and have back-up and restoration facilities in
place in order to offer and maintain their
services at all times.
Article 11(4)
4. Financial entities shall maintain redundant 4. Financial entities shall assess the need to 4. Financial entities other than
ICT capacities equipped with resources maintain redundant ICT capacities equipped microenterprises shall maintain redundant ICT
capabilities and functionalities that are with resources capabilities and functionalities capacities equipped with resources capabilities
277 | sufficient and adequate to ensure business that are sufficient and adequate to ensure and functionalities that are sufficient and
needs. business needs_and meet digital operational adequate to ensure business needs.
resilience requirements as set out in this
Regulation.
Article 11(5), first subparagraph
5. Financial entities referred to in point (f) of 5. Financial entities referred to in point (f) of 5. Einaneial-entitiesreferred-to-inpoint(H-of
278 | Article 2(1) shall maintain or ensure that their Article 2(1) shall maintain or ensure that their Artiele 2(HCentral securities depositories

ICT third-party providers maintain at least one
secondary processing site endowed with

ICT third-party providers maintain at least one
secondary processing site endowed with

shall maintain er-ensure-thattheir JCTthird-
party-providers-maintain-at least one secondary
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resources, capabilities, functionalities and
staffing arrangements sufficient and appropriate
to ensure business needs.

EP Mandate

resources, capabilities, functionalities and
staffing arrangements sufficient and appropriate
to ensure business needs.

Council Mandate

processing site endowed with resources,
capabilities, functionalities and staffing
arrangements sufficient and appropriate to
ensure business needs.

Article 11(5), second subparagraph, introductory part
279 | The secondary processing site shall be: The secondary processing site shall be: The secondary processing site shall be:
Article 11(5), second subparagraph, point (a)
(a) located at a geographical distance from the | (a) located at a geographical distance from the | (a) located at a geographical distance from the
primary processing site to ensure that it bears a | primary processing site to ensure that it bears a | primary processing site to ensure that it bears a
280 distinct risk profile and to prevent it from being | distinct risk profile and to prevent it from being | distinct risk profile and to prevent it from being
affected by the event which has affected the affected by the event which has affected the affected by the event which has affected the
primary site; primary site; primary site;
Article 11(5), second subparagraph, point (b)
(b) capable of ensuring the continuity of critical | (b) capable of ensuring the continuity of critical | (b) capable of ensuring the continuity of critical
services identically to the primary site, or services identically to the primary site, or services identically to the primary site, or
781 providing the level of services necessary to providing the level of services necessary to providing the level of services necessary to
ensure that the financial entity performs its ensure that the financial entity performs its ensure that the financial entity performs its
critical operations within the recovery critical operations within the recovery critical operations within the recovery
objectives; objectives; objectives;
Article 11(5), second subparagraph, point (c)
(c) immediately accessible to the financial (c) #mmediatel-accessible to the financial (c) immediately accessible to the financial
282 | entity’s staff to ensure continuity of critical entity’s staff to ensure continuity of critical entity’s staff to ensure continuity of critical

services in case the primary processing site has
become unavailable.

servieesor important functions in case the
primary processing site has become unavailable.

services in case the primary processing site has
become unavailable.
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Commission Proposal

EP Mandate

Council Mandate

Article 1

1(6)

6. In determining the recovery time and point
objectives for each function, financial entities
shall take into account the potential overall

6. In determining the recovery time and point
objectives for each function, financial entities
shall take into account whether it is a critical or

6. In determining the recovery time and point
objectives for each function, financial entities
shall take into account the potential overall

283 impact on market efficiency. Such time important function_and the potential overall impact on market efficiency. Such time
objectives shall ensure that, in extreme impact on market efficiency. Such time objectives shall ensure that, in extreme
scenarios, the agreed service levels are met. objectives shall ensure that, in extreme scenarios, the agreed service levels are met.

scenarios, the agreed service levels are met.
Article 11(7)
7. When recovering from an ICT-related 7. When recovering from an ICT-related 7. When recovering from an ICT-related
incident, financial entities shall perform incident, financial entities shall perform incident, financial entities shall perform
multiple checks, including reconciliations, in nuiltiple-checks—includingreconeiliations—in multiple checks, including reconciliations, in
order to ensure that the level of data integrity is | e#derto-ensure that the level of data integrity is | order to ensure that the level of data integrity is

234 of the highest level. These checks shall also be of the highest level, for instance through of the highest level. These checks shall also be
performed when reconstructing data from performing multiple checks, including performed when reconstructing data from
external stakeholders, in order to ensure that all | reconciliations. Such—These checks shall also external stakeholders, in order to ensure that all
data is consistent between systems. be performed when reconstructing data from data is consistent between systems.

external stakeholders, in order to ensure that all
data is consistent between systems.
Article 12
Article 12 Article 12 Article 12
285 . . . . . .
Learning and evolving Learning and evolving Learning and evolving
Article 12(1)
286

1. Financial entities shall have in place

1. Financial entities shall have in place

1. Financial entities shall have in place
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\ Commission Proposal

capabilities and staff, suited to their size,
business and risk profiles, to gather information
on vulnerabilities and cyber threats, ICT-related
incidents, in particular cyber-attacks, and
analyse their likely impacts on their digital
operational resilience.

EP Mandate

capabilities and staff, suited to their size,
business and risk profiles, to gather information
on vulnerabilities and cyber threats, ICT-related
incidents, in particular cyber-attacks, and
analyse their likely impacts on their digital
operational resilience.

Council Mandate

capabilities and staff, suited-to-theirsize;
business-and-risk-prefiles;to gather information
on vulnerabilities and cyber threats, ICT-related
incidents, in particular cyber-attacks, and
analyse their likely impacts on their digital
operational resilience.

Article 1

2(2), first subparagraph

2. Financial entities shall put in place post ICT-
related incident reviews after significant ICT
disruptions of their core activities, analysing the

2. Financial entities shall put in place post
major ICT-related incident reviews after
significant ICT disruptions of their core

2. Financial entities shall put in place post ICT-
related incident reviews after significant ICT
disruptions of their core activities, analysing the

287 causes of disruption and identifying required activities, analysing the causes of disruption and | causes of disruption and identifying required
improvements to the ICT operations or within identifying required improvements to the ICT improvements to the ICT operations or within
the ICT Business Continuity Policy referred to operations or within the ICT Business the ICT business continuity policy referred to in
in Article 10. Continuity Policy referred to in Article 10. Article 10.

Article 12(2), second subparagraph
When implementing changes, financial entities | When implementing changes related to Whenimplementing-changes; finaneial-entities
other than microenterprises shall communicate addressing ICT risk identified as the result of | otherthan-microenterprises-shall- communicate
those changes to the competent authorities. major ICT-related incident reviews, financial these-changes-to-the-competent-authorities:
entities other than microenterprises shall
communicate those-all significant changes to
288 the competent authorities, detailing the
improvements required and how they aim to
prevent or mitigate disruption in the future.
Communication of changes to the competent
authorities may be prior to or post the
implementation of the changes.
Article 12(2), third subparagraph, introductory part
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Commission Proposal

EP Mandate

Council Mandate

The post ICT-related incident reviews referred
to in the first subparagraph shall determine

The post ICT-related incident reviews referred
to in the first subparagraph shall determine

The post ICT-related incident reviews referred
to in the first subparagraph shall determine

289 | whether the established procedures were whether the established procedures were whether the established procedures were
followed and the actions taken were effective, followed and the actions taken were effective, followed and the actions taken were effective,
including in relation to: including in relation to: including in relation to:

Article 12(2), third subparagraph, point (a)
(a) the promptness in responding to security (a) the promptness in responding to security (a) the promptness in responding to security

290 | alerts and determining the impact of ICT-related | alerts and determining the impact of ICT-related | alerts and determining the impact of ICT-related
incidents and their severity; incidents and their severity; incidents and their severity;

Article 12(2), third subparagraph, point (b)
(b) the quality and speed in performing forensic | (b) the quality and speed in performing forensic | (b) the quality and speed in performing ICT-

291 analysis; analysis; related incident analysis and forensic analysis

where deemed appropriate;
Article 12(2), third subparagraph, point (c)

292 (c) the effectiveness of incident escalation (c) the effectiveness of incident escalation (c) the effectiveness of incident escalation

within the financial entity; within the financial entity; within the financial entity;
Article 12(2), third subparagraph, point (d)

293 (d) the effectiveness of internal and external (d) the effectiveness of internal and external (d) the effectiveness of internal and external

communication. communication. communication.
Article 12(3)
294
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Commission Proposal

3. Lessons derived from the digital operation
resilience testing carried out in accordance with
Articles 23 and 24 and from real life ICT-
related incidents, in particular cyber-attacks,
along with challenges faced upon the activation
of business continuity or recovery plans,
together with relevant information exchanged
with counterparties and assessed during
supervisory reviews, shall be duly incorporated
on a continuous basis into the ICT risk
assessment process. These findings shall
translate into appropriate reviews of relevant
components of the ICT risk management
framework referred to in Article 5(1).

EP Mandate

3. Lessons derived from the digital operation
resilience testing carried out in accordance with
Articles 23 and 24 and from real life ICT-
related incidents, in particular cyber-attacks,
along with challenges faced upon the activation
of business continuity or recovery plans,
together with relevant information exchanged
with counterparties and assessed during
supervisory reviews, shall be duly incorporated
on a continuous basis into the ICT risk
assessment process. These findings shall
translate into appropriate reviews of relevant
components of the ICT risk management
framework referred to in Article 5(1).

Council Mandate

3. Lessons derived from the digital operation
resilience testing carried out in accordance with
Articles 23 and 24 and from real life ICT-
related incidents, in particular cyber-attacks,
along with challenges faced upon the activation
of business continuity erplans and ICT
response and recovery plans, together with
relevant information exchanged with
counterparties and assessed during supervisory
reviews, shall be duly incorporated on a
continuous basis into the ICT risk assessment
process. These findings shall translate into
appropriate reviews of relevant components of
the ICT risk management framework referred to
in Article 5(1).

Article 1

2(4)

4. Financial entities shall monitor the
effectiveness of the implementation of their
digital resilience strategy set out in Article 5(9).
They shall map the evolution of ICT risks over
time, analyse the frequency, types, magnitude
and evolution of ICT-related incidents, in

4. Financial entities shall monitor the
effectiveness of the implementation of their
digital resilience strategy set out in Article 5(9).
They shall map the evolution of ICT risks over
time, including the proximity of those risks to
critical or important functions, analyse the

4. Financial entities shall monitor the
effectiveness of the implementation of their
digital resilience strategy set out in Article 5(9).
They shall map the evolution of ICT risks over
time, analyse the frequency, types, magnitude
and evolution of ICT-related incidents, in

e particular cyber-attacks and their patterns, with | frequency, types, magnitude and evolution of particular cyber-attacks and their patterns, with
a view to understand the level of ICT risk ICT-related incidents, in particular cyber- a view to understand the level of ICT risk
exposure and enhance the cyber maturity and attacks and their patterns, with a view to exposure and enhance the cyber maturity and
preparedness of the financial entity. understand the level of ICT risk exposure and preparedness of the financial entity.
enhance the cyber maturity and preparedness of
the financial entity.
Article 12(5)
296
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\ Commission Proposal

5. Senior ICT staff shall report at least yearly to
the management body on the findings referred
to in paragraph 3 and put forward
recommendations.

EP Mandate

5. Senior ICT staff shall report at least yearly to
the management body on the findings referred
to in paragraph 3 and put forward
recommendations.

Council Mandate

5. Senior ICT staff shall report at least yearly to
the management body on the findings referred
to in paragraph 3 and put forward
recommendations.

Article 1

2(6), first subparagraph

297

6. Financial entities shall develop ICT security
awareness programs and digital operational
resilience trainings as compulsory modules in
their staff training schemes. These shall be
applicable to all employees and to senior
management staff.

6. Financial entities shall develop ICT security
awareness programs and digital operational
resilience trainings as compulsory modules in
their staff training schemes. ZheseThe ICT
security awareness programmes shall be
applicable-toapply to all staff. The digital
operational resilience trainings shall apply to,
at least, all employees with rights of direct
access to the ICT systems and to senior
management staff. The complexity of the
training modules shall be commensurate to the
level of direct access to the ICT systems of the
staff member and, in particular, shall take
account of their access to critical or important

functions.

6. Financial entities shall develop ICT security
awareness programs and digital operational
resilience trainings as compulsory modules in
their staff training schemes. These shall be
applicable to all employees and teinclude
senior management staff:- and, if relevant, ICT
third-party service providers.

Article 1

2(6), second subparagraph

298

Financial entities shall monitor relevant
technological developments on a continuous
basis, also with a view to understand possible
impacts of deployment of such new
technologies upon the ICT security
requirements and digital operational resilience.
They shall keep abreast of the latest ICT risk
management processes, effectively countering

Financial entities, other than microenterprises,
shall monitor relevant technological
developments on a continuous basis, also with a
view to understand possible impacts of
deployment of such new technologies upon the
ICT security requirements and digital
operational resilience. They shall keep abreast
of the latest ICT risk management processes,

7. Financial entities other than
microenterprises shall monitor relevant
technological developments on a continuous
basis, also with a view to understand possible
impacts of deployment of such new
technologies upon the ICT security
requirements and digital operational resilience.
They shall keep abreast of the latest ICT risk
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current or new forms of cyber-attacks.

EP Mandate

effectively countering current or new forms of
cyber-attacks.

Council Mandate

management processes, effectively countering
current or new forms of cyber-attacks.

Article 13
Article 13 Article 13 Article 13
299 . D .
Communication Communication Communication
Article 13(1)

300

1. As part of the ICT risk management
framework referred to in Article 5(1), financial
entities shall have in place communication plans
enabling a responsible disclosure of ICT-related
incidents or major vulnerabilities to clients and
counterparts as well as to the public, as
appropriate.

1. As part of the ICT risk management
framework referred to in Article 5(1), financial
entities shall have in place communication plans
enabling a responsible disclosure of, at least,
major 1CT-related incidents or major
vulnerabilities to clients and counterparts as
well as to the public, as appropriate.

1. As part of the ICT risk management
framework referred to in Article 5(1), financial
entities shall have in place communication plans
enabling a responsible disclosure of ICT-related
incidents or major vulnerabilities to clients and
counterparts as well as to the public, as
appropriate.

Article 1

3(1a)

300a

The communication plans referred to in the
first subparagraph shall also ensure the

disclosure to clients and counterparts, on an
annual basis, of a summary of all ICT-related
incidents. Such a disclosure shall fully respect
the business confidentiality of the financial
entity and of its clients and counterparts, and
shall not jeopardise the ICT risk management
framework referred to in Article 5(1).

Article 1

3(2)

301
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2. As part of the ICT risk management
framework referred to in Article 5(1), financial
entities shall implement communication policies
for staff and for external stakeholders.
Communication policies for staff shall take into
account the need to differentiate between staff
involved in the ICT risk management, in
particular response and recovery, and staff that
needs to be informed.

EP Mandate

2. As part of the ICT risk management
framework referred to in Article 5(1), financial
entities shall implement communication policies
for staff and for external stakeholders.
Communication policies for staff shall take into
account the need to differentiate between staff
involved in the ICT risk management, in
particular response and recovery, and staff that
needs to be informed.

Council Mandate

2. As part of the ICT risk management
framework referred to in Article 5(1), financial
entities shall implement communication policies
for staff and for external stakeholders.
Communication policies for staff shall take into
account the need to differentiate between staff
involved in the ICT risk management, in
particular response and recovery, and staff that
needs to be informed.

Article 13

(3)

3. At least one person in the entity shall be
tasked with implementing the communication

3. At least one person in the entity shall be
tasked with implementing the communication

3. At least one person in the entity shall be
tasked with implementing the communication

302 | strategy for ICT-related incidents and fulfil the | strategy for at least major ICT-related incidents | strategy for ICT-related incidents and fulfil the
role of public and media spokesperson for that and fulfil the role of public and media role of public and media spekespersenfunction
purpose. spokesperson for that purpose. for that purpose.

Article 14
Article 14 Article 14 Article 14
303 Further harmonisation of ICT risk management | Further harmonisation of ICT risk management | Further harmonisation of ICT risk management
tools, methods, processes and policies tools, methods, processes and policies tools, methods, processes and policies
Article 14, first paragraph, introductory part
The European Banking Authority (EBA), the The European Banking Authority (EBA), the The EurepeanBankingAutherity (EBA)the
European Securities and Markets Authority European Securities and Markets Authority Eurepean-Seeurittes-and-Markets Authority

304 | (ESMA) and the European Insurance and (ESMA) and the European Insurance and ESMAS-and-the Eurepeaninsurance-and

Occupational Pensions Authority (EIOPA) Occupational Pensions Authority (EIOPA) Oeceupational PenstonsAuthority (EIOPA)

shall, in consultation with the European Union
Agency on Cybersecurity (ENISA), develop

shall, in consultation with the European Union
Agency on Cybersecurity (ENISA), develop

shallESAs shall, through the Joint
Committee, in consultation with the European
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draft regulatory technical standards for the
following purposes:

EP Mandate

draft regulatory technical standards for the
following purposes:

Council Mandate

Union Agency on Cybersecurity (ENISA),
develop common draft regulatory technical
standards for the following purposes:

Article 14, first paragraph, point (a)

305

(a) specify further elements to be included in
the ICT security policies, procedures, protocols
and tools referred to in Article 8(2), with a view
to ensure the security of networks, enable
adequate safeguards against intrusions and data
misuse, preserve the authenticity and integrity
of data, including cryptographic techniques, and
guarantee an accurate and prompt data
transmission without major disruptions;

(a) specify further elements to be included in
the ICT security policies, procedures, protocols
and tools referred to in Article 8(2), with a view
to ensure the security of networks, enable
adequate safeguards against intrusions and data
misuse, preserve the authenticity and integrity
of data, including cryptographic techniques, and
guarantee an accurate and prompt data
transmission without major disruptions_and

undue delays;

(a) specify further elements to be included in
the ICT security policies, procedures, protocols
and tools referred to in Article 8(2), with a view
to ensure the security of networks, enable
adequate safeguards against intrusions and data
misuse, preserve the authenticity-and
integrityconfidentiality, integrity and
availability of data, including cryptographic
techniques, and guarantee an accurate and
prompt data transmission without major
disruptions;

Article 14, first paragraph, point (b)

306

(b) prescribe how the ICT security policies,
procedures and tools referred to in Article 8(2)
shall incorporate security controls into systems
from inception (security by design), allow for
adjustments to the evolving threat landscape,
and provide for the use of defence-in-depth
technology;

Article 14, first paragraph, point (c)

307

(c) specify further the appropriate techniques,
methods and protocols referred to in point (b) of

(C) speeifyfurtherthe-appropriate-technigques;
S o

(c) speeify-furtherthe-appropriate-techniques;
hod i 1o referrod-to int (b} of
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Commission Proposal
Article 8(4);

EP Mandate

Council Mandate

Article 14, first paragraph, point (d)

308

(d) develop further components of the controls
of access management rights referred to in point
(c) of Article 8(4) and associated human
resources policy specifying access rights,
procedures for granting and revoking rights,
monitoring anomalous behaviour in relation to
ICT risks through appropriate indicators,
including for network use patterns, hours, IT
activity and unknown devices;

(d) develop further components of the controls
of access management rights referred to in point
(c) of Article 8(4) and associated human
resources policy specifying access rights,
procedures for granting and revoking rights,
monitoring anomalous behaviour in relation to
ICT risks through appropriate indicators,
including for network use patterns, hours, IT
activity and unknown devices;

(d) develop further components of the controls
of access management rights referred to in point
(c) of Article 8(4) and associated human
resources policy specifying access rights,
procedures for granting and revoking rights,
monitoring anomalous behaviour in relation to
ICT risks through appropriate indicators,
including for network use patterns, hours, IT
activity and unknown devices;

Article 14, first paragraph, point (e)

309

(e) develop further the elements specified in
Article 9(1) enabling a prompt detection of
anomalous activities and the criteria referred to
in Article 9(2) triggering ICT-related incident
detection and response processes;

(e) develop further the elements specified in
Article 9(1) enabling a prompt detection of
anomalous activities and the criteria referred to
in Article 9(2) triggering ICT-related incident
detection and response processes;

(e) develop further the elements specified in
Article 9(1) enabling a prompt detection of
anomalous activities and the criteria referred to
in Article 9(2) triggering ICT-related incident
detection and response processes;

Article 14, first paragraph, point (f)

310

() specify further the components of the ICT
Business Continuity Policy referred to in Article
10(1);

(f) specify further the components of the ICT
Business Continuity Policy referred to in Article
10(1);

() specify further the components of the ICT
business continuity Pelieyp referred to in
Article 10(1);

Article 14, first paragraph, point (g)

311

(g) specify further the testing of ICT business
continuity plans referred to in Article 10(5) to

(g) specify further the testing of ICT business
continuity plans referred to in Article 10(5) to

(g) specify further the testing of ICT business
continuity plans referred to in Article 10(5) to
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ensure that it duly takes into account scenarios
in which the quality of the provision of a critical
or important function deteriorates to an
unacceptable level or fails, and duly considers
the potential impact of the insolvency or other
failures of any relevant ICT third-party service
provider and, where relevant, the political risks
in the respective providers’ jurisdictions;

EP Mandate

ensure that it duly takes into account scenarios
in which the quality of the provision of a critical
or important function deteriorates to an
unacceptable level or fails, and duly considers
the potential impact of the insolvency or other
failures of any relevant ICT third-party service
provider and, where relevant, the political risks
in the respective providers’ jurisdictions;

Council Mandate

ensure that it duly takes into account scenarios
in which the quality of the provision of a critical
or important function deteriorates to an
unacceptable level or fails, and duly considers
the potential impact of the insolvency or other
failures of any relevant ICT third-party service
provider and, where relevant, the political risks
in the respective providers’ jurisdictions;

Article 14, first paragraph, point (h)

312

(h) specify further the components of the ICT
Disaster Recovery Plan referred to in Article
10(3).

(h) specify further the components of the [CT
Disaster Recovery Plan referred to in Article
10(3).

(h) specify further the components of the ICT
Disasterresponse and recovery Planplans
referred to in Article 10(3).

Article 14, first paragraph a

312a

When developing those draft regulatory
technical standards, the ESAs shall take into
account the size, nature, scale, complexity
and overall risk profile of the financial
entities, while duly taking into consideration
any specific feature arising from the distinct
nature of activities across different financial
services sectors.

Article 14, second paragraph

313

EBA, ESMA and EIOPA shall submit those
draft regulatory technical standards to the
Commission by [OJ: insert date 1 year after the
date of entry into force].

EBA, ESMA and EIOPA shall submit those
draft regulatory technical standards to the
Commission by [OJ: insert date 1 year after the
date of entry into force].

EBA;ESMA-and EJORPAThe ESAs shall
submit those draft regulatory technical
standards to the Commission by [OJ: insert date
1+-rearl8 months after the date of entry into
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EP Mandate

Council Mandate

force].

Article 14, third paragraph

Power is delegated to the Commission to adopt
the regulatory technical standards referred to in
the first subparagraph in accordance with

Power is delegated to the Commission to adopt
the regulatory technical standards referred to in
the first subparagraph in accordance with

Power is delegated to the Commission to adopt
the regulatory technical standards referred to in

314 the first subparagraph in accordance with
Articles 10 to 14 of Regulations (EU) No Articles 10 to 14 of Regulations (EU) No Articles 10 to 14 of Regulations (EU) No
1093/2010, (EU) No 1094/2010 and (EU) No 1093/2010, (EU) No 1094/2010 and (EU) No 1093/2010, (EU) No 1094/2010 and (EU) No
1095/2010, respectively. 1095/2010, respectively. 1095/2010, respectively.

Article 14a

Article 14a
314a

ICT risk management framework for small,
non-interconnected and exempt entities

Article 14a, first paragraph, introductory part

314b

1. Pursuant to Article 3a, small and non-
interconnected investment firms, payment
institutions exempted by Directive (EU)
2015/2366, credit institutions exempted by
Directive 2013/36/EU, electronic money
institutions exempted by Directive
2009/110/EC and small institutions for
occupational retirement pensions, shall put in
place and maintain a sound and documented

ICT risk management framework that shall:

Article 14a, first paragraph, point (a)

314c

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 158/341




\ Commission Proposal

EP Mandate

(a) detail the mechanisms and measures
aimed at a quick, efficient and comprehensive
management of all ICT risks, including for the
protection of relevant physical components
and infrastructures;

Council Mandate

Article 14a, first paragraph, point (b)

314d

(b) continuously monitor the security and
functioning of all ICT systems;

Article 14a, first paragraph, point (c)

314e

(c) minimise the impact of ICT risks through
the use of sound, resilient and updated ICT
systems, protocols and tools which are
appropriate for supporting the performance of
their activities and the provision of services;

Article 14a, first paragraph, point (d)

314f

(d) adequately protect confidentiality, integrity
and availability of data network and
information systems;

Article 14a, first paragraph, point (e)

314g

(e) allow sources of risk and anomalies in the
network and information systems to be
promptly identified and detected and ICT

incidents to be swiftly handled.
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Article 14a, second paragraph

EP Mandate

Council Mandate

314h

2. The ICT risk management framework

referred to in paragraph 1 shall be
documented and reviewed at least once a year,

as well as upon the occurrence of major ICT-
related incidents, and following supervisory
instructions or conclusions derived from
relevant digital operational resilience testing
or audit processes. It shall be continuously
improved on the basis of lessons derived from
implementation and monitoring.

Article 14a, third paragraph

A report on the review of the ICT risk

3141 management framework shall be submitted to
the competent authority on an annual basis.
Article 14a
Article 14a
314 Proportionate ICT Risk Management
framework

Article 14a(1), introductory part

314k

1. Articles 4 to 14 shall not apply to
institutions exempted under Directive
2013/36/EU, in respect of which Member
States have decided not to apply the option
referred to in Article 2(4), small and non-
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interconnected investment firms, payment
institutions exempted under Directive (EU)
2015/2366, electronic money institutions
exempted under Directive 2009/110/EC and
small institutions for occupational retirement
provision.

Financial entities referred to in the previous
subparagraph shall implement an ICT Risk
Management framework in accordance with
the principle of proportionality, by taking
into account the size, nature, scale and
complexity of their services, activities and
operations as well as their overall risk profile
and shall:

Article 14a(1), point (a)

(a) putin place and maintain a sound and
documented ICT risk management
framework which details the mechanisms
3141 and measures aimed at a quick, efficient and
comprehensive management of all ICT risks,
including for the protection of relevant
physical components and infrastructures;

Article 14a(1), point (b)

(b) continuously monitor the security and

314m functioning of all ICT systems;

Article 14a(1), point (c)
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(¢) minimize the impact of ICT risks
through the use of sound, resilient and
updated ICT systems, protocols and tools
314n which are appropriate to support the
performance of their activities and the
provision of services and adequately protect
confidentiality, integrity and availability of
data network and information systems;

Article 14a(1), point (d)

(d) allow sources of ICT risk and anomalies
3140 in the network and information systems to be
promptly identified and detected and ICT-
related incidents to be swiftly handled;

Article 14a(1), point (e)

314 (e) identify key dependencies on ICT third-
p party service providers;

Article 14a(1), point (f)

(f) ensure the continuity of critical and
important functions, through business
314q continuity plans response and recovery
measures, which include, at least, back-up
and restore measures;

Article 14a(1), point (g)
314r
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EP Mandate

Council Mandate

(g) test, on a regular basis, the plans and
measures referred to in point (f) as well as
the effectiveness of the controls implemented
according to points (a) and (c) above;

Article 14a(1), point (h)

314s

(h) implement, as appropriate, relevant
operational conclusions resulting from the
tests referred to in point (g) and from post-
incident analysis into the ICT risk
assessment process and develop, according to
needs and ICT risk profile, ICT security
training and awareness programs for staff
and management.

Article 14a(2), introductory part

314t

2. The ESAs shall, through the Joint
Committee, in consultation with the
European Union Agency on Cybersecurity
(ENISA), develop common draft regulatory
technical standards for the following
purposes:

Article 14a(2), point (a)

314u

(a) specify further the elements to be
included in the ICT risk management
framework referred to in point (a) of
paragraph 1;
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Article 14a(2), point (b)

(b) specify further the elements in relation to
measures, protocols and tools to minimize
the impact of ICT risks referred to in point
(¢) of paragraph 1, with a view to ensure the
security of networks, enable adequate
safeguards against intrusions and data
misuse and preserve the confidentiality,
integrity and availability of data;

314v

Article 14a(2), point (c)

(c) specify further the components of the
314w ICT business continuity plans referred to in
point (f) of paragraph 1;

Article 14a(2), point (d)

(d) specify further the rules on the testing of
ICT business continuity plans and of the
effectiveness of the ICT controls
implemented referred to in point (g) of

314x paragraph 1 to ensure that such testing duly
takes into account scenarios in which the
quality of the provision of a critical or
important function deteriorates to an
unacceptable level or fails.

Article 14a(2), second subparagraph

314y

When developing those draft regulatory
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EP Mandate

Council Mandate

technical standards, the ESAs shall take into
account the size, nature, scale, complexity
and overall risk profile of the financial
entities.

Article 14a(2), third subparagraph

314z

The ESAs shall submit those draft
regulatory technical standards to the
Commission by [OJ: insert date 18 months
year after the date of entry into force].

Article 14a(2), fourth subparagraph

314aa

Power is delegated to the Commission to
adopt the regulatory technical standards
referred to in the first subparagraph in
accordance with Articles 10 to 14 of
Regulations (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010,
respectively.

CHAPTER 11l

315

CHAPTER III
ICT-RELATED INCIDENTS
MANAGEMENT, CLASSIFICATION and
REPORTING

CHAPTER III
ICT-RELATED INCIDENTS
MANAGEMENT, CLASSIFICATION and
REPORTING

CHAPTER III
ICT-RELATED INCIDENTS

MANAGEMENT, CLASSIFICATION and
REPORTING

Article 15

316
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Article 15
ICT-related incident management process

EP Mandate

Article 15
ICT-related incident management process

Council Mandate

Article 15
ICT-related incident management process

Article 1

5(1)

1. Financial entities shall establish and
implement an ICT-related incident management

1. Financial entities shall establish and
implement an ICT-related incident management

1. Financial entities shall define, establish and
implement an ICT-related incident management

317 | process to detect, manage and notify ICT- process to detect, manage and notify ICT- process to detect, manage and notify ICT-
related incidents and shall put in place early related incidents and shall put in place early related incidents-and-shal-putin-place-early
warning indicators as alerts. warning indicators as alerts. warning-indicators-as-alerts.

Article 15(2)
2. Financial entities shall establish appropriate | 2. Financial entities shall establish appropriate | 2. Financial entities shall establish appropriate
processes to ensure a consistent and integrated | procedures and processes to ensure a consistent | processes to ensure a consistent and integrated
monitoring, handling and follow-up of ICT- and integrated monitoring, handling and follow- | menitering-handlingand-follow-up of ICT-

318 related incidents, to make sure that root causes up of ICT-related incidents, to make sure that related incidents, to make sure that root causes
are identified and eradicated to prevent the root causes are identified and are identified, documented and eradicated to
occurrence of such incidents. eradicatedaddressed in order to prevent the prevent the occurrence of such incidents.

occurrence of such incidents.
Article 15(3), introductory part
3. The ICT-related incident management 3. The ICT-related incident management 3. The ICT-related incident management

319 . : .

process referred to in paragraph 1 shall: process referred to in paragraph 1 shall: process referred to in paragraph 1 shall:
Article 15(3), point (a)
(a) establish procedures to identify, track, log, (a) establish procedures to identify, track, log, (a) establish procedures to identify, track, log,

320 | categorise and classify ICT-related incidents categorise and classify ICT-related incidents categorise and classify ICT-related incidents

according to their priority and to the severity
and criticality of the services impacted, in

according to their priority and to the severity
and criticality of the services impacted, in

according to their priority and-te-the-severity
and-eritieality-of the servicestmpaeted;i

~in
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accordance with the criteria referred to in
Article 16(1);

EP Mandate

accordance with the criteria referred to in
Article 16(1);

Council Mandate

accordance with the criteria referred to in
Article 16(1);

Article 1

5(3), point (b)

(b) assign roles and responsibilities that need to

(b) assign roles and responsibilities that need to

(b) assign roles and responsibilities that need to

321 be activated for different ICT-related incident be activated for different ICT-related incident be activated for different ICT-related incident

types and scenarios; types and scenarios; types and scenarios;

Article 15(3), point (c)
(c) set out plans for communication to staff, (c) set out plans for communication to staff, (c) set out plans for communication to staff;
external stakeholders and media in accordance | external stakeholders and media in accordance and external stakeholders-and-media in
with Article 13, and for notification to clients, with Article 13, and for notification to clients, accordance with Article 13, and for notification
internal escalation procedures, including ICT- internal escalation procedures, including ICT- to clients, internal escalation procedures,

322 . ) : : .
related customer complaints, as well as for the related customer complaints, as well as for the including ICT-related customer complaints, as
provision of information to financial entities provision of information to financial entities well as for the provision of information to
that act as counterparts, as appropriate; that act as counterparts, as appropriate; financial entities that act as counterparts, as

appropriate;
Article 15(3), point (d)
(d) ensure that major ICT-related incidents are | (d) ensure that at least major ICT-related (d) ensure that at least major ICT-related
reported to relevant senior management and incidents are reported to relevant senior incidents are reported to relevant senior
inform the management body on major ICT- management and inform the management body | management and inform the management body

323 | related incidents, explaining the impact, on major ICT-related incidents, explaining the on major ICT-related incidents, explaining the
response and additional controls to be impact, response and additional controls to be impact, response and additional controls to be
established as a result of ICT-related incidents; | established as a result of major ICT-related established as a result of ICT-related incidents;

incidents;
Article 15(3), point (e)
324
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Commission Proposal

(e) establish ICT-related incident response
procedures to mitigate impacts and ensure that
services becomes operational and secure in a
timely manner.

EP Mandate

(e) establish ICT-related incident response
procedures to mitigate impacts and ensure that
services becomes operational and secure in a
timely manner.

Council Mandate

(e) establish ICT-related incident response
procedures to mitigate impacts and ensure that
services beeemesbecome operational and
secure in a timely manner.

Article 16
Article 16 Article 16 Article 16
325 Classification of ICT-related incidents Classification of ICT-related incidents Classification of ICT-related incidents[and
cyber threats]
Article 16(1), introductory part

1. Financial entities shall classify ICT-related

1. Financial entities shall classify ICT-related

1. Financial entities shall classify ICT-related

326 | incidents and shall determine their impact based | incidents and shall determine their impact based | incidents and shall determine their impact based
on the following criteria: on the following criteria: on the following criteria:
Article 16(1), point (a)
(a) the number of users or financial (a) the number of users or financial (a) the number and/or relevance of clientsef
counterparts affected by the disruption caused counterparts affected by the disruption caused wsers or financial counterparts affected by-the
by the ICT-related incident, and whether the by the ICT-related incidentand-whetherthe disraption-causedand, where applicable, the
327 | ICT-related incident has caused reputational B e e amount or number of transactions affected
impact; impeaet; by the ICT-related incident, and whether the
ICT-related incident has caused reputational
impact;
Article 16(1), point (b)
328 (b) the duration of the ICT-related incident, (b) the duration of the ICT-related incident, (b) the duration of the ICT-related incident,

including service downtime;

including service downtime;

including the service downtime;
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Commission Proposal

EP Mandate

Council Mandate

Article 16(1), point (c)
(c) the geographical spread with regard to the (c) the geographical spread with regard to the (c) the geographical spread with regard to the
309 | areas affected by the ICT-related incident, areas affected by the ICT-related incident, areas affected by the ICT-related incident,
particularly if it affects more than two Member | particularly if it affects more than two Member | particularly if it affects more than two Member
States; States; States;
Article 16(1), point (d)
(d) the data losses that the ICT-related incident | (d) the data losses that the ICT-related incident | (d) the data losses that the ICT-related incident
330 | entails, such as integrity loss, confidentiality entails, such as integrity loss, confidentiality entails, such as integrity loss, confidentiality
loss or availability loss; loss or availability loss; loss, or availability loss;
Article 16(1), point (e)
331 (e) the severity of the impact of the ICT-related | (e) the severity of the impact of the ICT-related | (e) the-severityoftheimpaectofthelCTrelated
incident on the financial entity’s ICT systems; incident on the financial entity’s ICT systems; ineident-on-the-finaneial-entity s JCT-systems;
Article 16(1), point (f)
(f) the criticality of the services affected, (f) the criticality of the services affected, () the criticality of the services affected,
332 | including the financial entity’s transactions and | including the financial entity’s transactions and | including the financial entity’s transactions and
operations; operations; operations;
Article 16(1), point (g)
(g) the economic impact of the ICT-related (g) the economic impact of the ICT-related (g) the economic impact, in particular on
incident in both absolute and relative terms. incident in both absolute and relative terms. indirect and direct cost and losses, of the ICT-
333 C . .
related incident in both absolute and relative
terms.
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Commission Proposal

6(1a)

EP Mandate

Council Mandate

333a

la. [Financial entities shall classify
significant cyber threats based on the
criticality of the services at risk, including
the financial entity’s transactions and
operations, number and/or relevance of
clients or financial counterparts targeted and
the geographical spread of the areas at risk.]|

Article 1

6(2), introductory part

2. The ESAs shall, through the Joint
Committee of the ESAs (the ‘Joint Committee’)
and after consultation with the European

2. The ESAs shall, through the Joint
Committee of the ESAs (the ‘Joint Committee”)

and after-consultationin coordination _with the

2. The ESAs shall, through the Joint
Committee efthe ESAs(the-JointCommittee™)

and-afterand in consultation with the European

SR Central Bank (ECB) and ENISA, develop European Central Bank (ECB) and ENISA, Central Bank (ECB) and ENISA, develop
common draft regulatory technical standards develop common draft regulatory technical common draft regulatory technical standards
further specifying the following: standards further specifying the following: further specifying the following:

Article 16(2), point (a)
(a) the criteria set out in paragraph 1, including | (a) the criteria set out in paragraph 1, including | (a) the criteria set out in paragraph 1, including
materiality thresholds for determining major materiality thresholds for determining major materiality thresholds for determining major

335 ICT-related incidents which are subject to the ICT-related incidents w#hickthat are subject to ICT-related incidents or, as applicable, major
reporting obligation laid down in Article 17(1); | the reporting obligation laid down in Article operational or security payment-related

17(1); incidents which are subject to the reporting
obligation laid down in Article 17(1);
Article 16(2), point (b)
336 | (b) the criteria to be applied by competent (b) the criteria to be applied by competent (b) the criteria to be applied by competent

authorities for the purpose of assessing the

authorities for the purpose of assessing the

authorities for the purpose of assessing the
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\ Commission Proposal

relevance of major ICT-related incidents to
other Member States’ jurisdictions, and the
details of ICT-related incidents reports to be
shared with other competent authorities
pursuant to points (5) and (6) of Article 17.

EP Mandate

relevance of major ICT-related incidents to
other Member States’ jurisdictions, and the
details of major ICT-related incidents reports to
be shared with other competent authorities
pursuant to points (5) and (6) of Article 17.

Council Mandate

relevance of major ICT-related incidents or, as
applicable, major operational or security
payment-related incidents to relevant
competent authorities in te-other Member
States™jurisdietions, and the details of reports
for major ICT-related incidents repertsor, as
applicable, major operational or security
payment-related incidents to be shared with
other competent authorities pursuant to points
(5) and (6) of Article 17.

Article 1

6(2), point (c)

(c) [the criteria set out in paragraph 1a,
including high materiality thresholds for

336a determining significant cyber threats which
are subject to the reporting obligation laid
down in Article 17(1a).]
Article 16(3), first subparagraph

337

3. When developing the common draft
regulatory technical standards referred to in
paragraph 2, the ESAs shall take into account
international standards, as well as specifications
developed and published by ENISA, including,
where appropriate, specifications for other
economic sectors.

3. When developing the common draft
regulatory technical standards referred to in
paragraph 2, the ESAs shall take into account
international standards, as well as specifications
developed and published by ENISA, including,
where appropriate, specifications for other
economic sectors. The ESAs shall further take
into account that the timely and efficient
management of an incident by small and
microenterprises is not constricted by the need
to respect the classification requirements set
out in this Article. The ESAs shall also take

3. When developing the common draft
regulatory technical standards referred to in
paragraph 2, the ESAs shall take into account
nternational-standardsthe size, nature, scale,
complexity and overall risk profile of the
financial entities, as well as international
standards and specifications developed and
published by ENISA, including, where
appropriate, specifications for other economic
sectors.
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EP Mandate

into consideration the size of financial entities,

the nature, scale and complexity of their
services, activities and operations, and their
overall risk profile.

Council Mandate

Article 16(3), second subparagraph

338

The ESAs shall submit those common draft
regulatory technical standards to the
Commission by [PO: insert date 1 year after the
date of entry into force].

The ESAs shall submit those common draft
regulatory technical standards to the
Commission by [PO: insert date +5ea+2 years
after the date of entry into force].

The ESAs shall submit those common draft
regulatory technical standards to the
Commission by [PO: insert date +-rearl8
months after the date of entry into force].

Article 16(3), third subparagraph

Power is delegated to the Commission to
supplement this Regulation by adopting the
regulatory technical standards referred to in

Power is delegated to the Commission to
supplement this Regulation by adopting the
regulatory technical standards referred to in

Power is delegated to the Commission to
supplement this Regulation by adopting the
regulatory technical standards referred to in

339 | paragraph 2 in accordance with Articles 10 to paragraph 2 in accordance with Articles 10 to paragraph 2 in accordance with Articles 10 to
14 of Regulations (EU) No 1093/2010, (EU) No | 14 of Regulations (EU) No 1093/2010, (EU) No | 14 of Regulations (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010, 1094/2010 and (EU) No 1095/2010, 1094/2010 and (EU) No 1095/2010,
respectively. respectively. respectively.

Article 17
Article 17 Article 17 Article 17
340 Reporting of major ICT-related incidents Reporting of major ICT-related incidents Reporting of major ICT-related incidents [and
significant cyber threats]|
Article 17(1), first subparagraph
341 1. Financial entities shall report major ICT- 1. Financial entities shall report major ICT- 1. Financial entities shall report major ICT-

related incidents to the relevant competent

related incidents to the relevant competent

related incidents to the relevant competent

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 172/341



\ Commission Proposal

authority as referred to in Article 41, within the
time-limits laid down in paragraph 3.

EP Mandate

authority as referred to in Article 41, within the
time-limits laid down in paragraph 3.

Council Mandate

authority as referred to in Article 41, within the

time-limits latd-down-in-paragraph-3-—set out in

accordance with Article 18(1a).

Article 1

7(1), first subparagraph a

Where a financial entity is subject to
supervision by more than one national
competent authority referred to in Article 41,
Member States shall designate a single

et competent authority as the relevant
competent authority responsible for carrying
out the functions and duties provided for in
this Article.
Article 17(1), first subparagraph b

Credit institutions classified as significant, in
accordance with Article 6(4) of Regulation
(EU) No 1024/2013 shall report major ICT-
related incidents to relevant national

Sl competent authority designated in
accordance with Article 4 of Directive
2013/36/EU that shall systematically and
immediately, transmit the report to the ECB.

Article 17(1), second subparagraph

342

For the purpose of the first subparagraph,
financial entities shall produce, after collecting
and analysing all relevant information, an
incident report using the template referred to in

For the purpose of the first subparagraph,
financial entities shall produce, after collecting
and analysing all relevant information, an
incident report using the template referred to in

For the purpose of the first subparagraph,
financial entities shall produce, after collecting
and analysing all relevant information, as

inetdentreportthe initial notification and
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\ Commission Proposal

Article 18 and submit it to the competent
authority.

EP Mandate

Article 18 and submit it to the competent
authority.

Council Mandate

reports referred to in paragraph 3 using the
template referred to in Article 18 and submit it
to the competent authority. In case of technical
impossibility of submitting the template,
financial entities shall submit the initial
notification to the competent authority via
alternative communication channels.

Article 1

7(1), third subparagraph

The report shall include all information
necessary for the competent authority to
determine the significance of the major ICT-

The report shall include all information
necessary for the competent authority to
determine the significance of the major ICT-

The repertinitial notification and reports
referred to in paragraph 3 shall include all
information necessary for the competent

A2 related incident and assess possible cross-border | related incident and assess possible cross-border | authority to determine the significance of the
impacts. impacts. major ICT-related incident and assess possible
cross-border impacts.
Article 17(1), third subparagraph a, introductory part
Without prejudice to the reporting by the
financial entity to the relevant competent
343a authority, pursuant to the first
subparagraph, Member States may
additionally determine that:
Article 17(1), third subparagraph a, point (a)
(a) the competent authority shall in a timely
343b manner provide the initial notification [, the

notification referred in paragraph 1a] and
each report referred to in paragraph 3 to the
national single point of contact, the national
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Commission Proposal

EP Mandate

Council Mandate

competent authorities or the national
Computer Security Incident Response Teams
designated, respectively, in accordance with
Articles 8 and 9 of Directive (EU) 2016/1148;

Article 1

7(1), third subparagraph a, point (b)

(b) some or all financial entities shall also
provide the initial notification [, the
notification referred in paragraph 1a] and
each report referred to in paragraph 3 using
the template referred to in Article 18 to the

Sl national competent authorities or the
national Computer Security Incident
Response Teams designated in accordance
with Articles 8 and 9 of Directive (EU)
2016/1148.
Article 17(1a), first subparagraph

343d

la. Financial entities may, on a voluntary
basis, notify significant cyber threats to the
relevant competent authority when they deem

the threat to be of relevance to the financial
system, service users or clients. The relevant
competent authority may provide such
information to other relevant authorities in
accordance with paragraph 3.

1a [Financial entities shall classify a
significant cyber threat and notify a
significant cyber threat without undue delay
to the relevant competent authority as
referred to in Article 41.]

[Credit institutions classified as significant,
in accordance with Article 6(4) of Regulation
(EU) No 1024/2013 shall report significant
cyber threats to relevant national competent
authority designated in accordance with
Article 4 of Directive 2013/36/EU that shall
systemically and immediately, transmit the

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 175/341



Commission Proposal

EP Mandate

Council Mandate
report to the ECB.]

Article 1

7(2)

2. Where a major ICT-related incident has or
may have an impact on the financial interests of
service users and clients, financial entities shall,
without undue delay, inform their service users
and clients about the major ICT-related incident
and shall as soon as possible inform them of all
measures which have been taken to mitigate the

2. Where a major ICT-related incident 4as-o#
may-have-anoccurs and has a material impact
on the financial interests of service users and
clients, financial entities shall, without undue
delay after having become aware of it, inform
their service users and clients about the major
ICT-related incident and shall as-soon-as

2. Where a major ICT-related incident has er
may-have-an impact on the financial interests of
service-users-and-clients, financial entities shall,
without undue delay, inform their serviee-users
and-clients about the major ICT-related incident
and shall as soon as possible inform them of all
measures which have been taken to mitigate the

344 | adverse effects of such incident. peossibte-inform them of aellmeasuresvhichthe | adverse effects of such incident.
pertinent measures that have been taken to
mitigate the adverse effects of such incident. [Financial entities shall inform, without
Where no harm to service users and clients undue delay, their clients that are potentially
materialises due to the countermeasures taken | affected by a significant cyber threat,
by the financial entity, the requirement to communicating where appropriate the type
inform service users and clients shall not of measures which the recipients may take
apply. accordingly.]
Article 17(3), introductory part
3. Financial entities shall submit to the 3. Financial entities shall submit to the 3. Financial entities shall submit to the
345 competent authority as referred to in Article 41: | competent authority as referred to in Article 41: | competent authority as referred to in Article 41
within the time-limits set out in accordance
with Article 18(1a):
Article 17(3), point (a)
346 (a) an initial notification, without delay, but no | (a) an initial notification—witheutdetar—butne | (a) an initial notification;witheut-delay,butne

later than the end of the business day, or, in case
of a major ICT-related incident that took place

Lertem e tleendd of the bredpee—dla—enin
ease-of-e-major ICT-related incident that o6k

laterthanthe-end-of the- business-day;-erin-ease
¢ o maior JCT_related incidentd ool
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\ Commission Proposal

later than 2 hours before the end of the business
day, not later than 4 hours from the beginning
of the next business day, or, where reporting
channels are not available, as soon as they
become available;

EP Mandate

S 4 > B
they-become-aveitable:shall contain
information available to the notifying entity on
a best efforts basis as follows:

Council Mandate

Article 1

7(3), point (a)(i)

346a

(i) with regard to incidents that significantly
disrupt the availability of the services provided
by the financial entity, the competent authority
shall be notified without undue delay and in
any event within 24 hours of becoming aware

of the incident;

Article 1

7(3), point (a)(ii)

346b

(ii) with regard to incidents that have a
significant impact on the financial entity other
than on the availability of the services provided
by that financial entity, the competent
authority shall be notified without undue delay
and in any event within 72 hours of becoming
aware of the incident;

Article 1

7(3), point (a)(iii)

346¢

(iii) with regard to incidents that have an
impact on the integrity, confidentiality or
security of personal data maintained by that
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EP Mandate

financial entity, the competent authority shall

be notified without undue delay and in any
event within 24 hours of becoming aware of
the incident;

Council Mandate

Article 1

7(3), point (b)

(b) an intermediate report, no later than 1 week
after the initial notification referred to in point
(a), followed as appropriate by updated
notifications every time a relevant status update
is available, as well as upon a specific request

(b) an intermediate report, #o-laterthani
weekas soon_as the status of the original
incident has changed significantly or new
information has come to light that could have
a major impact on how the ICT-related

(b) an intermediate report, ro-later-thant-week
after the initial notification referred to in point
(a), followed as appropriate by updated
notifications every time a relevant status update
is available, as well as upon a specific request

347 | of the competent authority; incident is addressed by the competent of the competent authority;
authority, after the initial notification referred
to in point (a), followed as appropriate by
updated notifications every time a relevant
status update is available, as well as upon a
specific request of the competent authority;
Article 17(3), point (c)
(c) a final report, when the root cause analysis | (c) a final report, when the root cause analysis | (c) a final report, when the root cause analysis
has been completed, regardless of whether or has been completed, regardless of whether or has been completed, regardless of whether or
not mitigation measures have already been not mitigation measures have already been not mitigation measures have already been
348 | implemented, and when the actual impact implemented, and when the actual impact implemented, and when the actual impact
figures are available to replace estimates, but figures are available to replace estimates, but figures are available to replace estimates;but
not later than one month from the moment of not later than one month from the momentdate notlater-than-one-month-fromthe-moment-of
sending the initial report of sending the initial report, sendine-the-inttial repert.
Article 17(3), point (ca)
348a

(ca) in the case of an ongoing incident at the
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\ Commission Proposal

EP Mandate

time of submission of the final report referred
to in point (c), a final report shall be provided
one month _after the incident has been
resolved,

Council Mandate

Article 1

7(3a)

348b

The relevant competent authority referred to
in Article 41 shall provide that, in duly
Justified cases, a financial entity is permitted to

deviate from the deadlines set out in points (a),
(b), (c) and (ca) of this paragraph, giving due
consideration to the ability of financial entities
to provide accurate and meaningful
information in relation to major ICT-related
incidents.

Article 1

7(4)

349

4. Financial entities may only delegate the
reporting obligations under this Article to a
third-party service provider upon approval of
the delegation by the relevant competent
authority referred to in Article 41.

4. Financial entities may only delegate the
reporting obligations under this Article to a
third-party service provider upon approval of
the delegation by the relevant competent
authority referred to in Article 41._In cases of
such delegation, the financial entity shall
remain fully accountable for the fulfilment of
the incident reporting requirements.

4 E oL entit 1v-del |
reperting-obligationsThe outsourcing of the
reporting of major ICT-related incidents [or
of the notification of significant cyber
threats] under this Article to a-third-party

service providerupen-approval-efthe

delegationbyproviders shall be subject to the
conditions established in Section I of Chapter

V and to the notification to the relevant
competent authority referred to in Article 41. In
case of such outsourcing, the financial entity
remains fully accountable for the fulfilment
of the incident reporting requirements.
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Commission Proposal

EP Mandate

Council Mandate

Article 1

7(5), introductory part

5. Upon receipt of the report referred to in
paragraph 1, the competent authority shall,
without undue delay, provide details of the
incident to:

5. Upon receipt of the report referred to in
paragraph 1, the competent authority shall,
without undue delay, provide details of the
major ICT-related incident to:

5. Upon receipt of the initial notification and
each report referred to in paragraph 43[, as well
as the notification of significant cyber threats
referred to in paragraph 1.1], the competent

350 authority shall, witheutundue-delayin a timely
manner and while respecting national
legislation on national security, provide
details of the major ICT-related incident [or
the significant cyber threat] to:

Article 17(5), point (a)
351 (a) EBA, ESMA or EIOPA, as appropriate; (a) EBA, ESMA or EIOPA, as appropriate; (a) EBA, ESMA or EIOPA, as appropriate;
Article 17(5), point (b)
(b) the ECB, as appropriate, in the case of (b) the ECB, as appropriate, in the case of (b) the ECB, as appropriate, in the case of
352 | financial entities referred to in points (a), (b) financial entities referred to in points (a), (b) financial entities referred to in points (a), (b)
and (c) of Article 2(1); and and (c¢) of Article 2(1); and and (c) of Article 2(1); and
Article 17(5), point (c)
(c) the single point of contact designated under | (c) the single point of contact designated under | (c) the single point of contact designated under

353 Article 8 of Directive (EU) 2016/1148. Article 8 of Directive (EU) 2016/1148- or Article 8 of Directive (EU) 2016/1148=;

CSIRTs designated under Article 9 of
Directive (EU) 2016/1149;
Article 17(5), point (ca)
353a
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EP Mandate

(ca) the resolution authority responsible for
the relevant financial entity. The Single
Resolution Board (SRB) with respect to
entities referred to in Article 7(2) of
Regulation (EU) No 806/2014, and for the
entities and groups referred to in Article
7(4)(b) and (5) of Regulation (EU) No
806/2014 where the conditions for the
application of those paragraphs are met;

Council Mandate

Article 17(5), point (d)

353b

(d) other relevant public authorities under
national law.

Article 17(5), point (cb)

(cb) national resolution authorities, in
relation to entities and groups referred to in
Article 7(3) of Regulation (EU) No 806/2014.
National resolution authorities shall provide to

S the SRB, on a quarterly basis, a summary of
the reports they have received under this point
in relation to entities and groups referred to in
Article 7(3) of Regulation (EU) No 806/2014;

Article 17(5), point (cc)

353d (cc) other relevant public authorities,

including ones in other Member States.
Article 17(6)
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Commission Proposal EP Mandate Council Mandate
6. EBA, ESMA or EIOPA and the ECB shall 6. EBA, ESMA or EIOPA and the ECB, in 6. Following receipt of information in
assess the relevance of the major ICT-related cooperation with ENISA, shall assess the accordance with paragraph 5, EBA, ESMA or
incident to other relevant public authorities and | relevance of the major ICT-related incident to EIOPA and the ECB in cooperation with the
notify them accordingly as soon as possible. other relevant public authorities and notify them | competent authority shall assess the relevance
The ECB shall notify the members of the accordingly as soon as possible. The ECB shall | of the major ICT-related incident to other
European System of Central Banks on issues notify the members of the European System of | relevant publiecompetent authorities ardin
relevant to the payment system. Based on that Central Banks on issues relevant to the payment | other Member States. Following this
notification, the competent authorities shall, system. Based on that notification, the assessment EBA, ESMA or EIOPA shall
354 | where appropriate, take all of the necessary competent authorities shall, where appropriate, | notify themrelevant competent authorities in
measures to protect the immediate stability of take all of the necessary measures to protect the | other Member States accordingly as soon as
the financial system. immediate stability of the financial system. possible. The ECB shall notify the members of
the European System of Central Banks on
issues relevant to the payment system. Based on
that notification, the competent authorities shall,
where appropriate, take all of the necessary
measures to protect the immediate stability of
the financial system.
Article 18
Article 18 Article 18 Article 18
355 Harmonisation of reporting content and Harmonisation of reporting content and Harmonisation of reporting content and
templates templates templates
Article 18(1), first subparagraph, introductory part
1. The ESAs, through the Joint Committee and | 1. The ESAs, through the Joint Committee and | 1. The ESAs, through the Joint Committee and
356 | after consultation with ENISA and the ECB, after consultation with ENISA and the ECB, afterin consultation with ENISA and the ECB,
shall develop: shall develop: shall develop:
Article 18(1), first subparagraph, point (a), introductory
part
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Commission Proposal

EP Mandate

Council Mandate

357

(a) common draft regulatory technical
standards in order to:

(a) common draft regulatory technical
standards in order to:

(a) common draft regulatory technical
standards in order to:

Article 18(1), first subparagraph, point (a)(1)

358

(1) establish the content of the reporting for
major ICT-related incidents;

(1) establish the content of the reporting for
major [CT-related incidents;

(1) establish the content of the reporting for
major [CT-related incidents taking into
account the criteria laid out in the first
paragraph of Article 16 for financial entities
to classify ICT-related incidents, which shall
include their relevance to other Member
States, as well as reference to whether it
constitutes a major operational or security
payment-related incidents or not;

Article 18(1), first subparagraph, point (a)(2)

359

(2) specify further the conditions under which
financial entities may delegate to a third-party
service provider, upon prior approval by the
competent authority, the reporting obligations
set out in this Chapter;

(2) specify further the conditions under which
financial entities may delegate to a third-party
service provider, upon prior approval by the
competent authority, the reporting obligations
set out in this Chapter;

@) . .. .
PS 3 .. .
Hotatont Ei yaciegartete Spart
f | o , ]1 Pt | ].5 .
H-thi -determine the time-
limits for the initial notification and each
report referred to in Article 17(3).

Article 18(1), first subparagraph, point (a)(2a)

359a

(2a) specify further the criteria for
determining the impact of a major ICT-related
incident on_a financial entity for the purposes
of Article 17(3), point (a).
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EP Mandate

Council Mandate

Article 18(1), first subparagraph, point (a)(3)

359b

(3) [establish the content of the notification
for significant cyber threats.]

Article 18(1), first subparagraph, point (b)

360

(b) common draft implementing technical
standards in order to establish the standard
forms, templates and procedures for financial
entities to report a major ICT-related incident.

(b) common draft implementing technical
standards in order to establish the standard
forms, templates and procedures for financial
entities to report a major ICT-related incident.

(b) common draft implementing technical
standards in order to establish the standard
forms, templates and procedures for financial
entities to report a major ICT-related incident
[and notify a significant cyber threat].

Article 18(1), first subparagraph a

360a

When developing those draft regulatory
technical standards, the ESAs shall take into
account the size, nature, scale, complexity
and overall risk profile of the financial
entities.

Article 18(1), second subparagraph

361

The ESAs shall submit the common draft
regulatory technical standards referred to in
point (a) of paragraph 1 and the common draft
implementing technical standards referred to in
point (b) of the paragraph 1 to the Commission
by xx 202x [PO: insert date 1 year after the date
of entry into force].

The ESAs shall submit the common draft
regulatory technical standards referred to in

point (a) of parasraphithe first subparagraph

and the common draft implementing technical
standards referred to in point (b) of the

parasraphtfirst subparagraph to the
Commission by xx 202x [PO: insert date £
year2 years after the date of entry into force].

The ESAs shall submit the common draft
regulatory technical standards referred to in
point (a) of paragraph 1 and the common draft
implementing technical standards referred to in
point (b) of the paragraph 1 to the Commission
by xx 202x [PO: insert date +-rear18 months
after the date of entry into force].
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Article 18(1), third subparagraph

362

Power is delegated to the Commission to
supplement this Regulation by adopting the
common regulatory technical standards referred
to in point (a) of paragraph 1 in accordance with
Articles 10 to 14 of Regulations (EU) No
1093/2010, (EU) No 1095/2010 and (EU) No
1094/2010, respectively.

Power is delegated to the Commission to
supplement this Regulation by adopting the
common regulatory technical standards referred
to in point (a) of paracraphithe first
subparagraph in accordance with Articles 10 to
14 of Regulations (EU) No 1093/2010, (EU) No
1095/2010 and (EU) No 1094/2010,
respectively.

Power is delegated to the Commission to
supplement this Regulation by adopting the
common regulatory technical standards referred
to in point (a) of paragraph 1 in accordance with
Articles 10 to 14 of Regulations (EU) No
1093/2010, (EU) No 1095/2010 and (EU) No
1094/2010, respectively.

Article 18(1), fourth subparagraph

363

Power is conferred on the Commission to adopt
the common implementing technical standards
referred to in point (b) of paragraph 1 in
accordance with Article 15 of Regulations (EU)
No 1093/2010, (EU) No 1095/2010 and (EU)
No 1094/2010, respectively.

Power is conferred on the Commission to adopt
the common implementing technical standards
referred to in point (b) of parasraph+Lthe first
subparagraph in accordance with Article 15 of
Regulations (EU) No 1093/2010, (EU) No
1095/2010 and (EU) No 1094/2010,
respectively.

Power is conferred on the Commission to adopt
the common implementing technical standards
referred to in point (b) of paragraph 1 in
accordance with Article 15 of Regulations (EU)
No 1093/2010, (EU) No 1095/2010 and (EU)
No 1094/2010, respectively.

Article 18(1a), first subparagraph

363a

la. Pending the outcome of the feasibility
report referred to in Article 19 on the further
centralisation of incident reporting, the ESAs,
through the Joint Committee and in
collaboration with competent authorities, the
ECB, the SRB and ENISA, shall develop
guidelines for the exchange of information on
major ICT-related incident reports in
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EP Mandate

Council Mandate

accordance with Article 17(5).

Article 18(1a), second subparagraph, introductory part

363b

The guidelines referred to in the first
subparagraph shall consider at least the

following:

Article 18(1a), second subparagraph, point (a)

363c

(a) the most efficient lines of communication

Article 18(1a), second subparagraph, point (b)

363d

(b) maintaining the security, confidentiality
and integrity of the data being exchanged;

Article 18(1a), second subparagraph, point (c)

(c) the possible involvement of financial

363e entities to complement the exchange of
information referred to in Article 40.
Article 19
Article 19 Article 19 Article 19
364 Centralisation of reporting of major ICT-related | Centralisation of reporting of major ICT-related | Centralisation of reporting of major ICT-related
incidents incidents incidents

Article 19(1)
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Commission Proposal

1. The ESAs, through the Joint Committee and
in consultation with ECB and ENISA, shall
prepare a joint report assessing the feasibility of
further centralisation of incident reporting
through the establishment of a single EU Hub
for major ICT-related incident reporting by
financial entities. The report shall explore ways
to facilitate the flow of ICT-related incident
reporting, reduce associated costs and underpin
thematic analyses with a view to enhancing
supervisory convergence.

EP Mandate

1. The ESAs, through the Joint Committee and
in consultation with ECB and ENISA, shall
prepare a joint report assessing the feasibility of
further centralisation of incident reporting
through the establishment of a single EU Hub
for major ICT-related incident reporting by
financial entities. The report shall explore ways
to facilitate the flow of ICT-related incident
reporting, reduce associated costs and underpin
thematic analyses with a view to enhancing
supervisory convergence.

Council Mandate

1. The ESAs, through the Joint Committee and
in consultation with the ECB and ENISA, shall
prepare a joint report assessing the feasibility of
further centralisation of incident reporting
through the establishment of a single EU Hub
for major ICT-related incident reporting by
financial entities. The report shall explore ways
to facilitate the flow of ICT-related incident
reporting, reduce associated costs and underpin
thematic analyses with a view to enhancing
supervisory convergence.

Article 19(2), introductory part

366

2. The report referred to in the paragraph 1
shall comprise at least the following elements:

2. The report referred to in the paragraph 1
shall comprise at least the following elements:

2. The report referred to in the-paragraph 1
shall comprise at least the following elements:

Article 19(2), point (a)

367

(a) prerequisites for the establishment of such
an EU Hub;

(a) prerequisites for the establishment of suek
an-a single EU Hub;

(a) prerequisites for the establishment of sueh
an EU Hub;

Article 19(2), point (b)

368

(b) benefits, limitations and possible risks;

(b) benefits, limitations and possible risks;

(b) benefits, limitations and pessiblerisks
including risks associated with the high
concentration of sensitive information;

Article 19(2), point (ba)

368a

(ba) capability to establish the interoperability
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Commission Proposal

EP Mandate

and assess its added value with regard to other
relevant reporting schemes, including
Directive (EU) 2016/1148.

Council Mandate

Article 19(2), point (c)

369

(c) elements of operational management;

(c) elements of operational management;

(c) elements of operational management;

Article 19(2), point (d)

370

(d) conditions of membership;

(d) conditions of membership;

(d) conditions of membership;

Article 19(2), point (e)

371

(e) modalities for financial entities and national
competent authorities to access the EU Hub;

(e) modalities for financial entities and national
competent authorities to access the single EU
Hub;

(e) modalities for financial entities and national
competent authorities to access the EU Hubj;

Article 19(2), point (f)

372

(f) apreliminary assessment of financial costs
entailed by the setting-up the operational
platform supporting the EU Hub, including the
required expertise

(f) apreliminary assessment of financial costs
entailed by the setting-up the operational
platform supporting the single EU Hub,
including the required expertise

(f) apreliminary assessment of financial costs
entailed by the setting-up the operational
platform supporting the EU Hub, including the
required expertise.

Article 19(3)

373

3. The ESAs shall submit the report referred to
in the paragraph 1 to the Commission, the
European Parliament and to the Council by xx
202x [OJ: insert date 3 years after the date of

3. The ESAs shall submit the report referred to
in the paragraph 1 to the Commission, the
European Parliament and to the Council by xx
202x [OJ: insert date 3 years after the date of

3. The ESAs shall submit the report referred to
in the paragraph 1 to the Commission, the
European Parliament and to the Council by xx
202x [OJ: insert date 3 years after the date of
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entry into force].

EP Mandate

entry into force].

Council Mandate

entry into force].

Article 20
374 Article 20 Article 20 Article 20
Supervisory feedback Supervisory feedback Supervisory feedback
Article 20(1)

375

1. Upon receipt of a report as referred to in
Article 17(1), the competent authority shall
acknowledge receipt of notification and shall as
quickly as possible provide all necessary
feedback or guidance to the financial entity, in
particular to discuss remedies at the level of the
entity or ways to minimise adverse impact
across sectors.

1. Upon receipt of a report as referred to in
Article 17(1), the competent authority shall
acknowledge receipt of notification and shall as
quickly as possible provide all necessary
feedback or guidance to the financial entity, in
particular to discuss remedies at the level of the
entity or ways to minimise adverse impact
across sectors_and also provide appropriately
anonymised feedback, insight and intelligence
to all relevant financial entities where it could
be beneficial, based on any major ICT- related
incident reports that it receives.

1. YUpenreceiptofareportasreferred
toWithout prejudice to the technical input,
advice or remedies and subsequent follow-up
which may be provided, where applicable, in
accordance with national law, by the national
Computer Security Incident Response Teams
pursuant to the tasks foreseen in Article
+#H9 of Directive (EU) 2016/1148, the

competent authority shall, upon-acknowledge
receipt of each initial notification and shall-as

guiekly-as-peossiblereport as referred to in
Article 17(3), acknowledge receipt of
notification and may, where feasible, provide
allneeessaryin a timely manner relevant and
proportionate feedback or high-level guidance
to the financial entity, in particular to make
available any relevant information on similar
threats, discuss remedies applied at the level of
the entity erand ways to minimise and mitigate
adverse impact across financial sectors.

Without prejudice to the supervisory
feedback received, financial entities shall
remain fully accountable for the handling
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EP Mandate

Council Mandate

and consequences of the [threats and]
incidents reported pursuant to Article 17[1.1
and] (3).

Article 20(2), first subparagraph

376

2. The ESAs shall, through the Joint
Committee, report yearly on an anonymised and
aggregated basis on the ICT-related incident
notifications received from competent
authorities, setting out at least the number of
ICT-related major incidents, their nature, impact
on the operations of financial entities or
customers, costs and remedial actions taken.

2. The ESAs shall, through the Joint
Committee, report yearly on an anonymised and
aggregated basis on the major ICT-related
incident_report notifications received from
competent authorities, setting out at least the
number of ICT-related major incidents, their
nature, impact on the operations of financial
entities or customers, estimated costs and
remedial actions taken.

2. The ESAs shall, through the Joint
Committee, report yearly on an anonymised and
aggregated basis on the major ICT-related
incident [and significant cyber threat|
notifications received from competent
authorities in accordance with Article 17(1)
[and 17(1a)], setting out at least the number of
ICT-related major incidents [and significant
cyber threats|, their nature, impact on the
operations of financial entities or customers,
costs and remedial actions taken.

Article 20(2), second subparagraph

The ESAs shall issue warnings and produce

The ESAs shall issue warnings and produce

The ESAs shall issue warnings and produce

377 | high-level statistics to support ICT threat and high-level statistics to support ICT threat and high-level statistics to support ICT threat and
vulnerability assessments. vulnerability assessments. vulnerability assessments.
Article 20a
Article 20a Article 14b
Operational or security payment-related Operational or security payment-related
377a incidents concerning certain financial entities incidents concerning credit institutions,

payment institutions, account information
service providers, and electronic money
institutions
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Commission Proposal EP Mandate
Article 20a(1)

The requirements laid down in this Chapter The requirements laid down in this Chapter
shall also apply to operational or security shall also apply to operational or security
payment-related incidents and to major payment-related incidents and to major

377h operational or security payment-related operational or security payment-related
incidents where they concern financial entities | incidents, in case they concern credit
referred to in Article 2(1), points (a), (b) and institutions, payment institutions, account
(). information service providers, and electronic
money institutions.
CHAPTER IV
CHAPTER IV CHAPTER IV CHAPTER IV
378 DIGITAL OPERATIONAL RESILIENCE DIGITAL OPERATIONAL RESILIENCE DIGITAL OPERATIONAL RESILIENCE
TESTING TESTING TESTING
Article 21
Article 21 Article 21 Article 21
379 General requirements for the performance of General requirements for the performance of General requirements for the performance of
digital operational resilience testing digital operational resilience testing digital operational resilience testing
Article 21(1)
1. For the purpose of assessing preparedness 1. For the purpose of assessing preparedness 1. For the purpose of assessing preparedness
for ICT-related incidents, of identifying for ICT-related incidents, of identifying for handling ICT-related incidents, of
380 | weaknesses, deficiencies or gaps in the digital weaknesses, deficiencies or gaps in the digital identifying weaknesses, deficiencies or gaps in
operational resilience and of promptly operational resilience and of promptly the digital operational resilience and of
implementing corrective measures, financial implementing corrective measures, financial promptly implementing corrective measures,
entities shall establish, maintain and review, entities other than microenterprises shall financial entities other than financial entities
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\ Commission Proposal

with due consideration to their size, business
and risk profiles, a sound and comprehensive
digital operational resilience testing programme
as an integral part of the ICT risk management
framework referred to in Article 5.

EP Mandate
establish, maintain and review,—with-dre

prefites: a sound and comprehensive digital
operational resilience testing programme as an
integral part of the ICT risk management
framework referred to in Article 5.

Council Mandate

referred to in Article 14a and other than
microenterprises shall establish, maintain and
review, with due consideration to their size,
business-and-risk-profilesnature, scale,
complexity, and overall risk profile, a sound
and comprehensive digital operational resilience
testing programme as an integral part of the ICT
risk management framework referred to in
Article 5.

Article 2

1(2)

2. The digital operational resilience testing
programme shall include a range of

2. The digital operational resilience testing
programme shall include a range of

2. The digital operational resilience testing
programme shall include a range of

381 assessments, tests, methodologies, practices and | assessments, tests, methodologies, practices and | assessments, tests, methodologies, practices and
tools to be applied in accordance with the tools to be applied in accordance with the tools to be applied in accordance with the
provisions of Articles 22 and 23. provisions of Articles 22 and 23. provisions of Articles 22 and 23.

Article 21(3)
3. Financial entities shall follow a risk-based 3. Financial entities shall follow a risk-based 3. Financial entities referred to in paragraph
approach when conducting the digital approach when conducting the digital 1 shall follow a risk-based approach when
operational resilience testing programme operational resilience testing programme conducting the digital operational resilience
referred to in paragraph 1, taking into account referred to in paragraph 1, taking into account testing programme referred to in paragraph 1,
the evolving landscape of ICT risks, any the evolving landscape of ICT risks, any with due consideration to their size, nature,

332 specific risks to which the financial entity is or | specific risks to which the financial entity is or | scale, complexity, and overall risk profile,

might be exposed, the criticality of information
assets and of services provided, as well as any
other factor the financial entity deems
appropriate.

might be exposed, the criticality of information
assets and of services provided, as well as any
other factor the financial entity deems
appropriate.

taking into account the evolving landscape of
ICT risks, any specific risks to which the
financial entity is or might be exposed, the
criticality of information assets and of services
provided, as well as any other factor the
financial entity deems appropriate.
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Commission Proposal

1(4)

EP Mandate

Council Mandate

4. Financial entities shall ensure that tests are
undertaken by independent parties, whether
internal or external.

4. Financial entities shall ensure that tests are
undertaken by independent parties, whether
internal or external. Where tests are undertaken

4. Financial entities referred to in paragraph
1 shall ensure that tests are undertaken by
independent parties, whether internal or

383 by an internal tester, financial entities shall external.
dedicate sufficient resources and ensure that
conflicts of interest are avoided throughout the
design and execution phases of the test.
Article 21(5)
5. Financial entities shall establish procedures | 5. Financial entities shall establish procedures | 5. Financial entities referred to in paragraph
and policies to prioritise, classify and remedy and policies to prioritise, classify and 1 shall establish procedures and policies to
all issues acknowledged throughout the remedyaddress all issues acknowledged prioritise, classify and remedy all issues
334 performance of the tests and shall establish throughout the performance of the tests and acknowledged throughout the performance of
internal validation methodologies to ascertain shall establish internal validation methodologies | the tests and shall establish internal validation
that all identified weaknesses, deficiencies or to ascertain that all identified weaknesses, methodologies to ascertain that all identified
gaps are fully addressed. deficiencies or gaps are fully addressed. weaknesses, deficiencies or gaps are fully
addressed.
Article 21(6)
6. Financial entities shall test all critical ICT 6. Financial entities shall testensure that 6. Financial entities referred to in paragraph
385 systems and applications at least yearly. appropriate tests are conducted on all critical 1 shall test all critical ICT systems and
ICT systems and applications at least yearly. applications at least yearly.
Article 22
336 Article 22 Article 22 Article 22

Testing of ICT tools and systems

Testing of ICT tools and systems

Testing of ICT tools and systems
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Article 22(1)

EP Mandate

Council Mandate

1. The digital operational resilience testing
programme referred to in Article 21 shall
provide for the execution of a full range of
appropriate tests, including vulnerability
assessments and scans, open source analyses,
network security assessments, gap analyses,
physical security reviews, questionnaires and
scanning software solutions, source code

1. The digital operational resilience testing
programme referred to in Article 21 shall
provide for the execution of a full range of
appropriate tests;ixctuding,

Those tests may include vulnerability
assessments and scans, open source analyses,
network security assessments, gap analyses,
physical security reviews, questionnaires and

1. The digital operational resilience testing
programme referred to in Article 21 shall
provide for the execution of a full range of
appropriate tests, ineludingwith due
consideration to the entity’s size, nature,
scale, complexity, and overall risk profile
such as vulnerability assessments and scans,
open source analyses, network security

sl reviews where feasible, scenario-based tests, scanning software solutions, source code assessments, gap analyses, physical security
compatibility testing, performance testing, end- | reviews where feasible, scenario-based tests, reviews, questionnaires and scanning software
to-end testing or penetration testing. compatibility testing, performance testing, end- | solutions, source code reviews where feasible,
to-end testing or penetration testing. scenario-based tests, compatibility testing,
performance testing, end-to-end testing or
penetration testing. Financial entities shall
either use internal or external testers for the
deployment of the testing programme.
Article 22(2)
2. Financial entities referred to in points (f) and | 2. Financial entities referred to in points (f) and | 2. Einanetal-entitiesreferred-to-inpoints{H-and
(g) of Article 2(1) shall perform vulnerability (g) of Article 2(1) shall perform vulnerability rofArticle 2(HCentral securities
assessments before any deployment or assessments before any deployment or depositories and central counterparties shall
388 redeployment of new or existing services redeployment of new or existing services perform vulnerability assessments before any
supporting the critical functions, applications supporting the critical functions, applications deployment or redeployment of new or existing
and infrastructure components of the financial and infrastructure components of the financial services supporting the critical functions,
entity. entity. applications and infrastructure components of
the financial entity.
Article 22(3)
388a

3. Financial entities referred to in Article
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\ Commission Proposal

EP Mandate

Council Mandate

14a and microenterprises shall perform the
tests referred to in Paragraph 1 combining a
risk-based approach with a strategic
planning of ICT testing, by duly considering
the need to maintain a balanced approach
between the scale of resources and time to be
allocated to the ICT testing foreseen in this
Article, on the one hand, and the urgency,
type of risk, criticality of information assets
and of services provided, as well as any other
relevant factor, including the financial
entity’s ability to take calculated risks, on the
other hand.

Article 2

389

Article 23
Advanced testing of ICT tools, systems and
processes based on threat led penetration testing

Article 23
Advanced testing of ICT tools, systems and
processes based on threat led penetration testing

Article 23
Advanced testing of ICT tools, systems and
processes based on threat led penetration testing

Article 2

3(1)

1. Financial entities identified in accordance
with paragraph 4 shall carry out at least every 3
years advanced testing by means of threat led
penetration testing.

1. Financial entities identified in accordance
with the second subparagraph of paragraph 43
shall carry out at least every 3 years advanced
testing by means of threat led penetration

1. Financial entities other than financial
entities referred to in Article 14a and other
than microenterprises identified in accordance
with paragraph 4-shalt3shall carry out atleast

390 testing. every-3-yearsaccording to the frequency
established by the competent authorities
advanced testing by means of threat led
penetration testing frameworks undertaken by
external testers.

Article 23(2), first subparagraph

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 195/341




Commission Proposal

2. Threat led penetration testing shall cover at
least the critical functions and services of a
financial entity, and shall be performed on live
production systems supporting such functions.
The precise scope of threat led penetration
testing, based on the assessment of critical
functions and services, shall be determined by

EP Mandate

2. Threat led penetration testing shall cover at
least the critical or important functions and
services of a financial entity, and shall be
performed on live production systems
supporting such functions where possible, or on
pre-production systems with the same security
configuration. The precise scope of threat led

Council Mandate

2. The threat led penetration testing shall cover
at least the critical functions and services of a
financial entity, and shall be performed on live
production systems supporting such functions.
The precise scope of threat led penetration
testing, based on the assessment of critical
functions and services, shall be determined by

X financial entities and shall be validated by the penetration testing, based on the assessment of | financial entities and shall be validated by the
competent authorities. critical or important functions and services, competent authorities.
shall be determined by financial entities and
shall be validated by the competent authorities.
It shall not be a requirement for a single threat
led penetration test to cover all critical or
important functions.
Article 23(2), second subparagraph
For the purpose of the first subparagraph, For the purpose of the first subparagraph, For the purpose of the first subparagraph,
financial entities shall identify all relevant financial entities shall identify all relevant financial entities shall identify all relevant
underlying ICT processes, systems and underlying ICT processes, systems and underlying ICT processes, systems and
392 technologies supporting critical functions and technologies supporting critical or important technologies supporting critical functions and
services, including functions and services functions and services, including critical or services, including functions and ICT services
outsourced or contracted to ICT third-party important functions and services outsourced or | outsourced or contracted to ICT third-party
service providers. contracted to ICT third-party service providers. | service providers referred to in Article 27
@)D.
Article 23(2), third subparagraph
Where ICT third-party service providers are Where critical ICT third-party service Where ICT third-party service providers are
393 | included in the remit of the threat led providers and, where necessary, non-critical included in the remit of the threat led

penetration testing, the financial entity shall
take the necessary measures to ensure the

ICT third-party service providers are included
in the remit of the threat led penetration testing,

penetration testing, the financial entity shall
take the necessary measures and safeguards to
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Commission Proposal

participation of these providers.

EP Mandate

the financial entity shall take the necessary
measures to ensure the participation of these
providers. Those ICT third-party service
providers shall not be required to
communicate information or provide any
details in relation to items that are not relevant
to the risk management controls of the
relevant critical or important functions of the
relevant financial entities. Such testing shall
not adversely impact other customers of the
ICT third-party service providers.

Council Mandate

ensure the participation of thesesuch ICT
third-party service providers and shall retain
at all times the full responsibility for
ensuring compliance with this Regulation.

Article 2

3(2), third subparagraph a

393a

In cases where the involvement of an ICT
third-party service provider in the threat led
penetration testing could potentially have an

impact on the quality, confidentiality or
security of the ICT third-party provider’s
services to other customers not falling within
the scope of this Regulation, or on the overall
integrity of the ICT third-party service
provider's operations, the financial entity and

the ICT third-party service provider may
contractually agree that the ICT third-party
service provider is permitted to enter directly
into contractual arrangements with an
external tester. ICT third-party service
providers may enter into such arrangements
on behalf of all their financial entity service
users in order to conduct pooled testing.

Without prejudice to the obligation laid
down in the first subparagraph, where, in the
case referred to in the third subparagraph,
an involvement of an ICT third-party service
provider in the threat led penetration testing
is reasonably expected to have an adverse
impact on the quality, confidentiality or
security of services delivered by the
respective ICT third-party service provider
to customers that do not fall within the scope
of this Regulation, the financial entity and
the ICT third-party service provider may
agree that the ICT third-party service
provider directly enters into contractual
arrangements with an external tester, for the
purpose of conducting, under the direction of
one designated financial entity, a pooled
threat led penetration testing involving
several financial entities to which the ICT
third-party provides ICT services.
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Council Mandate

Commission Proposal

Article 2

3(2), third subparagraph b

393b

The pooled testing referred to in
subparagraph 4 shall cover the relevant
scope of services supporting the critical or
important functions contracted to the
respective ICT third-party service provider
by the financial entities. The pooled testing
referred to in subparagraph 4 shall be
considered as threat led penetration testing
carried out by respective pooled financial
entities referred to in paragraph 1.

Article 2

3(2), third subparagraph c

393c

The number of financial entities
participating in the pooled threat led
penetration testing shall be duly calibrated
taking into account the complexity and types
of services involved.

Article 2

3(2), fourth subparagraph

394

Financial entities shall apply effective risk
management controls to reduce the risks of any
potential impact to data, damage to assets and
disruption to critical services or operations at
the financial entity itself, its counterparties or to
the financial sector.

Financial entities shall apply effective risk
management controls to »educemitigate the
risks of any potential impact to data, damage to
assets and disruption to critical servicesor
important functions or operations at the
financial entity itself, its counterparties or to the
financial sector.

Financial entities shall, with the cooperation of
ICT third-party service providers and other
involved parties, including the testers but
excluding the competent authorities, apply
effective risk management controls to
reducemitigate the risks of any potential impact
toon data, damage to assets and disruption to
critical or important functions, services or
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EP Mandate

Council Mandate

operations at the financial entity itself, its
counterparties or to the financial sector.

Article 2

3(2), fifth subparagraph

395

At the end of the test, after reports and
remediation plans have been agreed, the
financial entity and the external testers shall
provide to the competent authority the
documentation confirming that the threat led
penetration testing has been conducted in
accordance with the requirements. Competent
authorities shall validate the documentation and
issue an attestation.

At the end of the test, after reports and
remediation plans have been agreed, the
financial entity and the external testers shall
provide to the eompetentsingle public authority,
designated in accordance with paragraph 3a,
or, in the case of ICT third-party service
providers entering directly into contractual

arrangements with external testers, to ENISA,
a_confidential summary of the test results and
the documentation confirming that the threat led
penetration testing has been conducted in
accordance with the requirements. The single
public authority or ENISA, as applicable, shall

issue an attestation confirming that the test
was performed in accordance with the
requirements set out in the documentation in
order to allow for mutual recognition of threat
led penetration tests between competent
authorities, The attestation shall validatethe
doctumentation-and-issie-cr-attestationbe
shared with the competent authority of the
financial entity and, where relevant, with the

Lead Overseer of the critical ICT third-party
service provider.

At the end of the test;-afterreports-and
Lation plans ] | 4
finanetal-entity-and-the-external-testers the

financial entity, external testers and where
applicable the designated authority in
accordance with paragraph 3.1 shall provide
to the competent authority the documentation
confirmingdemonstrating that the threat led
penetration testing has been conducted in
accordance with the requirements.-Coempetent

Article 2

3(2), fifth subparagraph a

395a

Competent authorities or the authority
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EP Mandate

Council Mandate

designated in accordance with paragraph
(3.1), when such task has been delegated to it,
shall issue an attestation confirming, that the
test was performed in accordance with the
requirements in order to allow for mutual
recognition of threat led penetration tests
between competent authorities.

Article 2

3(2), fifth subparagraph b

Without prejudice of such attestation,
financial entities shall remain at all times

395b fully responsible for the impacts of the tests
referred to in the fourth subparagraph of
Article 23 (2).
Article 23(3), first subparagraph
3. Financial entities shall contract testers in 3. Financial entities, or ICT third-party service | 3. Financial entities shall contract external
accordance with Article 24 for the purposes of | providers permitted to enter directly into testers in accordance with Article 24 for the
undertaking threat led penetration testing. contractual arrangements with an external purposes of undertaking threat led penetration
396 tester in_ accordance with paragraph 2 of this testing.
Article, shall contract testers in accordance with
Article 24 for the purposes of undertaking threat
led penetration testing.
Article 23(3), second subparagraph, introductory part
Competent authorities shall identify financial Dttt e e e e Competent authorities shall identify financial
397 | entities to perform threat led penetration testing | entitiesto-performWithout prejudice to their entities required to perform threat led

in a manner that is proportionate to the size,
scale, activity and overall risk profile of the

ability to delegate tasks and competences
under this Article to other competent

penetration testing in a manner that is
proportionate to the size, nature, scale,
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financial entity, based on the assessment of the
following:

EP Mandate

authorities in charge of threat led penetration
testing, competent authorities shall identify
financial entities to perform threat led

penetration testing in_a proportionate manner

financial-entity: based on the assessment of the

following:

Council Mandate

aetivitycomplexity and overall risk profile of
the financial entity, based on the assessment of
the following:

Article 2

3(3), second subparagraph, point (a)

(a) impact-related factors, in particular the

(a) impact-related factors, in particular the

(a) impact-related factors, in particular the

398 | criticality of services provided and activities criticality of services provided and activities criticality of services provided and activities
undertaken by the financial entity; undertaken by the financial entity; undertaken by the financial entity;
Article 23(3), second subparagraph, point (b)
(b) possible financial stability concerns, (b) possible financial stability concerns, (b) possible financial stability concerns,
399 | including the systemic character of the financial | including the systemic character of the financial | including the systemic character of the financial
entity at national or Union level, as appropriate; | entity at national or Union level, as appropriate; | entity at national or Union level, as appropriate;
Article 23(3), second subparagraph, point (c)
(c) specific ICT risk profile, level of ICT (c) specific ICT risk profile, level of ICT (c) specific ICT risk profile, level of ICT
400 | maturity of the financial entity or technology maturity of the financial entity or technology maturity of the financial entity or technology
features which are involved. features which are involved. features which are involved.
Article 23(3a), first subparagraph
4002 3a Member States shall designate a single 3a Member States may designate a single

public authority to be responsible for threat led
penetration testing in the financial sector at

public authority in the financial sector
responsible for threat led penetration testing
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EP Mandate

national level, except for the identification of
financial entities in accordance with
paragraph 3, including threat led penetration
testing undertaken by financial entities and by
ICT third-party service providers entering
directly into contractual arrangements with
external testers. The designated single public
authority shall be entrusted with all
competences and tasks to that effect.

Council Mandate

related matters at national level in relation to
threat led penetration testing in the financial
sector and shall entrust it with all
competences and tasks to that effect.

Article 2

3(4), first subparagraph, introductory part -a

3b. In the absence of a designation in
accordance with paragraph 3a, a competent
authority may delegate the exercise of some

w0 or all of the tasks referred to in Articles 23
and 24 to other national authority in the
financial sector.

Article 23(4), first subparagraph, introductory part

4. EBA, ESMA and EIOPA shall, after
consulting the ECB and taking into account
relevant frameworks in the Union which apply
to intelligence-based penetration tests, develop

4. EBAESMA-cnd-EIOPA-shaliThe ESAs
shall, in coordination with ENISA, after
consulting the ECB and taking into account
relevant frameworks in the Union whickthat

4. EBA, ESMA and EIOPA shall;-after
consulting in agreement with the ECB and
Ui g hiel | ol , |

al draft regulatory technical standards to specify apply to intelligence-based threat led penetrationtestsin accordance with the
further: penetration tests, including the TIBER-EU TIBER-EU framework, develop joint draft
framework, develop one set of draft regulatory | regulatory technical standards to specify
technical standards to specify further: further:
Article 23(4), first subparagraph, point (a)
402
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(a) the criteria used for the purpose of the
application of paragraph 6 of this Article;

EP Mandate

(a) the criteria used for the purpose of the
application of the second subparagraph of
paragraph 63 of this Article;

Council Mandate

(a) the criteria used for the purpose of the
application of paragraph 61 of this Article;

Article 23(4), first subparagraph, point (b), introductory
part
403 (b) the requirements in relation to: (b) the requirements in relation to: (b) the requirements in relation to:
Article 23(4), first subparagraph, point (b)(i)
404 (i) the scope of threat led penetration testing (i) the scope of threat led penetration testing (1) the scope of threat led penetration testing
referred to in paragraph 2 of this Article; referred to in paragraph 2 of this Article; referred to in paragraph 2 of this Article;
Article 23(4), first subparagraph, point (b)(ii)
(i1) the testing methodology and approach to be | (ii) the testing methodology and approach to be | (ii) the testing methodology and approach to be
405 | followed for each specific phase of the testing followed for each specific phase of the testing followed for each specific phase of the testing
process; process; process;
Article 23(4), first subparagraph, point (b)(iii)
(iii) the results, closure and remediation stages | (iii) the results, closure and remediation stages | (iii) the results, closure and remediation stages
406 X . :
of the testing; of the testing; of the testing;
Article 23(4), first subparagraph, point (c)
(c) the type of supervisory cooperation needed | (c) the type of supervisory cooperation needed | (¢) the type of supervisory and other relevant
407 | for the implementation of threat led penetration | for the implementation and to facilitate full cooperation needed for the implementation of

testing in the context of financial entities which
operate in more than one Member State, to

mutual recognition of threat led penetration
testing in the context of financial entities

threat led penetration testing in the context of
financial entities which operate in more than
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allow an appropriate level of supervisory whichthat operate in more than one Member one Member State, to allow an appropriate level
involvement and a flexible implementation to State_and testing undertaken by external of supervisory involvement and a flexible

cater for specificities of financial sub-sectors or | testers that have entered directly into implementation to cater for specificities of
local financial markets.. contractual arrangements with ICT third-party | financial sub-sectors or local financial markets.-

service providers in accordance with
paragraph 2 of this Article, to allow an
appropriate level of supervisory involvement
and a flexible implementation to cater for
specificities of financial sub-sectors or local
financial markets.-

Article 23(4), first subparagraph a

When developing those draft regulatory
technical standards, the ESAs shall give due
407a consideration to any specific feature arising
from the distinct nature of activities across
different financial services sectors.

Article 23(4), second subparagraph

The ESAs shall submit those draft regulatory The ESAs shall submit those draft regulatory The ESAs shall submit those draft regulatory

408 technical standards to the Commission by [OJ: | technical standards to the Commission by [OJ: technical standards to the Commission by [OJ:
insert date 2 months before the date of entry insert date 26 months before the date of entry insert date 218 months befereafter the date of
into force]. into force]. entry into force].

Article 23(4), third subparagraph

Power is delegated to the Commission to Power is delegated to the Commission to Power is delegated to the Commission to

409 | supplement this Regulation by adopting the supplement this Regulation by adopting the supplement this Regulation by adopting the
regulatory technical standards referred to in the | regulatory technical standards referred to in the | regulatory technical standards referred to in the
second subparagraph in accordance with second subparagraph in accordance with second subparagraph in accordance with
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Articles 10 to 14 of Regulations (EU) No
1093/2010, (EU) No 1095/2010 and (EU) No
1094/2010, respectively.

EP Mandate

Articles 10 to 14 of Regulations (EU) No
1093/2010, (EU) No 1095/2010 and (EU) No
1094/2010, respectively.

Council Mandate

Articles 10 to 14 of Regulations (EU) No
1093/2010, (EU) No 1095/2010 and (EU) No
1094/2010, respectively.

Article 24
410 Article 24 Article 24 Article 24
Requirements for testers Requirements for testers Requirements for external testers
Article 24(1), introductory part

411

1. Financial entities shall only use testers for
the deployment of threat led penetration testing,
which:

1. Financial entities and ICT third-party
service providers permitted to enter directly
into contractual arrangements with an
external tester in accordance with Article 23(2)

shall only use testers for the deployment of
threat led penetration testing, which:

1. Financial entities other than financial
entities referred to in Article 14a and other
than microenterprises shall only use external
testers for the deployment of threat led
penetration testing, which:

Article 24(1), point (a)

412

(a) are of the highest suitability and
reputability;

(a) are of the highest suitability and
reputability;

(a) are of the highest suitability and
reputability;

Article 24(1), point (b)

413

(b) possess technical and organisational
capabilities and demonstrate specific expertise
in threat intelligence, penetration testing or red
team testing;

(b) possess technical and organisational
capabilities and demonstrate specific expertise
in threat intelligence, penetration testing or red
team testing;

(b) possess technical and organisational
capabilities and demonstrate specific expertise
in threat intelligence, penetration testing or red
team testing;

Article 24(1), point (c)
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Commission Proposal

(c) are certified by an accreditation body in a
Member State or adhere to formal codes of
conduct or ethical frameworks;

EP Mandate

(c) are certified by an accreditation body in a
Member State or adhere to formal codes of
conduct or ethical frameworks, whether the
testers are from within the Union, or from a

third country;

Council Mandate

(c) are certified by an accreditation body in a
Member State or adhere to formal codes of
conduct or ethical frameworks;

Article 24(1), point (d)

415

(d) in case of external testers, provide an
independent assurance or an audit report in
relation to the sound management of risks
associated with the execution of threat led
penetration testing, including the proper
protection of the financial entity’s confidential
information and redress for the business risks of
the financial entity;

(d) ineaseofexternaltesters—provide an
independent assurance or an audit report in
relation to the sound management of risks
associated with the execution of threat led
penetration testing, including the proper
protection of the financial entity’s confidential
information and redress for the business risks of
the financial entity;

(d) inease-ofexternal-testers;are independent
and provide an independent assurance or an
audit report in relation to the sound
management of risks associated with the
execution of threat led penetration testing,
including the proper protection of the financial
entity’s confidential information and redress for
the business risks of the financial entity;

Article 24(1), point (e)

416

(e) in case of external testers, are dully and
fully covered by relevant professional
indemnity insurances, including against risks of
misconduct and negligence.

(e) ineaseofexternaltesters—are dully and

fully covered by relevant professional
indemnity insurances, including against risks of
misconduct and negligence.

(e) imrease-ofexternaltestersrare-dullyare duly

and fully covered by relevant professional
indemnity insurances, including against risks of
misconduct and negligence.

Article 24(1), point (ea)

416a

(ea) in the case of internal testers, their use
has been approved by the relevant competent
authority and by the single public authority
designated in accordance with Article 23(3a),
and those authorities have verified that the
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EP Mandate

financial entity has dedicated sufficient

resources and ensured that conflicts of interest
are avoided throughout the design and
execution phases of the test.

Council Mandate

Article 24(2)

2. Financial entities shall ensure that
agreements concluded with external testers
require a sound management of the threat led
penetration testing results and that any
processing thereof, including any generation,
draft, store, aggregation, report, communication

2. Financial entities and ICT third-party
service providers permitted to enter directly
into contractual arrangements with an
external tester in accordance with Article 23(2)

shall ensure that egreenentsarrangements
concluded with external testers require a sound

2. Financial entities other than financial
entities referred to in Article 14a and other
than microenterprises shall ensure that
agreements concluded with external testers
require a sound management of the threat led
penetration testing results and that any

417 or destruction, do not create risks to the management of the threat led penetration testing | processing thereof, including any generation,
financial entity. results and that any processing thereof, draft, store, aggregation, report, communication
including any generation, draft, store, or destruction, do not create risks to the
aggregation, report, communication or financial entity.
destruction, do not create risks to the financial
entity.
CHAPTER V
418 CHAPTER V CHAPTER V CHAPTER V
MANAGING OF ICT THIRD-PARTY RISK MANAGING OF ICT THIRD-PARTY RISK MANAGING OF ICT THIRD-PARTY RISK
SECTION |
SECTION I Key principles for a sound SECTION I Key principles for a sound SECTION I Kkeyprineiplesforasound
419 management of ICT third party risk management of ICT third party risk managementof ICT third partyrisk KEY
PRINCIPLES FOR A SOUND
MANAGEMENT OF ICT THIRD PARTY
RISK
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Article 25
420 Articlq 25. Articlg 2§ Articlq 2§
General principles General principles General principles
Article 25, first paragraph, first subparagraph,

introduc

tory part

421

Financial entities shall manage ICT third-party
risk as an integral component of ICT risk within
their ICT risk management framework and in
accordance with the following principles:

Financial entities shall manage ICT third-party
risk as an integral component of ICT risk within
their ICT risk management framework and in
accordance with the following principles:

Financial entities shall manage ICT third-party
risk as an integral component of ICT risk within
their ICT risk management framework and in
accordance with the following principles:

Article 2

5, first paragraph, first subparagraph, point (1)

422

1. Financial entities that have in place
contractual arrangements for the use of ICT
services to run their business operations shall at
all times remain fully responsible for complying
with, and the discharge of, all obligations under
this Regulation and applicable financial services
legislation.

1. Financial entities that have in place
contractual arrangements for the use of ICT
services to run their business operations shall at
all times remain fully responsible for complying
with, and the discharge of, all obligations under
this Regulation and applicable financial services
legislation.

1. Financial entities that have in place
contractual arrangements for the use of ICT
services to run their business operations shall at
all times remain fully responsible for complying
with, and the discharge of, all obligations under
this Regulation and applicable financial services
legislation.

Article 2

5, first paragraph, first subparagraph, point (2),

introductory part

423

2. Financial entities’ management of ICT third
party risk shall be implemented in light of the
principle of proportionality, taking into account:

2. Financial entities’ management of ICT third
party risk shall be implemented in light of the
principle of proportionality, taking into account:

2. Financial entities’ management of ICT third
party risk shall be implemented in light of the
principle of proportionality, taking into account:
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Article 25, first paragraph, first subparagraph, point (2)(a)

EP Mandate

Council Mandate

(a) the scale, complexity and importance of

(a) the nature, scale, complexity and

(a) the scale, complexity and importance of

2 ICT-related dependencies, importance of ICT-related dependencies, ICT-related dependencies,
Article 25, first paragraph, first subparagraph, point
(2)(b)
(b) the risks arising from contractual (b) the risks arising from contractual (b) the risks arising from contractual
arrangements on the use of ICT services arrangements on the use of ICT services arrangements on the use of ICT services
concluded with ICT third-party service concluded with ICT third-party service concluded with ICT third-party service
providers, taking into account the criticality or | providers, taking into account the criticality or | providers, taking into account the criticality or
425 | importance of the respective service, process or | importance of the respective service, process or | importance of the respective service, process or
function, and to the potential impact on the function, and to the potential impact on the function, and to the potential impact on the
continuity and quality of financial services and | continuity and quality of financial services and | continuity and gualityavailability of financial
activities, at individual and at group level.. activities, at individual and at group level.. services and activities, at individual and at
group level.:
Article 25, first paragraph, first subparagraph, point
(2)(ba)
(ba) whether a provider of ICT services is an
425a ; - -
ICT intra-group service provider.
Article 25, first paragraph, first subparagraph, point (3)
3. As part of their ICT risk management 3. As part of their ICT risk management 3. As part of their ICT risk management
framework, financial entities shall adopt and framework, financial entities other than framework as referred to in Article 5
426 | regularly review a strategy on ICT third-party microenterprises shall adopt and regularly paragraph 1, financial entities other than

risk, taking into account the multi-vendor
strategy referred to in point (g) of Article 5(9).
That strategy shall include a policy on the use of

review a strategy on ICT third-party risk—taking
. ; » l forac]

to-ti-peintoof-trrele>A4. That strategy shall

financial entities referred to in Article 14a
and other microenterprises shall adopt and
regularly review a strategy on ICT third-party
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ICT services provided by ICT third-party
service providers and shall apply on an
individual and, as relevant, on a sub-
consolidated and consolidated basis. The
management body shall regularly review the
risks identified in respect of outsourcing of
critical or important functions.

EP Mandate

include a policy on the use of ICT services
provided by ICT third-party service providers
and shall apply on an individual and, as
relevant, on a sub-consolidated and
consolidated basis. The management body shall
regularly review the risks identified in respect

of outsourcing of critical or important functions.

Council Mandate

risk, taking into account— the multi-vendor
strategy referred to in point (g) of Article 5(9).
That strategy shall include a policy on the use
of ICT services concerning critical or
important functions provided by ICT third-
party service providers and shall apply on an
individual and, as relevant, on a sub-
consolidated and consolidated basis. The
management body shall in accordance with the
size, nature, scale, complexity and overall
risk profile of the financial entity regularly
review the risks identified in respect of
outseureing-ofto contractual arrangements on
the use of ICT services concerning critical or
important functions.

Article 2

5, first paragraph, first subparagraph, point (4)

427

4. As part of their ICT risk management
framework, financial entities shall maintain and
update at entity level and, at sub-consolidated
and consolidated levels, a Register of
Information in relation to all contractual
arrangements on the use of ICT services
provided by ICT third-party service providers.

The contractual
arrangements referred to in the first
subparagraph shall be appropriately
documented, distinguishing between those that
cover critical or important functions and those
that do not.

4. As part of their ICT risk management
framework, financial entities shall maintain and
update at entity level and, at sub-consolidated
and consolidated levels, a Register of
Information in relation to all contractual
arrangements on the use of ICT services
supporting critical or important functions
provided by ICT third-party service providers.

The contractual arrangements referred to in the
first subparagraph shall be appropriately
documented,

4. As part of their ICT risk management
framework, financial entities shall maintain and
update at entity level and, at sub-consolidated
and consolidated levels, a register of
information in relation to all contractual
arrangements on the use of ICT services
provided by ICT third-party service providers.

The contractual arrangements referred to in the
first subparagraph shall be appropriately
documented; distinguishing between those that
cover critical or important functions and those
that do not.
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Financial
entities shall report at least yearly to the
competent authorities information on the
number of new arrangements on the use of ICT
services, the categories of ICT third-party
service providers, the type of contractual
arrangements and the services and functions
which are being provided.

Financial
entities shall make available to the competent
authority, upon request, the full Register of
Information or as requested, specified sections
thereof, along with any information deemed
necessary to enable the effective supervision of
the financial entity.

Financial
entities shall inform the competent authority in
a timely manner about planned contracting of
critical or important functions and when a
function has become critical or important.

EP Mandate

Where available, financial entities shall follow
the guidelines and other measures issued by
the ESAs and competent authorities until the
entry into force of the implementing technical
standards referred to in paragraph 10.

“.'é.“”gl sishing bet .E; i ’.E“A ”‘”ff AE bt

Kot

Financial
entities shall report at least yearly to the
competent authorities information on the
number of new arrangements on the use of ICT
services_supporting critical or important
functions, the categories of ICT third-party
service providers, the type of contractual
arrangements and the services and functions
which are being provided.

Financial entities shall make available to the
competent authority, upon request, the full
Register of Information or as requested,
specified sections thereof, along with any
information deemed necessary to enable the
effective supervision of the financial entity.

Financial entities shall inform the competent

Council Mandate

Financial
entities shall reperttransmit at least yearly to
the competent authorities irfermation-onthe

the register of

information.

Financial entities shall make available to the
competent authority, upon request, the full
register of information or as requested,
specified sections thereof, along with any
information deemed necessary to enable the
effective supervision of the financial entity.

Financial
entities shall inform the competent authority in
a timely manner about any planned eentracting
of contractual arrangements on the use of
ICT services concerning critical or important
functions and when a-fanetioran ICT service
has become critical or important.
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EP Mandate

authority in a timely manner about planned
contracting of critical or important functions
and when a function has become critical or
important.

Council Mandate

Article 2
introduc

5, first paragraph, first subparagraph, point (5),
tory part

5. Before entering into a contractual

5. Before entering into a contractual

5. Before entering into a contractual

428 | arrangement on the use of ICT services, arrangement on the use of ICT services, arrangement on the use of ICT services,
financial entities shall: financial entities shall: financial entities shall:
Article 25, first paragraph, first subparagraph, point (5)(a)
(a) assess whether the contractual arrangement | (a) assess whether the contractual arrangement | (a) assess whether the contractual arrangement
429 | covers a critical or important function; covers a critical or important function; covers the use of ICT services concerning a

critical or important function;

(5)(b)

Article 25, first paragraph, first subparagraph, point

(b) assess if supervisory conditions for

(b) assess if supervisory conditions for

(b) assess if supervisory conditions for

including the possibility that such contractual
arrangements may contribute to reinforcing ICT
concentration risk;

including the possibility that such contractual
arrangements may contribute to reinforcing ICT
concentration risk;

4 . . :
= contracting are met; contracting are met; contracting are met;
Article 25, first paragraph, first subparagraph, point (5)(c)
(c) identify and assess all relevant risks in (c) identify and assess all relevant risks in (c) identify and assess all relevant risks in
431 relation to the contractual arrangement, relation to the contractual arrangement, relation to the contractual arrangement,

including the possibility that such contractual
arrangements may contribute to reinforcing ICT
related concentration risk as referred to in
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EP Mandate

Council Mandate
Article 26;

Article 2
(5)(d)

5, first paragraph, first subparagraph, point

(d) undertake all due diligence on prospective
ICT third-party service providers and ensure

(d) undertake all due diligence on prospective
ICT third-party service providers and ensure

(d) undertake all due diligence on prospective
ICT third-party service providers and ensure

432 | throughout the selection and assessment throughout the selection and assessment throughout the selection and assessment
processes that the ICT third-party service processes that the ICT third-party service processes that the ICT third-party service
provider is suitable; provider is suitable; provider is suitable;

Article 25, first paragraph, first subparagraph, point
(5)(e)

433 (e) identify and assess conflicts of interest that | (e) identify and assess conflicts of interest that | (e) identify and assess conflicts of interest that

the contractual arrangement may cause. the contractual arrangement may cause. the contractual arrangement may cause.
Article 25, first paragraph, first subparagraph, point (6)

6. Financial entities may only enter into 6. Financial entities may only enter into 6. Financial entities may only enter into

contractual arrangements with ICT third-party contractual arrangements with ICT third-party contractual arrangements on the use of ICT

service providers that comply with high, service providers that comply with high, services concerning critical or important

434 | appropriate and the latest information security appropriate and up-to-date security standards. functions with ICT third-party service
standards. The latest informationstandards shall also be providers that comply with high;-apprepriate

considered when determining whether the and-the-latest and appropriate information
security standards_in place are appropriate. security standards.
Article 25, first paragraph, first subparagraph, point (7)
435 7. In exercising access, inspection and audit 7. In exercising access, inspection and audit 7. In exercising access, inspection and audit

rights over the ICT third-party service provider,

rights over the ICT third-party service provider

rights over the ICT third-party service provider,
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financial entities shall on a risk-based approach
pre-determine the frequency of audits and
inspections and the areas to be audited through
adhering to commonly accepted audit standards
in line with any supervisory instruction on the
use and incorporation of such audit standards.

For contractual
arrangements that entail a high level of
technological complexity, the financial entity
shall verify that auditors, whether internal,
pools of auditors or external auditors possess
appropriate skills and knowledge to effectively
perform relevant audits and assessments.

EP Mandate

in relation to critical or important functions,
financial entities shall on a risk-based approach
pre-determine the frequency of audits and
inspections and the areas to be audited through
adhering to commonly accepted audit standards
in line with any supervisory instruction on the
use and incorporation of such audit standards.

For contractual
arrangements that entail a Aichlevelofdetailed
technological complexity, the financial entity
shall verify that auditors, whether internal,
pools of auditors or external auditors possess
appropriate skills and knowledge to effectively
perform relevant audits and assessments.

Council Mandate

financial entities shall on a risk-based approach
pre-determine the frequency of audits and
inspections and the areas to be audited through
adhering to commonly accepted audit standards
in line with any supervisory instruction on the
use and incorporation of such audit standards.

For contractual arrangements that entail a high
level of technological complexity, the financial
entity shall verify that auditors, whether
internal, pools of auditors or external auditors
possess appropriate skills and knowledge to
effectively perform relevant audits and
assessments.

Article 25, first paragraph, first subparagraph, point (8),
introductory part

436

8. Financial entities shall ensure that
contractual arrangements on the use of ICT
services are terminated at least under the
following circumstances:

8. Financial entities shall ensure that
contractual arrangements on the use of ICT
services—are-terminated- allow the financial
entities to take appropriate corrective or
remedial measures, which could include
wholly terminating the arrangements, if no
rectification is possible, or partially
terminating the arrangements, if rectification
is possible, under applicable law _at least under
the following circumstances:

8. Financial entities shall ensure that
contractual arrangements on the use of ICT
services—are concerning critical or important
functions may be terminated at least under the
following circumstances:

Article 25, first paragraph, first subparagraph, point (8)(a)
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(a) breach by the ICT third-party service

EP Mandate

(a) significant breach by the ICT third-party

Council Mandate

(a) breachsubstantial breaches by the ICT

437 | provider of applicable laws, regulations or service provider of applicable laws, regulations | third-party service provider of applicable laws,
contractual terms; or contractual terms; regulations or contractual terms;
Article 25, first paragraph, first subparagraph, point
(8)(aa)
(aa) a recommendation issued by the Joint
437a Oversight Body pursuant to Article 37 to a
critical ICT third-party service provider;
Article 25, first paragraph, first subparagraph, point
(8)(b)
(b) circumstances identified throughout the (b) circumstances identified throughout the (b) circumstances identified throughout the
monitoring of ICT third-party risk which are monitoring of ICT third-party risk whie/-that monitoring of ICT third-party risk which are
deemed capable of altering the performance of | are deemed capable of altering the performance | deemed capable of altering the performance of
438 | the functions provided through the contractual of the functions provided through the the functions provided through the contractual
arrangement, including material changes that contractual arrangement, including material arrangement, including material changes that
affect the arrangement or the situation of the changes that affect the arrangement or the affect the arrangement or the situation of the
ICT third-party service provider; situation of the ICT third-party service provider; | ICT third-party service provider;
Article 25, first paragraph, first subparagraph, point (8)(c)
(c) ICT third-party service provider’s (c) ICT third-party service provider’s (c) ICT third-party service provider’s
evidenced weaknesses in its overall ICT risk evidenced weaknesses #+-its-pertaining to the evidenced weaknesses in its overall ICT risk
439 management and in particular in the way it overall ICT risk management_of its contract management and in particular in the way it

ensures the security and integrity of
confidential, personal or otherwise sensitive
data or non-personal information;

with the financial entity and in particular in the
way it ensures the security and integrity of
confidential, personal or otherwise sensitive
data or non-personal information;

ensures the security and integrity of
confidential, personal or otherwise sensitive
data or non-personal information;
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EP Mandate

Council Mandate

Article 25, first paragraph, first subparagraph, point

(8)(d)

440

(d) circumstances where the competent
authority can no longer effectively supervise the
financial entity as a result of the respective
contractual arrangement.

(d) circumstances where the competent
authority demonstrably can no longer
effectively supervise the financial entity as a
result of the respective contractual arrangement.

(d) circumstances where the competent
authority can no longer effectively supervise the
financial entity as a result of the respective
contractual arrangement.

Article 2
introduc

5, first paragraph, first subparagraph, point (8a),
tory part

440a

(8a) With a view to reducing the risk of
disruptions at the level of the financial entity,
in duly justified circumstances and in
agreement with_its competent authorities, the
financial entity may decide not to terminate the

contractual arrangements with the ICT third-
party service provider until it is able to switch
to another ICT third-party service provider or
change to in-house solutions consistent with
the complexity of the service provided, in
accordance with the exit strategy referred to in

paragraph 9.

Article 2

5, first paragraph, first subparagraph, point (8a),

first paragraph

440b

8b. In cases where contractual arrangements
with ICT third-party service providers are
terminated under any of the circumstances
listed in paragraph 8, points (a) to (d),
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EP Mandate

financial entities shall not bear the cost of

transferring out data from an ICT third-party
service provider where such transfer exceeds
the cost of transferring out data provided for
in the initial contract.

Council Mandate

Article 2

5, first paragraph, first subparagraph, point (9),

introductory part

441

9. Financial entities shall put in place exit
strategies in order to take into account risks that
may emerge at the level of ICT third-party
service provider, in particular a possible failure
of the latter, a deterioration of the quality of the
functions provided, any business disruption due
to inappropriate or failed provision of services
or material risk arising in relation to the
appropriate and continuous deployment of the
function.

9. For ICT services related to critical or
important functions, financial entities shall put
in place exit strategies, to be reviewed
periodically. The exit strategies shall-i#order
to take into account risks that may emerge at the
level of ICT third-party service
providerproviders, in particular a possible
failure of the latter, a deterioration of the quality
of the functions provided, any business
disruption due to inappropriate or failed
provision of services or material risk arising in
relation to the appropriate and continuous
deployment of the function—, or in the event of
termination of contractual arrangements with
ICT third-party service providers under any of
the circumstances listed in paragraph 8, points

(a) to (d).

9. For the use of ICT services concerning
critical or important functions, financial
entities shall put in place exit strategies in order
to take into account risks that may emerge at the
level of ICT third-party service provider, in
particular a possible failure of the latter, a
deterioration of the quality of the functions
provided, any business disruption due to
inappropriate or failed provision of services or
material risk arising in relation to the
appropriate and continuous deployment of the
function.

Article 2

5, first paragraph, first subparagraph, point (9),

first paragraph, introductory part

442

Financial entities shall ensure that they are able
to exit contractual arrangements without:

Financial entities shall ensure that they are able
to exit contractual arrangements without:

Financial entities shall ensure that they are able
to exit contractual arrangements without:
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Article 25, first paragraph, first subparagraph, point (9),
first paragraph(a)

EP Mandate

Council Mandate

443

(a) disruption to their business activities,

(a) disruption to their business activities,

(a) unreasonable disruption to their business
activities,

Article 2

5, first paragraph, first subparagraph, point (9),

first paragraph(b)

444

(b) limiting compliance with regulatory
requirements,

(b) limiting compliance with regulatory
requirements,

(b) limiting compliance with regulatory
requirements,

Article 2

5, first paragraph, first subparagraph, point (9),

first paragraph(c)

445

(c) detriment to the continuity and quality of
their provision of services to clients.

(c) detriment to the continuity and quality of
their provision of services to clients.

(c) detriment to the continuity and quality of
their provision of services to clients.

Article 2

5, first paragraph, first subparagraph, point (9),

second paragraph

Exit plans shall be comprehensive, documented
and, where appropriate, sufficiently tested.

Exit plans shall be comprehensive, documented
and, where appropriate, sufficiently tested.

Exit plans shall be comprehensive, documented
and in accordance with the size, nature, scale,

446 complexity and overall risk profile of the
financial entity;—where-appropriate, sufficiently
tested and reviewed periodically.

Article 25, first paragraph, first subparagraph, point (9),

third paragraph

447

Financial entities shall identify alternative

Financial entities shall identify alternative

Financial entities shall identify alternative
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\ Commission Proposal

solutions and develop transition plans enabling
them to remove the contracted functions and the
relevant data from the ICT third-party service
provider and securely and integrally transfer
them to alternative providers or reincorporate
them in-house.

EP Mandate

solutions and develop transition plans enabling
them to remove the contracted functions and the
relevant data from the ICT third-party service
provider and securely and integrally transfer
them to alternative providers or reincorporate
them in-house.

Council Mandate

solutions and develop transition plans enabling
them to remove the contracted functions and the
relevant data from the ICT third-party service
provider and securely and integrally transfer
them to alternative providers or reincorporate
them in-house.

Article 2

5, first paragraph, first subparagraph, point (9),

fourth paragraph

Financial entities shall take appropriate
contingency measures to maintain business

Financial entities shall take appropriate
contingency measures to maintain business

Financial entities shall take appropriate
contingency measures to maintain business

448 continuity under all of the circumstances continuity under all of the circumstances continuity under all of the circumstances

referred to in the first subparagraph. referred to in the first subparagraph. referred to in the first subparagraph.
Article 25, first paragraph, first subparagraph, point (10)
10. The ESAs shall, through the Joint 10. The ESAs shall, through the Joint 10. The ESAs shall, through the Joint
Committee, develop draft implementing Committee, develop draft implementing Committee, develop draft implementing
technical standards to establish the standard technical standards to establish the standard technical standards to establish the standard
templates for the purposes of the Register of templates for the purposes of the Register of templates for the purposes of the register of
Information referred to in paragraph 4. Information referred to in paragraph 4. information referred to in paragraph 4,
including:
449 The ESAs shall The ESAs shall | (i) information that is common to all

submit those draft implementing technical
standards to the Commission by [OJ: insert date
1 year after the date of entry into force of this
Regulation].

Power is
conferred on the Commission to adopt the

submit those draft implementing technical
standards to the Commission by [OJ: insert date
1 year after the date of entry into force of this
Regulation].

Power is
conferred on the Commission to adopt the

contractual arrangements on the use of ICT
services;

(ii) further details in relation to contractual
arrangements on the use of ICT services
concerning critical or important functions.
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Commission Proposal

implementing technical standards referred to in
the first subparagraph in accordance with
Article 15 of Regulations (EU) No 1093/2010,
(EU) No 1095/2010 and (EU) No 1094/2010,
respectively.

EP Mandate

implementing technical standards referred to in
the first subparagraph in accordance with
Article 15 of Regulations (EU) No 1093/2010,
(EU) No 1095/2010 and (EU) No 1094/2010,
respectively.

Council Mandate

The ESAs shall submit those draft
implementing technical standards to the
Commission by [OJ: insert date +—-rearl8
months after the date of entry into force of this
Regulation].

Power is
conferred on the Commission to adopt the
implementing technical standards referred to in
the first subparagraph in accordance with
Article 15 of Regulations (EU) No 1093/2010,
(EU) No 1095/2010 and (EU) No 1094/2010,
respectively.

Article 2
introduc

5, first paragraph, first subparagraph, point (11),
tory part

11. The ESAs shall, through the Joint
Committee, develop draft regulatory standards:

11. The ESAs shall, through the Joint
Committee, develop draft regulatory standards:

11. The ESAs shall, through the Joint
Committee, develop draft regulatory technical
standards: to further specify the detailed
content of the policy referred to in
paragraph 3 in relation to the contractual

450 arrangements on the use of ICT services
concerning critical or important functions,
provided by ICT third-party service
providers, by reference to the main phases of
the lifecycle of the respective arrangements
on the use of ICT services;

Article 25, first paragraph, first subparagraph, point
(11)(a)
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(a) to further specify the detailed content of the

EP Mandate

(a) to further specify the detailed content of the

Council Mandate

policy referred to in paragraph 3 in relation to policy referred to in paragraph 3 in relation to pelieyreferred-to-inparagraph 3-nrelationteo
the contractual arrangements on the use of ICT | the contractual arrangements on the use of ICT | the-eontractaal arransementson-theuse ofJCT
451 services provided by ICT third-party service services provided by ICT third-party service services-provided-byICTthird-party-service
providers, by reference to the main phases of providers, by reference to the main phases of providers—hby-reterenceto-the-main-phases-of
the lifecycle of the respective arrangements on | the lifecycle of the respective arrangements on | thelifeeyele-eftherespeective-arrangementson
the use of ICT services; the use of ICT services; thetseeof T services:
Article 25, first paragraph, first subparagraph, point
(11)(b)
(b) the types of information to be included in (b) the types of information to be included in (b) thetypes-ofinformation-to-be-included-in
452 | the Register of Information referred to in the Register of Information referred to in the Register of Informationreferred-to-in
paragraph 4. paragraph 4. paragraph4-
Article 25, first paragraph, first subparagraph a
When developing those draft regulatory
technical standards, the ESAs shall take into
452a account the size, nature, scale, complexity
and overall risk profile of the financial
entities.
Article 25, first paragraph, second subparagraph
The ESAs shall submit those draft regulatory The ESAs shall submit those draft regulatory The ESAs shall submit those draft regulatory
453 technical standards to the Commission by [PO: | technical standards to the Commission by [PO: | technical standards to the Commission by [PO:
insert date 1 year after the date of entry into insert date +5ea+18 months after the date of insert date -rearl18 months after the date of
force]. entry into force]. entry into force].
Article 25, first paragraph, third subparagraph
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Commission Proposal

Power is delegated to the Commission to
supplement this Regulation by adopting the
regulatory technical standards referred to in the
second subparagraph in accordance with
Articles 10 to 14 of Regulations (EU) No
1093/2010, (EU) No 1095/2010 and (EU) No
1094/2010, respectively.

EP Mandate

Power is delegated to the Commission to
supplement this Regulation by adopting the
regulatory technical standards referred to in the
second subparagraph in accordance with
Articles 10 to 14 of Regulations (EU) No
1093/2010, (EU) No 1095/2010 and (EU) No
1094/2010, respectively.

Council Mandate

Power is delegated to the Commission to
supplement this Regulation by adopting the
regulatory technical standards referred to in the
second subparagraph in accordance with
Articles 10 to 14 of Regulations (EU) No
1093/2010, (EU) No 1095/2010 and (EU) No
1094/2010, respectively.

Article 2

455

Article 26
Preliminary assessment of ICT concentration
risk and further sub-outsourcing arrangements

Article 26

Preliminary assessment of ICT concentration

risk and further sub-outsonreinesub-
contracting arrangements

Article 26
Preliminary assessment of ICT
concentrationrelated risk and further sub-
outseureingsubcontracting arrangements with
regard to concentration risk.

Article 2

6(1), first subparagraph, introductory part

456

1. When performing the identification and
assessment of ICT concentration risk referred to
in point (c) of Article 25(5), financial entities
shall take into account whether the conclusion
of a contractual arrangement in relation to the
ICT services would lead to any of the
following:

1. When performing the identification and
assessment of ICT concentration risk referred to
in point (c) of Article 25(5), financial entities
shall take into account whether the conclusion
of a contractual arrangement in relation to #e
ICT services supporting critical or important
functions would lead to any of the following:

1. When performing the identification and
assessment of ICT concentration risk referred to
in point (c) of Article 25(5), financial entities
shall take into account whether the conclusion
of a contractual arrangement #relationte-theon
the use of ICT services concerning critical or
important functions would lead to any of the
following:

Article 2

6(1), first subparagraph, point (a)

457

(a) contracting with an ICT third-party service
provider which is not easily substitutable; or

(a) contracting with an ICT third-party service
provider whiehthat is not easily substitutable; or

(a) contracting with an ICT third-party service
provider which is not easily substitutable; or

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 222/341




Commission Proposal

EP Mandate

Council Mandate

Article 2

6(1), first subparagraph, point (b)

(b) having in place multiple contractual
arrangements in relation to the provision of ICT
services with the same ICT third-party service

(b) having in place multiple contractual
arrangements in relation to the provision of ICT
services supporting critical or important

(b) having in place multiple contractual

arrangements #r-relationto-the provisionon the

use of ICT services concerning critical or

458 provider or with closely connected ICT third- functions with the same ICT third-party service | important functions with the same ICT third-
party service providers. provider or with closely connected ICT third- party service provider or with closely connected
party service providers. ICT third-party service providers.
Article 26(1), second subparagraph
Financial entities shall weigh the benefits and Financial entities shall weigh the benefits and Financial entities shall weigh the benefits and
costs of alternative solutions, such as the use of | costs of alternative solutions, such as the use of | costs of alternative solutions, such as the use of
different ICT third-party service providers, different ICT third-party service providers, different ICT third-party service providers,

459 | taking into account if and how envisaged taking into account if and how envisaged taking into account if and how envisaged
solutions match the business needs and solutions match the business needs and solutions match the business needs and
objectives set out in their digital resilience objectives set out in their digital resilience objectives set out in their digital resilience
strategy. strategy. strategy.

Article 26(2), first subparagraph
2. Where the contractual arrangement on the 2. Where the contractual arrangement on the 2. Where the contractual arrangement on the
use of ICT services includes the possibility that | use of ICT services supporting critical or use of ICT services concerning critical or
an ICT third-party service provider further sub- | important functions includes the possibility that | important functions includes the possibility
contracts a critical or important function to an ICT third-party service provider further sub- | that an ICT third-party service provider further

460 | other ICT third-party service providers, contracts a critical or important function to sub-contractssubcontracts a critical or

financial entities shall weigh benefits and risks
that may arise in connection with such possible
sub-contracting, in particular in the case of an
ICT sub-contractor established in a third-

country.

other ICT third-party service providers,
financial entities shall weigh benefits and risks
that may arise in connection with such possible

sub-contracting;—i#-pearticutar-in-the-case-of an
Ll b ata e o b i oo Ll e hieel

important function to other ICT third-party
service providers, financial entities shall weigh
benefits and risks that may arise in connection

with such possible sub-contractingsub-

contracting, in particular in the case of an ICT
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Commission Proposal

EP Mandate

Council Mandate

sub-contractorsubcontractor established in a
third-country.

Article 2

6(2), second subparagraph, introductory part

Where contractual arrangements on the use of
ICT services are concluded with an ICT third-
party service provider established in a third-

Where contractual arrangements on the use of
ICT services supporting critical or important
functions are concluded with an ICT third-party

Where contractual arrangements on the use of
ICT services concerning critical or important
functions are concluded with an ICT third-party

461 country, financial entities shall consider service provider-established-ina-third-cowntry; | service provider established in a third-country,
relevant, at least the following factors: financial entities shall consider relevant, at least | financial entities shall eonsiderrelevant-at
the following factors: eastas a minimum consider the following as
relevant factors:
Article 26(2), second subparagraph, point (a)
462 | (a) the respect of data protection; (a) Hhreroppental o inioation: (a) the respect of data protection;
Article 26(2), second subparagraph, point (b)
463 | (b) the effective enforcement of the law; o I e L (b) the effective— enforcement of the law;
Article 26(2), second subparagraph, point (c)
(c) insolvency law provisions that would apply | (c) insolvency law provisions that would apply | (c) insolvency law provisions that would apply
464 | in the event of the ICT-third party service in the event of the ICT-third party service in the event of the ICT-third party service
provider’s bankruptcy; provider’s bankruptcy;_and provider’s bankruptcy;
Article 26(2), second subparagraph, point (d)
465 | (d) any constraints that may arise in respectto | (d) any constraints that may arise in respect to | (d) any eenstraintsconstraint that may arise in

the urgent recovery of the financial entity’s

the urgent recovery of the financial entity’s

respect to the urgent recovery of the financial
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data.

EP Mandate
data.

Council Mandate

entity’s data.

Article 2

6(2), second subparagraph a, introductory part

Where contractual arrangements on the use of
ICT services supporting critical or important
functions are concluded with an ICT third-

465a party service provider established in a third
country, financial entities shall, in addition to
the considerations referred to in the first and
second subparagraphs, also consider:
Article 26(2), second subparagraph a, point (a)
(i) the respect of Union data protection rules;
465b
and,
Article 26(2), second subparagraph a, point (b)
(ii) _the effective enforcement of the rules laid
465¢ . . .
down in this Regulation.
Article 26(2), third subparagraph
Financial entities shall assess whether and how | Where such contractual arrangements include | Financial entities shall assess whether and how
potentially long or complex chains of sub- the sub-contracting of critical or important potentially long or complex chains of sub-
contracting may impact their ability to fully functions, financial entities shall assess whether | eentractingsubcontracting may impact their
466 | monitor the contracted functions and the ability | and how potentially long or complex chains of | ability to fully monitor the contracted functions

of the competent authority to effectively
supervise the financial entity in that respect.

sub-contracting may impact their ability to fully
assess the factors listed in the second and third
subparagraphs to monitor the contracted
functions and the ability of the competent

and the ability of the competent authority to
effectively supervise the financial entity in that
respect.
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Commission Proposal

EP Mandate

Council Mandate

authority to effectively supervise the financial
entity in that respect.

Article 27
467 Article 27 Article 27 Article 27
Key contractual provisions Key contractual provisions Key contractual provisions
Article 27(1)

1. The rights and obligations of the financial
entity and of the ICT third-party service
provider shall be clearly allocated and set out in
a writing. The full contract, which includes the

1. The rights and obligations of the financial
entity and of the ICT third-party service
provider shall be clearly allocated and set out in
a writing. The full contract, which includes the

1. The rights and obligations of the financial
entity and of the ICT third-party service
provider shall be clearly allocated and set out in
a-writing. The full contract, which ineludes-the

468 services level agreements, shall be documented | services level agreements, shall be documented | servieesshall include the service level
in one written document available to the parties | in ere—written-doenmentwriting and be agreements, shall be documented in one
on paper or in a downloadable and accessible available to the parties on paper or in a written document available to the parties on
format. downloadable and accessible format. paper, or in a document with another
downloadable, durable and accessible format.
Article 27(2), introductory part
2. The contractual arrangements on the use of | 2. FheFinancial entities and ICT third-party 2. The contractual arrangements on the use of
ICT services shall include at least the following: | service providers shall ensure that contractual | ICT services concerning critical or important
469 . . . .
arrangements on the use of ICT services shall functions shall include at least the following:
include at least the following:
Article 27(2), point (a)
470 (a) a clear and complete description of all (a) a clear and complete description of all (a) a clear and complete description of all

functions and services to be provided by the
ICT third-party service provider, indicating

functions and services to be provided by the
ICT third-party service provider, indicating

functions and ICT services to be provided by
the ICT third-party service provider, indicating
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\ Commission Proposal

whether sub-contracting of a critical or
important function, or material parts thereof, is
permitted and, if so, the conditions applying to
such sub-contracting;

EP Mandate

whether sub-contracting of a critical or
important function, or material parts thereof, is
permitted and, if so, the conditions applying to
such sub-contracting;

Council Mandate

whether sub-centractingsubcontracting of a

critical or important function, or material parts
thereof, is permitted and, if so, the conditions
applying to such sub-
contractingsubcontracting;

Article 2

7(2), point (b)

(b) the locations where the contracted or sub-
contracted functions and services are to be
provided and where data is to be processed,
including the storage location, and the

(b) the locations, namely the regions or
countries, where the contracted or sub-
contracted_ICT functions and services are to be
provided and where data is to be processed,

(b) the lecatienslocation(s), namely the
regions or countries, where the contracted or
sub-contractedsubcontracted functions and
ICT services are to be provided and where the

471 requirement for the ICT third-party service including the storage location, and the data is to be processed, including the storage
provider to notify the financial entity if it requirement for the ICT third-party service location, and the requirement for the ICT third-
envisages changing such locations; provider to notify_in advance the financial party service provider to notify the financial

entity if it envisages changing such locations; entity if it envisages changing such
lecationslocation(s);
Article 27(2), point (c)
(c) provisions on accessibility, availability, (c) provisions on accessibility, availability, (c) provisions on accessibility, availability,
integrity, security and protection of personal integrity, security, confidentiality and integrity, seeurityconfidentiality and protection
data and on ensuring access, recover and return | protection of personal-data-eand-on-ensuring of data including personal data and on
in an easily accessible format of personal and teeessrecover-tdrettrn-i-cireasity ensuring access, recover and return in an easily

472 non-personal data processed by the financial accessibleformat-ofdata, including personal accessible format of persenal-and-non-personal
entity in the case of insolvency, resolution or end-non-personal-dataprocessed-brthe data processed by the financial entity in the case
discontinuation of the business operations of the | financiclentit-in-the-case-ofinsotveney: of insolvency, resolution or discontinuation of
ICT third-party service provider; resotntion-or-discontintation-of-tHhe-business the business-eperations of the ICT third-party

e L e L L service provider;
providerdata,
Article 27(2), point (ca)
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Commission Proposal

EP Mandate

(ca) provisions on ensuring access, recovery
and return in_an easily accessible format of
personal and non-personal data processed by
the financial entity in the case of insolvency,

Council Mandate

Ss resolution or discontinuation of the business
operations of the ICT third-party service
provider, or in the case of termination of the
contractual arrangements;
Article 27(2), point (d)
(d) full service level descriptions, including (d) full service level descriptions, including (d) full service level descriptions, including
updates and revisions thereof, and precise updates and revisions thereof, and precise updates and revisions thereof, and precise
quantitative and qualitative performance targets | quantitative and qualitative performance targets | quantitative and qualitative performance targets
within the agreed service levels to allow an within the agreed service levels to allow an within the agreed service levels to allow an
473 . o . . : o . . . o . .
effective monitoring by the financial entity and | effective monitoring by the financial entity and | effective monitoring by the financial entity and
enable without undue delay appropriate enable without undue delay appropriate enable without undue delay appropriate
corrective actions when agreed service levels corrective actions when agreed service levels corrective actions to be taken when agreed
are not met; are not met; service levels are not met;
Article 27(2), point (e)
(e) notice periods and reporting obligations of | (e) woticeperiods-andreportingoblisationsof | (e) notice periods and reporting obligations of
the ICT third-party service provider to the thelCT-third-partv-service providerto-the the ICT third-party service provider to the
financial entity, including notification of any Sfinancial-entite—inctudingnotificarion-of-any financial entity, including notification of any
474 | development which may have a material impact | developmentwhichmay-have-amateriedimpact | development which may have a material impact
on the ICT third-party service provider’s ability | enthetCTthird-party-serviceprovider-s-abitity | on the ICT third-party service provider’s ability
to effectively carry out critical or important o e e to effectively carry out critical or important
functions in line with agreed service levels; B e e functions in line with the agreed service levels;
Article 27(2), point (f)
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() the obligation of the ICT third-party service
provider to provide assistance in case of an ICT
incident at no additional cost or at a cost that is

EP Mandate

(f) the obligation of the ICT third-party service
provider to provide assistance in case of an ICT
incident related to the service provided at no

Council Mandate

() the obligation of the ICT third-party service
provider to provide assistance in case of an
IEFICT-related incident that affects or

R determined ex-ante; additional cost or at a cost that is determined ex- | connects to the ICT service they provide at no
ante; additional cost or at a cost that is determined
ex-ante;
Article 27(2), point (g)
(g) requirements for the ICT third-party service | (g) requirements for the ICT third-party service | (g) requirements for the ICT third-party service
provider to implement and test business provider to implement and test business provider to implement and test business
contingency plans and to have in place ICT contingency plans and to have in place ICT contingency plans and to have in place ICT
476 security measures, tools and policies which security measures, tools and policies hick security measures, tools and policies which
adequately guarantee a secure provision of adequately-gnarantee-athat provide an adequately guarantee a secure provision of
services by the financial entity in line with its appropriate level of secure provision of services | services by the financial entity in line with its
regulatory framework; by the financial entity in line with its regulatory | regulatory framework;
framework;
Article 27(2), point (h), introductory part
(h) the right to monitor on an ongoing basis the | (h) therightto-monitor-on-anongoingbasisthe | (h) the right to monitor on an ongoing basis the
477 | ICT third-party service provider’s performance, | fEFthird-party-serviceprovider-sperformances | ICT third-party service provider’s performance,
which includes: vl el which includes:
Article 27(2), point (h)(i)
i) rights of access, inspection and audit by the 1) riehts-of-acecess—inspection-and-andit-bythe | 1) unrestricted rights of access, inspection and
financial entity or by an appointed third-party, | firancial-entity-or-by-en-appointed-third-party- | audit by the competent authority, by the
478 . . . . : . . . .
and the right to take copies of relevant e financial entity or by an appointed third-party,
documentation, the effective exercise of which | decumentation—the-effective-exercise-of-whichis | and the right to take copies of relevant
is not impeded or limited by other contractual not-impeded-or-timited-brother-cottractiad documentation, the effective exercise of which
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\ Commission Proposal

arrangements or implementation policies;

EP Mandate
k o] ) licies:

Council Mandate

is not impeded or limited by other contractual
arrangements or implementation policies;

Article 2

7(2), point (h)(ii)

i) the right to agree alternative assurance levels

1) el e s e en e e

ii) the right to agree alternative assurance levels

479 | if other clients’ rights are affected; Lol iiothor el Lofeelb e ol L if other clients’ rights of the ICT third-party
service provider are affected;
Article 27(2), point (h)(iii)
iii) the commitment to fully cooperate during 101) theeommtisrenita it enopeoraio gl iii) the commitment to fully cooperate during
the onsite inspections performed by the the-onsite-inspections-performed-bv-the the ensite-inspections and audits performed by
430 financial entity and details on the scope, firaneial-entitv-and-detaitsontheseope; the competent authority, by the financial
modalities and frequency of remote audits; el e e e e et e entity or by an appointed third-party and
details on the scope, modalities and frequency
of remetesuch inspections and audits;
Article 27(2), point (i)
(1) the obligation of the ICT-third party service | (i) the obligation of the ICT-third party service | (i) the obligation of the ICT-third party service
provider to fully cooperate with the competent | provider to fully cooperate with the competent | provider to fully cooperate with the competent
481 | authorities and resolution authorities of the authorities and resolution authorities of the authorities and resolution authorities of the
financial entity, including persons appointed by | financial entity, including persons appointed by | financial entity, including persons appointed by
them; them; them;
Article 27(2), point (j)
(j) termination rights and related minimum (j) termination rights and related minimum (j) termination rights and related minimum
482 | notices period for the termination of the notices period for the termination of the notices period for the termination of the

contract, in accordance with competent
authorities’ expectations;

contract, in accordance with competent and
resolution authorities’ expectations_and, where

contract, in accordance with competent
authorities’ expectations;
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EP Mandate

that contractual arrangement impacts an ICT
intra-group service provider within the same
group, an_analysis following a risk-based

approach;

Council Mandate

Article 2

7(2), point (k), introductory part

(k) exit strategies, in particular the

(k) exit strategies, in particular the

(k) exit strategies, in particular the

483 establishment of a mandatory adequate establishment of a mandatory adequate establishment of a mandatory adequate
transition period: transition period: transition period:
Article 27(2), point (k)(i)
(i) during which the ICT third-party service (i) during which the ICT third-party service (1) during which the ICT third-party service
provider will continue providing the respective | provider will continue providing the respective | provider will continue providing the respective
functions or services with a view to reduce the functions or services with a view to reduce the functions or ICT services with a view to reduce
484 . ) . . . . ) . . . . . ) . .
risk of disruptions at the financial entity; risk of disruptions at the financial entity_or to the risk of disruptions at the financial entity;
ensure its effective resolution and
restructuring;
Article 27(2), point (k)(ii)
(i1) which allows the financial entity to switch | (ii) which allows the financial entity to switch | (ii) which allows the financial entity to
to another ICT third-party service provider or to another ICT third-party service provider or switehmigrate to another ICT third-party
485 | change to on-premises solutions consistent with | change to on-premises solutions consistent with | service provider or change to en-premisesin-
the complexity of the provided service. the complexity of the provided service:; house solutions consistent with the complexity
of the provided service.
Article 27(2), point (k)(Ila)
485a (iia) where that contractual arrangement

impacts an ICT intra-group service provider

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 231/341




Commission Proposal

EP Mandate

within the same group, it shall be analysed
following a risk-based approach;

Council Mandate

Article 27(2), point (1)
() the obligation of the ICT-third party
service provider to participate and fully
485b cooperate in a threat led penetration test of
the financial entity as referred to in Article
23;
Article 27(2), point (ka)

(ka) a provision on the processing of personal
data by the ICT-third party service provider

A which is to be in conformity with Regulation
(EU) 2016/679;
Article 27(2), point (m)

(m) the obligation for the critical ICT-third
party service provider to inform, without
undue delay, the financial entity of the

485d content of the recommendation referred to in
Article 31(1)(d), in order to allow the
financial entity to comply with the obligation
set forth in Article 37(2).
Article 27(2a), introductory part
485¢ 2a. The contractual arrangements for the

provision of critical or important functions
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EP Mandate

shall, in addition to paragraph 2, include at
least the following:

Council Mandate

Article 2

7(2a), point (a)

485f

(a) notice periods and reporting obligations of
the ICT third-party service provider to the
financial entity, including notification of any

development that might have a material impact
on the ICT third-party service provider’s
ability to effectively carry out critical or
important functions in line with agreed service
levels;

Article 2

7(2a), point (b), introductory part

485¢g

(b) the right to monitor on_an ongoing basis
the ICT third-party service provider’s
performance, which includes:

Article 2

7(2a), point (b)(1)

485h

(i) rights of access, inspection and audit by the
financial entity or by an appointed third party,

and the right to review copies of relevant
documentation on-site if they are critical to the
operations of the ICT third-party service
provider, the effective exercise of which is not

impeded or limited by other contractual
arrangements or implementation policies;

Article 2

7(2a), point (b)(2)
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\ Commission Proposal

EP Mandate

(ii) the right to agree on alternative assurance
levels if other clients’ rights are affected;

Council Mandate

Article 2

7(2a), point (b)(3)

485

(iii) the commitment by the ICT third-party
service provider to fully cooperate during the
onsite inspections and audits performed by the
competent authorities, lead overseer, financial
entity or an appointed third party, and details
on the scope, modalities and frequency of such
inspections and audits;

Article 2

7(2a), point (c)

485k

By way of derogation from point (b), the ICT
third-party service provider and the financial
entity may agree that the rights of access,
inspection and audit can be delegated to an
independent third party, appointed by the ICT
third-party service provider, and that the
financial entity is able to request information

and assurance on the ICT third-party service
provider's performance from the third party at

any time.

Article 2

7(2b), introductory part

4851

2b. The contractual arrangements for the
provision of ICT services by an ICT third-party

service provider established in a third country
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EP Mandate

and designated as critical pursuant to Article
28(9), shall, in addition to paragraphs 2 and
2a of this Article:

Council Mandate

Article 2

7(2b), point (a)

(a) stipulate that the contract is governed by

o the law of a Member State; and
Article 27(2b), point (b)
(b) guarantee that the Joint Oversight Body
485n and Lead Overseer can _carry out their duties
specified in Article 30 on the basis of their
competences set out in Article 31.
Article 27(2b), point (c)
The services for which the contractual
arrangements are concluded shall not be
4850 required to be performed by the undertaking
constituted in the Union under the law of a
Member State.
Article 27(3)
3. When negotiating contractual arrangements, | 3. When negotiating contractual arrangements, | 3. When-negotiatingcontractual-arrangements;
financial entities and ICT third-party service financial entities and ICT third-party service finaneial-entities-and HCTthird-party-serviee
486 providers shall consider the use of standard providers shall consider the use of standard providers-shall-consider-the-use-of standard
contractual clauses developed for specific contractual clauses developed for specific contractual-clauses-developedforspeeifie
services. services. services:
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Commission Proposal

7(3a)

EP Mandate

Council Mandate

486a

3a. Competent authorities shall be able to
access the contractual arrangements referred
to in this Article. The parties to those
contractual arrangements may agree to redact
commercially sensitive or confidential
information prior to granting such access to
the competent authorities, subject to the latter
being fully informed as to the extent and
nature of the redactions.

Article 2

7(4), first subparagraph

487

4. The ESAs shall, through the Joint
Committee, develop draft regulatory technical
standards to specify further the elements which
a financial entity needs to determine and assess
when sub-contracting critical or important
functions to properly give effect to the
provisions of point (a) of paragraph 2.

4. The ESAs shall, through the Joint
Committee, develop draft regulatory technical
standards to specify further the elements which
a financial entity needs to determine and assess
when sub-contracting critical or important
functions to properly give effect to the
provisions of point (a) of paragraph 2. When
developing those draft regulatory technical
standards, the ESAs shall take into
consideration the size of financial entities, the
nature, scale and complexity of their services,
activities and operations, and their overall risk

profile.

4. The ESAs shall, through the Joint
Committee, develop draft regulatory technical
standards to specify further the elements which
a financial entity needs to determine and assess
when sub-eontractingsubcontracting critical or
important functions to properly give effect to
the provisions of point (a) of paragraph 2.

Article 2

7(4), first subparagraph a

487a

When developing those draft regulatory
technical standards, the ESAs shall take into
account the size, nature, scale, complexity
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\ Commission Proposal

EP Mandate

Council Mandate

and overall risk profile of the financial
entities.
Article 27(4), second subparagraph
The ESAs shall submit those draft regulatory The ESAs shall submit those draft regulatory The ESAs shall submit those draft regulatory
438 technical standards to the Commission by [OJ: technical standards to the Commission by [OJ: technical standards to the Commission by [OJ:
insert date 1 year after the date of entry into insert date +5ea+18 months _after the date of insert date +-rear18 months after the date of
force]. entry into force]. entry into force].
Article 27(4), third subparagraph
Power is delegated to the Commission to Power is delegated to the Commission to Power is delegated to the Commission to
supplement this Regulation by adopting the supplement this Regulation by adopting the supplement this Regulation by adopting the
regulatory technical standards referred to in the | regulatory technical standards referred to in the | regulatory technical standards referred to in the
489 | first subparagraph in accordance with Articles first subparagraph in accordance with Articles first subparagraph in accordance with Articles
10 to 14 of Regulations (EU) No 1093/2010, 10 to 14 of Regulations (EU) No 1093/2010, 10 to 14 of Regulations (EU) No 1093/2010,
(EU) No 1095/2010 and (EU) No 1094/2010, (EU) No 1095/2010 and (EU) No 1094/2010, (EU) No 1095/2010 and (EU) No 1094/2010,
respectively. respectively. respectively.
SECTION Il
SECTION II Oversight framework of critical SECTION II Oversight framework of critical SECTION II Oversightframework-oferitieal
ICT third-party service providers ICT third-party service providers 1 third-party-service providers
490 OVERSIGHT FRAMEWORK OF
CRITICAL ICT THIRD-PARTY SERVICE
PROVIDERS
Article 28
491 Article 28 Article 28 Article 28
Designation of critical ICT third-party service Designation of critical ICT third-party service Designation of critical ICT third-party service
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providers

EP Mandate

providers

Council Mandate

providers

Article 28(1), introductory part

492

1. The ESAs, through the Joint Committee and
upon recommendation from the Oversight
Forum established pursuant to Article 29(1)
shall:

1. The ESAs, through the Joint Committee and
upon recommendation from the Joint Oversight
ForunBody established pursuant—o— to Article
29(1), after consultation with ENISA, shall:

1. The ESAs, through the Joint Committee and
upon recommendation from the Oversight
Forum established pursuant—te— to Article 29(1)
shall:

Article 28(1), point (a)

493

(a) designate the ICT third-party service
providers that are critical for financial entities,
taking into account the criteria specified in
paragraph 2;

(a) designate the ICT third-party service
providers that are critical for financial entities,
taking into account the criteria specified in
paragraph 2;

(a) designate the ICT third-party service
providers that are critical for financial entities,
taking into account the criteria specified in
paragraph 2;

Article 28(1), point (b)

494

(b) appoint either EBA, ESMA or EIOPA as
Lead Overseer for each critical ICT third-party
service provider, depending on whether the total
value of assets of financial entities making use
of the services of that critical ICT third-party
service provider and which are covered by one
of the Regulations (EU) No 1093/2010 (EU),
No 1094/2010 or (EU) No 1095/2010
respectively, represents more than a half of the
value of the total assets of all financial entities
making use of the services of the critical ICT
third-party service provider, as evidenced by the
consolidated balance sheets, or the individual
balance sheets where balance sheets are not

(b) appoint either EBA, ESMA or EIOPA as
Lead Overseer for each critical ICT third-party
service provider, depending on whether the total
value of assets of financial entities making use
of the services of that critical ICT third-party
service provider and which are covered by one
of the Regulations (EU) No 1093/2010 (EU),
No 1094/2010 or (EU) No 1095/2010
respectively, represents more than a half of the
value of the total assets of all financial entities
making use of the services of the critical ICT
third-party service provider, as evidenced by the
consolidated balance sheets, or the individual
balance sheets where balance sheets are not

(b) appoint either EBA, ESMA or EIOPA as
Lead Overseer for each critical ICT third-party
service provider, depending on whether-the-total

value-ofassets of finaneial entities making use
of the-services of that eritieat ICTthird-party

of thewhich of these three authorities is
responsible, in accordance with Regulations
(EU) No 1093/2010 (EU), No 1094/2010 or
(EU) No 1095/2010-espeetively;represents
more-thanahalfef, for the financial entities
having together the largest share of total
assets, from the value of the-total assets of all
financial entities making use of the services of
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Council Mandate

Commission Proposal

consolidated, of those financial entities.

consolidated, of those financial entities.

the relevant critical ICT third-party service
provider, as evidenced by the eonselidated
balaneesheets-ersum of the individual balance
sheets-where-balance-sheets-are-not
consehidated; of those financial entities.

Article 28(1a)
The Lead Overseer appointed in accordance
4944 with point (b) of the first subparagraph shall

be responsible for the daily oversight of the
critical ICT third-party service provider.

Article 28(2), introductory part

495

2. The designation referred to in point (a) of
paragraph 1 shall be based on all of the
following criteria:

2. The designation referred to in point (a) of
paragraph 1 shall be based on all of the
following criteria:

2. The designation referred to in peirt(a)y-of
paragraph 1 shall be based on all of the
following criteria in relation to ICT services
provided by an ICT third-party service
provider:

Article 28(2), point (a)

496

(a) the systemic impact on the stability,
continuity or quality of the provision of
financial services in case the relevant ICT third-
party provider would face a large scale
operational failure to provide its services, taking
into account the number of financial entities to
which the relevant ICT third-party service
provider provides services;

(a) the systemic impact on the stability,
continuity or quality of the provision of
financial services in case the relevant ICT third-
party provider would face a large scale
operational failure to provide its services, taking
into account the number of financial entities to
which the relevant ICT third-party service
provider provides services;

(a) the systemic impact on the stability,
continuity or quality of the provision of
financial services in case the relevant ICT third-
party provider would face a large scale
operational failure to provide its services, taking
into account the number of financial entities
and the total value of assets of financial
entities to which the relevant ICT third-party
service provider provides services;
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Commission Proposal

Article 28(2), point (b), introductory part

497

(b) the systemic character or importance of the
financial entities that rely on the relevant ICT
third-party provider, assessed in accordance
with the following parameters:

(b) the systemic character or importance of the
financial entities that rely on the relevant ICT
third-party provider, assessed in accordance
with the following parameters:

(b) the systemic character or importance of the
financial entities that rely on the relevant ICT
third-party provider, assessed in accordance
with the following parameters:

Article 28(2), point (b)(i)

498

i) the number of global systemically important
institutions (G-SlIs) or other systemically
important institutions (O-SlIs) that rely on the
respective ICT third-party service provider;

1) the number of global systemically important
institutions (G-SIIs) or other systemically
important institutions (O-SlIIs) that rely on the
respective ICT third-party service provider;

i) the number of global systemically important
institutions (G-SIIs) or other systemically
important institutions (O-SIIs) that rely on the
respective ICT third-party service provider;

Article 28(2), point (b)(ii)

499

i) the interdependence between the G-SlIs or
O-SIIs referred to in point (i) and other financial
entities including situations where the G-SlIs or
O-SIIs provide financial infrastructure services
to other financial entities;

ii) the interdependence between the G-SlIs or
O-SlIs referred to in point (i) and other financial
entities including situations where the G-SlIs or
O-SIIs provide financial infrastructure services
to other financial entities;

ii) the interdependence between the G-SlIs or
O-SIIs referred to in point (i) and other financial
entities including situations where the G-SlIs or
O-SIIs provide financial infrastructure services
to other financial entities;

Article 28(2), point (c)

500

(¢) the reliance of financial entities on the
services provided by the relevant ICT third-
party service provider in relation to critical or
important functions of financial entities that
ultimately involve the same ICT third-party
service provider, irrespective of whether
financial entities rely on those services directly

(¢) the reliance of financial entities on the
services provided by the relevant ICT third-
party service provider in relation to critical or
important functions of financial entities that
ultimately involve the same ICT third-party
service provider, irrespective of whether
financial entities rely on those services directly

(c) the reliance of financial entities on the
services provided by the relevant ICT third-
party service provider in relation to critical or
important functions of financial entities as
defined in point (17) of Article 3 that
ultimately involve the same ICT third-party
service provider, irrespective of whether
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or indirectly, by means or through
subcontracting arrangements;

EP Mandate

or indirectly, by means or through
subcontracting arrangements;

Council Mandate

financial entities rely on those services directly
or indirectly, by means or through
subcontracting arrangements;

Article 28(2), point (d), introductory part

501

(d) the degree of substitutability of the ICT
third-party service provider, taking into account
the following parameters:

(d) the degree of substitutability of the ICT
third-party service provider, taking into account
the following parameters:

(d) the degree of substitutability of the ICT
third-party service provider, taking into account
the following parameters:

Article 28(2), point (d)(i)

502

i) the lack of real alternatives, even partial, due
to the limited number of ICT third-party service
providers active on a specific market, or the
market share of the relevant ICT third-party
service provider, or the technical complexity or
sophistication involved, including in relation to
any proprietary technology, or the specific
features of the ICT third-party service
provider’s organisation or activity;

1) the lack of real alternatives, even partial, due
to the limited number of ICT third-party service
providers active on a specific market, or the
market share of the relevant ICT third-party
service provider, or the technical complexity or
sophistication involved, including in relation to
any proprietary technology, or the specific
features of the ICT third-party service
provider’s organisation or activity;

i) the lack of real alternatives, even partial, due
to the limited number of ICT third-party service
providers active on a specific market, or the
market share of the relevant ICT third-party
service provider, or the technical complexity or
sophistication involved, including in relation to
any proprietary technology, or the specific
features of the ICT third-party service
provider’s organisation or activity;

Article 28(2), point (d)(ii)

503

i) difficulties to partially or fully migrate the
relevant data and workloads from the relevant to
another ICT third-party service provider, due to
either significant financial costs, time or other
type of resources that the migration process may
entail, or to increased ICT risks or other
operational risks to which the financial entity
may be exposed through such migration.

ii) difficulties to partially or fully migrate the
relevant data and workloads from the relevant to
another ICT third-party service provider, due to
either significant financial costs, time or other
type of resources that the migration process may
entail, or to increased ICT risks or other
operational risks to which the financial entity
may be exposed through such migration.

i) difficulties to partially or fully migrate the
relevant data and workloads from the relevant
to another ICT third-party service provider, due
to either significant financial costs, time or
other type of resources that the migration
process may entail, or to increased ICT risks or
other operational risks to which the financial
entity may be exposed through such migration.
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EP Mandate

Council Mandate

Article 28(2), point (e)

504

(e) the number of Member States in which the
relevant ICT third-party service provider
provides services;

(e) the number of Member States in which the
relevant ICT third-party service provider
provides services;

Article 28(2), point (f)

505

(f) the number of Member States in which
financial entities using the relevant ICT third-
party service provider are operating.

(f) the number of Member States in which
financial entities using the relevant ICT third-
party service provider are operating.

Article 28(2), point (fa)

(fa) the materiality and importance of the

505a services provided by the relevant ICT third-
party service provider.
Article 28(2a)
2a. Where the ICT third-party service
provider belongs to a group, the criteria
505b referred to in paragraph 2 shall be
considered in relation to the ICT service
provided by the group as a whole.
Article 28(2b)
505¢ 2b. Critical ICT third-party service

providers which are part of a group shall
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EP Mandate

Council Mandate

designate one legal person as coordination
point to ensure adequate representation and
communication with the Lead Overseer.

Article 28(2a)

505d

2a. The Joint Oversight Body shall notify the
ICT third-party service provider before
initiating its assessment for the purposes of the
designation referred to paragraph 1, point (a).

5a. The Lead Overseer shall notify the ICT
third-party service provider of the outcome
of the assessment referred in paragraph 2.

Within 60 calendar days from the date of the
notification, the ICT third-party service
provider may submit to the Lead Overseer a
reasoned statement on the assessment which
shall contain all relevant additional
information which may be deemed
appropriate by the ICT third-party service
provider to support the completeness and
accuracy of the designation procedure.

Before taking a decision on designation
pursuant to paragraph 1, the Lead Overseer
shall take due consideration of the reasoned
statement and may request the ICT third-
party service provider to submit further
information which may be needed within 30
calendar days.

Article 28(2b)

505e

The Joint Oversight Body shall notify the ICT
third-party service provider of the outcome of
the assessment referred to in the first
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EP Mandate

subparagraph by providing a draft
recommendation of criticality. Within 6 weeks
from the date of receipt of that draft

recommendation, the ICT third-party service
provider may submit to the Joint Oversight

Body a reasoned statement on the assessment.
That reasoned statement shall contain all
relevant additional information deemed to be
appropriate by the ICT third-party service
provider in order to support the completeness

and accuracy of the designation procedure or
to challenge the draft recommendation of
criticality. The Joint Committee of the ESAs
shall take due consideration of the reasoned
statement and may request further information

or evidence from the ICT third-party service
provider prior to taking a decision on

designation.

Council Mandate

Article 28(2c)

505¢f

The Joint Committee of the ESAs shall notify
the ICT third-party service provider of its
designation as critical. The ICT third-party
service provider shall have at least three
months, from the date of receipt of the
notification, to make any necessary
adjustments to allow the Joint Oversight Body
to carry out its duties pursuant to Article 30, as

well as to notify the financial entities to which
the ICT third-party service provider provides
services. The Joint Oversight Body may allow
the adjustment period to be extended for a
maximum period of three months if requested,
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EP Mandate

and duly justified, by the designated ICT third-
party service provider.

Council Mandate

Article 28(3)

3. The Commission is empowered to adopt
delegated acts in accordance with Article 50 to
supplement the criteria referred to in paragraph

3. The Commission is empowered to adopt a
delegated @etsact in accordance with Article 50
to supplement-specify further the criteria

3. The Commission is-empewered-toshall

adopt a delegated aetsact in accordance with
Article 50 to supplementfurther specify the

506 2. referred to in paragraph 2. criteria referred to in paragraph 2 and in point
(iii) of paragraph 5, by [OJ: insert date 12
months after the date of entry into force].

Article 28(4)
4. The designation mechanism referred to in 4. The designation mechanism referred to in 4. The designation mechanism referred to i

507 point (a) of paragraph 1 shall not be used until point (a) of paragraph 1 shall not be used until peint{ayefparagraph 1 shall not be used until

the Commission has adopted a delegated act in | the Commission has adopted a delegated act in | the Commission has adopted a delegated act in
accordance with paragraph 3. accordance with paragraph 3. accordance with paragraph 3.

Article 28(5)
5. The designation mechanism referred to in 5. The designation mechanism referred to in 5. The designation mechanism referred to in
point (a) of paragraph 1 shall not apply in point (a) of paragraph 1 shall not apply in point (a) of paragraph 1 shall not apply in
relation to ICT third-party service providers that | relation to ICT third-party service providers that | relation to:
are subject to oversight frameworks established | are subject to oversight frameworks established

508 for the purposes of supporting the tasks referred | for the purposes of supporting the tasks referred | (i) financial entities providing ICT services

to in Article 127(2) of the Treaty on the
Functioning of the European Union.

to in Article 127(2) of the Treaty on the
Functioning of the European Union.

to other financial entities;

(ii) ICT JE&F-third-party service providers
that are subject to oversight frameworks
established for the purposes of supporting the
tasks referred to in Article 127(2) of the Treaty
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EP Mandate

Council Mandate

on the Functioning of the European Union, and

(iii) ICT third-party service providers that
are part of a financial group and provide
services predominantly to their parent
undertaking, subsidiaries and branches of its
parent undertaking.

(iv)  ICT third-party service providers
providing ICT services solely in one Member
State to financial entities that are only active
in that Member State.

Article 28(6)

6. The ESAs, through the Joint Committee,
shall establish, publish and yearly update the list

6. The =SAs—throush-the-Joint-Conmnitiee Joint
Oversight Body, in consultation with ENISA,

6. The ESAs, through the Joint Committee,
shall establish, publish and yearly update the list

509 | of critical ICT third-party service providers at shall establish, publish and yearb-regularly of critical ICT third-party service providers at

Union level. update the list of critical ICT third-party service | Union level.
providers at Union level.
Article 28(7)

7. For the purposes of point (a) of paragraph 1, | 7. For the purposes of point (a) of paragraph 1, | 7. For the purposes of point (a) of paragraph 1,
competent authorities shall transmit, on a yearly | competent authorities shall transmit, on a yearly | competent authorities shall transmit, on a yearly
and aggregated basis, the reports referred to in and aggregated basis, the reports referred to in and aggregated basis, the repertsreferred-to-in
Article 25(4) to the Oversight Forum Article 25(4) to the Joint Oversight Forun Artiele 25(4Hregister of information, to the

510 | established pursuant to Article 29. The Body established pursuant to Article 29. The Oversight Forum established pursuant to Article

Oversight Forum shall assess the ICT third-
party dependencies of financial entities based
on the information received from the competent
authorities.

OversishtForun-Joint Oversight Body shall
assess— the ICT third-party dependencies of

financial entities based on the information
received from the competent authorities.

29. The Oversight Forum shall assess— the ICT
third-party dependencies of financial entities
based on the information received from the
competent authorities.
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Article 28(8), first subparagraph

EP Mandate

Council Mandate

511

8. ICT third-party service providers that are not
included in the list referred to in paragraph 6
may request to be included in that list.

8. The ICT third-party service providers that
are not included in the list referred to in
paragraph 6 may request to be included in that
list.

8. ICT third-party service providers that are not
included in the list referred to in paragraph 6
may request to be included in that list.

Article 28(8), second subparagraph

512

For the purpose of the first subparagraph, the
ICT third-party service provider shall submit a
reasoned application to EBA, ESMA or EIOPA,
which, through the Joint Committee, shall
decide whether to include that ICT third-party
service provider in that list in accordance with
point (a) of paragraph 1.

For the purpose of the first subparagraph, the
ICT third-party service provider shall submit a
reasoned application to EBA, ESMA or EIOPA,
which, through the Joint Committee, shall
decide whether to include that ICT third-party
service provider in that list in accordance with
point (a) of paragraph 1.

For the purpose of the first subparagraph, the
ICT third-party service provider shall submit a
reasoned application to EBASESMA-er
EIOPAthe Lead Overseer, which, through the
Joint Committee, shall decide whether to
include that ICT third-party service provider in
that list in accordance with point (a) of
paragraph 1.

Article 28(8), third subparagraph

513

The decision referred to in the second
subparagraph shall be adopted and notified to
the ICT third-party service provider within 6
months of receipt of the application.

The decision referred to in the second
subparagraph shall be adopted and notified to
the ICT third-party service provider within 6
months of receipt of the application.

The decision referred to in the second
subparagraph shall be adopted and notified to
the ICT third-party service provider within 6
months of receipt of the application.

Article 28(8a), first subparagraph

513a

8a. The Joint Committee of the ESAs, upon
recommendation from the Joint Oversight
Body, shall designate the ICT third-party
service providers established in a third country
that are critical for financial entities in

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 247/341



Commission Proposal

EP Mandate

Council Mandate

accordance with paragraph 1, point (a).
Article 28(8a), second subparagraph
In making the designation referred to in the
513b first subparagraph of this paragraph, the ESAs
and the Joint Oversight Body shall follow the
procedural steps set out in paragraph 2a.
Article 28(9)
9. Financial entities shall not make use of an 9. Financial entities shall not make use of ara 9. Financial entities shall aetmake-use
ICT third-party service provider established in a | critical ICT third-party service provider ofrefrain from using an ICT third-party service
third country that would be designated as established in a third country unless that ICT provider established in a third country that
critical pursuant to point (a) of paragraph 1 if it | third-party service provider has an wonld-be-designated as critical pursuant to peint
514 | Were established in the Union. undertaking constituted in the Union under a)yefparagraph 1 #it-were-establishedthat did
the law of a Member State and has concluded | not establish a subsidiary in the Union within
contractual arrangements in accordance with 12 months following the designation.
Article 27(2b)that-woutd-be-desienated-as
m— ot ) of b1 it
Article 29
515 Article 29 Article 29 Article 29
Structure of the Oversight Framework Structure of the Oversight Framework Structure of the Oversight Framework
Article 29(1), first subparagraph
516 1. The Joint Committee, in accordance with 1. The Joint Committece—in-aecordancewith 1. The Joint Committee, in accordance with
Article 57 of Regulation (EU) No 1093/2010, shetiele St e e L0 N TOOS DL Article 57 of Regulation (EU) No 1093/2010,
(EU) No 1094/2010 and (EU) No 1095/2010, L e e B (EU) No 1094/2010 and (EU) No 1095/2010,
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shall establish the Oversight Forum as a sub-
committee for the purposes of supporting the
work of the Joint Committee and the Lead
Overseer referred to in point (b) of Article 28(1)
in the area of ICT third-party risk across
financial sectors. The Oversight Forum shall
prepare the draft joint positions and common
acts of the Joint Committee in that area.

EP Mandate

workQversight Body shall be established for
the purposes of overseeing ICT third-party
risk across financial sectors and conducting
direct oversight of ICT third-party service
providers designated as critical pursuant to
Article 28.

The role of the Joint Committee-and-theLead

o o E‘ZF;T— L z] t.“: ’

aerossQversight Body shall be limited to

oversight powers related to ICT risks

concerning the ICT services provided to

financial sectors—Fhe-Oversichi-l<orumivhall
he-drafiioi tiome ad

tets-of thedoint-Compnitiee-in-that-aredentities

by critical ICT third-party service providers.

Council Mandate

shall establish the Oversight Forum as a sub-
committee for the purposes of supporting the
work of the Joint Committee and the Lead
Overseer referred-to-inpoint-(b)-ofArticle 28(H
in the area of ICT third-party risk across
financial sectors. The Oversight Forum shall
prepare the draft joint positions and common
acts of the Joint Committee in that area.

Article 29(1), second subparagraph

The Oversight Forum shall regularly discuss
relevant developments on ICT risks and

The Joint Oversight Feru#Body shall regularly
discuss relevant developments on ICT risks and

The Oversight Forum shall regularly discuss
relevant developments on ICT risks and

517 | vulnerabilities and promote a consistent vulnerabilities and promote a consistent vulnerabilities and promote a consistent
approach in the monitoring of ICT third-party approach in the monitoring of ICT third-party approach in the monitoring of ICT third-party
risk at Union scale. risk at Union scale. risk at Union scale.

Article 29(2)
518 2. The Oversight Forum shall on a yearly basis | 2. The Joint Oversight #e###Body shall on a 2. The Oversight Forum shall on a yearly basis

undertake a collective assessment of the results
and findings of Oversight activities conducted

yearly basis undertake a collective assessment
of the results and findings of the Oversight

undertake a collective assessment of the results
and findings of Oversight activities conducted
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for all critical ICT third-party providers and
promote coordination measures to increase the
digital operational resilience of financial
entities, foster best practices on addressing ICT
concentration risk and explore mitigants for
cross-sector risk transfers.

EP Mandate

activities conducted for all critical ICT third-
party service providers and promote
coordination measures to increase the digital
operational resilience of financial entities, foster
best practices on addressing ICT concentration
risk and explore mitigants for cross-sector risk
transfers.

Council Mandate

for all critical ICT third-party providers and
promote coordination measures to increase the
digital operational resilience of financial
entities, foster best practices on addressing ICT
concentration risk and explore mitigants for
cross-sector risk transfers.

Article 29(3)

3. The Oversight Forum shall submit
comprehensive benchmarks of critical ICT
third-party service providers to be adopted by

3- The Joint Oversight £eru#Body shall
submit comprehensive benchmarks of critical
ICT third-party service providers to be adopted

3. The Oversight Forum shall submit
comprehensive benchmarks of critical ICT
third-party service providers to be adopted by

519 | the Joint Committee as joint positions of the by the Joint Committee as joint positions of the | the Joint Committee as joint positions of the
ESAs in accordance with Articles 56(1) of ESAs in accordance with Articles 56(1) of ESAs in accordance with Articles 56(1) of
Regulations (EU) No 1093/2010, (EU) No Regulations (EU) No 1093/2010, (EU) No Regulations (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010. 1094/2010 and (EU) No 1095/2010. 1094/2010 and (EU) No 1095/2010.

Article 29(4)
4. The Oversight Forum shall be composed of | 43. The Joint Oversight #e###Body shall be 43. The Oversight Forum shall be composed of
the Chairpersons of the ESAs, and one high- composed of the Chairpersons-Executive :
level representative from the current staff of the | Directors of the ESAs, and one high-level
relevant competent authority from each Member | representative from the current staff of the (a) the Chairpersons of the ESAs, and-who
State. The Executive Directors of each ESA and | refevant-competent-authoritifrom—eachMenber | shall be voting members;
500 | °ne representative from the European State—hetExecutive-Directors-of each-£S4

Commission, from the ESRB, from ECB and
from ENISA shall participate in the Oversight
Forum as observers.

andESAs and one high-level rebresentative
from at least eight of the national competent

authorities. One representative from the
European Commission, from the ESRB, from
ECB and from ENISA, and at least one
independent expert appointed in_ accordance
with paragraph 3a of this Article shall

(b) one high-level representative from the
current staff of the relevant competent authority
referred to in Article 41 from each Member
State—, who shall be voting members;

(¢) the Executive Directors of each ESA and
one representative from the European
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participate-shat-pearticipate-in-the-Oversisht Commission, from the ESRB, from ECB and
Forunt as observers. from ENISA, who shall partieipate-in-the

Oversight Horum-asbe non-voting observers;

(d) where appropriate, one representative
per Member State of a national competent
authority referred to in Article 41, who shall
be non-voting observers;

(e)  where applicable, one representative
of the national competent authorities
designated in accordance with Article 8 of
Directive (EU) 2016/1148 responsible for the
supervision of an operator of essential
services listed in point (7) of Annex II or a
digital service provider listed in Annex III of
that Directive, respectively, which has been
designated as a critical ICT third-party
service provider, who shall be non-voting
observers.

Article 29(4a), introductory part

Following the annual designation of critical
ICT third-party service providers, pursuant to
point (a) of Article 28(1), the Joint Committee
520a of the ESAs shall decide which national
competent authorities shall be members of the
Joint Oversight Body, taking into account the
following factors:

Article 29(4a), point (a)
520b
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(a) the number of critical ICT third-party
service providers established or providing
services in the Member State;

Article 29(4a), point (b)

(b) the reliance of the financial entities in a
520c¢ Member State on critical ICT third-party
service providers;

Article 29(4a), point (c)

(c) the relative expertise of a national
competent authority;

520d

Article 29(4a), point (d)

(d) the available resources and capacity of a
national competent authority;

520e

Article 29(4a), point (e)

(e) the need for the operation and decision
520f making of the Joint Oversight Body to be
streamlined, lean, and efficient.

Article 29(4a)

3a. Each Member State shall designate the
relevant competent authority whose staff
member shall be the high-level

520g
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representative referred in point (b) of
paragraph 3 to ensure the Member State
representation in the Oversight Forum and
shall inform the Lead Overseer thereof.

The Lead Overseer shall publish on its
website the list of high-level representatives
designated by Member States.

Article 29(4b)
The Joint Oversight Body shall share its
520h documentation and decisions with all national
competent authorities that are not members of
the Joint Oversight Body.
Article 29(4c)

The work of the Joint Oversight Body shall
5201 be supported and assisted by dedicated staff
from across the ESAs.

Article 29(4d)
3a. The independent expert referred to in
paragraph 3 of this Article shall be appointed
5205 as an observer by the Joint Oversight Body
following a public and transparent application
process.
Article 29(4e)
520k
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EP Mandate

The independent expert shall be appointed on
the basis of their expertise on financial
stability, digital operational resilience and ICT
security matters for a two year term.

Council Mandate

Article 29(4f)

5201

The appointed independent expert shall not
hold any office at national, Union, or
international level. The independent expert
shall act independently and objectively in the
sole interest of the Union as a whole and shall
neither seek nor take instructions from Union
institutions or bodies, from any government of
a Member State or from any other public or

private body.

Article 29

(4g)

520m

The Joint Oversight Body may decide to
appoint more than one independent expert
observer.

Article 29

(5)

521

5. In accordance with Article 16 of Regulation
(EU) No 1093/2010, (EU) No 1094/2010 and
(EU) No 1095/2010, the ESAs shall issue
guidelines on the cooperation between the ESAs
and the competent authorities for the purposes
of this Section on the detailed procedures and
conditions relating to the execution of tasks

34. In accordance with Article 16 of Regulation
(EU) No 1093/2010, (EU) No 1094/2010 and
(EU) No 1095/2010, the ESAs shall issue
guidelines by [OJ: insert date 18 months after
the date of entry into force of this Regulation]
on the cooperation between the £S4s-Joint
Oversight Body, the Lead Overseer _and the

54. In accordance with Article 16 of Regulation
(EU) No 1093/2010, (EU) No 1094/2010 and
(EU) No 1095/2010, the ESAs shall by [OJ:
insert date 18 months after the date of entry
into force] issue guidelines on the cooperation
between the ESAs and the competent authorities
for the purposes of this Section on the detailed
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between competent authorities and the ESAs
and details on exchanges of information needed
by competent authorities to ensure the follow-
up of recommendations addressed by Lead
Overseers pursuant to point (d) of Article 31(1)
to critical ICT third-party providers.

EP Mandate

competent authorities for the purposes of this
Section on the detailed procedures and
conditions relating to the execution of tasks
between competent authorities and the £54s
Joint Oversight Body and details on exchanges
of information needed by competent authorities
to ensure the follow-up of recommendations
addressed by Lead-Overseersthe Joint
Oversight Body pursuant to point (d) of Article
31(1) to critical ICT third-party providers.

Council Mandate

procedures and conditions relating to the
execution of tasks between competent
authorities and the ESAs and details on
exchanges of information needed by competent
authorities to ensure the follow-up of
recommendations addressed by Lead
OverseersOverseer pursuant to point (d) of
Article 31(1) to critical ICT third-party
providers.

Article 29

(6)

6. The requirements set out in this Section shall
be without prejudice to the application of

63. The requirements set out in this Section
shall be without prejudice to the application of

65. The requirements set out in this Section
shall be without prejudice to the application of

522 | Directive (EU) 2016/1148 and of other Union Directive (EU) 2016/1148 and of other Union Directive (EU) 2016/1148 and of other Union
rules on oversight applicable to providers of rules on oversight applicable to providers of rules on oversight applicable to providers of
cloud computing services. cloud computing services. cloud computing services.

Article 29(7)
7. The ESAs, through the Joint Committee and | 76. FTheESAs—+throngh-The Joint Committee 76. The ESAs, through the Joint Committee
based on preparatory work conducted by the el e e tem e eeelnaa Ly and based on preparatory work conducted by

573 Oversight Forum, shall present yearly to the the-Oversight FerumBody, shall present yearly | the Oversight Forum, shall present yearly to the
European Parliament, the Council and the to the European Parliament, the Council and the | European Parliament, the Council and the
Commission a report on the application of this Commission a report on the application of this Commission a report on the application of this
Section. Section. Section.

Article 30
524 Article 30 Article 30 Article 30

Tasks of the Lead Overseer

Tasks of the Lead Overseer

Tasks of the Lead Overseer
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Commission Proposal

EP Mandate

Council Mandate

Article 30(1)

525

1. The Lead Overseer shall assess whether each
critical ICT third-party service provider has in
place comprehensive, sound and effective rules,
procedures, mechanisms and arrangements to
manage the ICT risks which it may pose to
financial entities.

1. The Lead Overseer, appointed under Article
28(1), point (b), shall lead and coordinate the
daily oversight of critical ICT third-party
service providers and shall be the primary
point of contact for those critical ICT third-

party service providers-shatl-assessawvhether
eritical JCT-third . ¥
7 Hleﬁy ﬁi Geedl’ﬁ 65, “!eeﬂa”m e
g % . lzi ties.

1. The Lead Overseer shall assess whether each
critical ICT third-party service provider has in
place comprehensive, sound and effective rules,
procedures, mechanisms and arrangements to
manage the ICT risks which it may pose to
financial entities.

Article 30(1a)

525a

la. The Lead Overseer shall assess whether
each critical ICT third-party service provider
has in place comprehensive, sound and
effective rules, procedures, mechanisms and
arrangements to manage the ICT risks which
it may pose to financial entities. That
assessment shall primarily focus on the ICT
services supporting critical or important
functions provided by the critical ICT third-

party service providers to financial entities, but
may also be broader if relevant to the
assessment of the risks to those functions.

Article 30(2), introductory part

526
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Commission Proposal

2. The assessment referred to in paragraph 1
shall include:

EP Mandate

2. The assessment referred to in paragraph +1a
shall include:

Council Mandate

2. The assessment referred to in paragraph 1
shall include:

Article 30(2), point (a)

527

(a) ICT requirements to ensure, in particular,
the security, availability, continuity, scalability
and quality of services which the critical ICT
third-party service provider provides to
financial entities, as well as the ability to
maintain at all times high standards of security,
confidentiality and integrity of data;

(a) ICT requirements to ensure, in particular,
the security, availability, continuity, scalability
and quality of services which the critical ICT
third-party service provider provides to
financial entities, as well as the ability to
maintain at all times high standards of security,
confidentiality and integrity of data;

(a) ICT requirements to ensure, in particular,
the security, availability, continuity, scalability
and quality of services which the critical ICT
third-party service provider provides to
financial entities, as well as the ability to
maintain at all times high standards of seeurity;

confidentiality-and-integrityconfidentiality,
integrity and availability of data;

Article 30(2), point (b)

528

(b) the physical security contributing to
ensuring the ICT security, including the security
of premises, facilities, datacentres;

(b) the physical security contributing to
ensuring the ICT security, including the security
of premises, facilities, datacentres;

(b) the physical security contributing to
ensuring the ICT security, including the security
of premises, facilities, datacentres;

Article 30(2), point (c)

529

(c) the risk management processes, including
ICT risk management policies, ICT business
continuity and ICT disaster recovery plans;

(¢) the risk management processes, including
ICT risk management policies, ICT business
continuity and ICT disaster recovery plans;

(c) the risk management processes, including
ICT risk management policies, ICT business
continuity and ICT disaster recovery plans;

Article 30(2), point (d)

530

(d) the governance arrangements, including an
organisational structure with clear, transparent
and consistent lines of responsibility and
accountability rules enabling an effective ICT

(d) the governance arrangements, including an
organisational structure with clear, transparent
and consistent lines of responsibility and
accountability rules enabling an effective ICT

(d) the governance arrangements, including an
organisational structure with clear, transparent
and consistent lines of responsibility and
accountability rules enabling an effective ICT
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Commission Proposal

risk management;

EP Mandate

risk management;

Council Mandate

risk management;

Article 30(2), point (e)

531

(e) the identification, monitoring and prompt
reporting of ICT-related incidents to the
financial entities, the management and
resolution of those incidents, in particular
cyber-attacks;

(e) the identification, monitoring and prompt
reporting of major ICT-related incidents to the
financial entities, the management and
resolution of those incidents, in particular
cyber-attacks;

(e) the identification, monitoring and prompt
reporting of ICT-related incidents to the
financial entities, the management and
resolution of those incidents, in particular
cyber-attacks;

Article 30(2), point (f)

532

(f) the mechanisms for data portability,
application portability and interoperability,
which ensure an effective exercise of
termination rights by the financial entities;

(f) the mechanisms for data portability,
application portability and interoperability,
which ensure an effective exercise of
termination rights by the financial entities;

(f) the mechanisms for data portability,
application portability and interoperability,
which ensure an effective exercise of
termination rights by the financial entities;

Article 30(2), point (g)

533

(g) the testing of ICT systems, infrastructure
and controls;

(g) the testing of ICT systems, infrastructure
and controls;

(g) the testing of ICT systems, infrastructure
and controls;

Article 30(2), point (h)

534

(h) the ICT audits;

(h) the ICT audits;

(h) the ICT audits;

Article 30(2), point (i)

535

(i) the use of relevant national and international
standards applicable to the provision of its ICT
services to the financial entities.

(1) the use of relevant national and international
standards applicable to the provision of its ICT
services to the financial entities.

(1) the use of relevant national and international
standards applicable to the provision of its ICT
services to the financial entities.
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Article 30(3)
3. Based on the assessment referred to in 3. Based on the assessment referred to in 3. Based on the assessment referred to in
paragraph 1, the Lead Overseer shall adopt a paragraph 4 1a undertaken by the Lead paragraph 1, the Lead Overseer shall adopt a
clear, detailed and reasoned individual Overseer, the Joint Oversight Body, under the | clear, detailed and reasoned individual
Oversight plan for each critical ICT third-party | coordination and direction of the Lead Oversight plan describing the annual
service provider. That plan shall be Overseer, shall draft and propose a clear, oversight objectives and the main oversight
536 | communicated each year to the critical ICT detailed and reasoned individual Oversight actions foreseen for each critical ICT third-
third-party service provider. plan for each-shall-adopt-a-clear—detaited-and | party service provider. That plan shall be
e T e O communicated each year to the critical ICT
et LI el el g Ll T third-party service provider.
el L . ! ool ;
critical ICT third-party service provider.
Article 30(3a)
When preparing the draft Oversight Plan, the
Joint Oversight Body shall consult all relevant
competent authorities and single points of
5364 contact referred to in Article 8 of Directive
(EU) 2016/1148 to ensure that there are no
inconsistencies or duplications with the
obligations of the critical ICT third-party
service provider under that Directive.
Article 30(3b)
536b The Oversight plan shall be adopted on a
vearly basis by the board of the Lead Overseer.
Article 30(3c)
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Commission Proposal

EP Mandate

Prior to adoption, the draft Oversight plan
shall be communicated to the critical ICT
third-party service provider.

Council Mandate

Article 30(3d)

536d

Upon receipt of the draft Oversight Plan, the
critical ICT third-party service provider shall
have a period of six weeks within which to
review and submit a reasoned statement on the
draft Oversight plan. Such reasoned statement
may be submitted only if the critical ICT third-
party service provider is able to produce

evidences that the execution of the Oversight
Plan would generate a disproportionate impact
on or disruption to customers not subject to
this Regulation, or that there is a more
effective or efficient solution for managing the
identified ICT risks. If such a statement is
submitted, the critical ICT third-party service
provider shall suggest to the Joint Qversight

Body a more effective or efficient solution to
achieve the objectives of the draft Oversight
Plan.

Article 30(3e)

536¢

Prior to adopting the Oversight Plan, the
board of the Lead Overseer shall take due
consideration of the reasoned statement and
may request further information or evidence
from the ICT third-party service provider.
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EP Mandate

Council Mandate

Article 30(4)

4. Once the annual Oversight plans referred to
in paragraph 3 have been agreed and notified to
the critical ICT third-party service providers,

4. Once the annual Oversight plans referred to
in paragraph 3 have been asreedadopted and
notified to the critical ICT third-party service

4. Once the annual Oversight plans referred to
in paragraph 3 have been agreedadopted by the
Lead Overseer and notified to the critical ICT

537 | competent authorities may only take measures providers, competent authorities may only take | third-party service providers, competent
concerning critical ICT third-party service measures concerning critical ICT third-party authorities may only take measures concerning
providers in agreement with the Lead Overseer. | service providers in agreement with the Lead critical ICT third-party service providers in

OverseerJoint Oversight Body. agreement with the Lead Overseer.
Article 31
538 Article 31 Article 31 Article 31
Powers of the Lead Overseer Powers-of the Lead-OverseerQversight Powers Powers of the Lead Overseer
Article 31(1), introductory part
1. For the purposes of carrying out the duties 1. For the purposes of carrying out the duties 1. For the purposes of carrying out the duties
laid down in this Section, the Lead Overseer laid down in this Section, the Lead Overseer laid down in this Section, the Lead Overseer
539 | shall have the following powers: shall have the following powers_in respect of shall have the following powers:
the services provided by critical ICT third-
party service providers to financial entities:
Article 31(1), point (a)

540 (a) to request all relevant information and (a) to request all relevant information and (a) to request all relevant information and

documentation in accordance with Article 32; documentation in accordance with Article 32; documentation in accordance with Article 32;
Article 31(1), point (b)
541
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Commission Proposal

(b) to conduct general investigations and
inspections in accordance with Articles 33 and
34;

EP Mandate

(b) to conduct general investigations and on-
site inspections in accordance with Articles 33
and 34;

Council Mandate

(b) to conduct general investigations and
inspections in accordance with Articles 33 and
34;

Article 3

1(1), point (c)

(c) to request reports after the completion of the
Oversight activities specifying the actions
which have been taken or the remedies which

(c) to request reports after the completion of the
Oversight activities specifying the actions
whichthat have been taken or the remedies

(c) to request reports after the completion of
the Oversight activities specifying the actions
which have been taken or the remedies which

542 | have been implemented by the critical ICT whiehthat_have been implemented by the have been implemented by the critical ICT
third-party providers in relation to the critical ICT third-party service providers in third-party providers in relation to the
recommendations referred to in point (d) of this | relation to the recommendations referred to # recommendations referred to in point (d) of this
paragraph; potnttd)-of-thisparasraph;paragraph la; paragraph;

Article 31(1), point (d), introductory part
(d) to address recommendations on the areas thla. For the purposes of carrying out the (d) to address recommendations on the areas
referred to in Article 30(2), in particular duties laid down in this Section, and on the referred to in Article 30(2), #rpartietlar
concerning the following: basis of the information obtained by the Lead | concerning the following:
Overseer and the outcomes of the
543 investigations conducted by the Lead Overseer,
the Joint Qversight Body shall have the power
to address recommendations on the areas
referred to in Article 30(2), in particular
concerning the following:
Article 31(1), point (d)(i)
(i) the use of specific ICT security and quality | (i) the use of specific ICT security and quality | (i) the use of specific ICT security and quality
544 | requirements or processes, notably in relation to | requirements or processes, notably in relation to | requirements or processes, notably in relation to

the roll-out of patches, updates, encryption and
other security measures which the Lead

the roll-out of patches, updates, encryption and
other security measures which-theLead

the roll-out of patches, updates, encryption and
other security measures which the Lead
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Overseer deems relevant for ensuring the ICT
security of services provided to financial
entities;

EP Mandate

Overseer-that the Joint Oversight Body deems
relevant for ensuring the ICT security of
services provided to financial entities;

Council Mandate

Overseer deems relevant for ensuring the ICT
security of services provided to financial
entities;

Article 3

1(1), point (d)(ii)

(ii) the use of conditions and terms, including
their technical implementation, under which the
critical ICT third-party service providers
provide services to financial entities, which the
Lead Overseer deems relevant for preventing

(ii) the use of conditions and terms, including
their technical implementation, under which the
critical ICT third-party service providers
provide services to financial entities, which-the
Lead-Overseerthat the Joint Qversight Body

(i1) the use of conditions and terms, including
their technical implementation, under which the
critical ICT third-party service providers
provide services to financial entities, which the
Lead Overseer deems relevant for preventing

A the generation of single points of failure, or the | deems relevant for preventing the generation of | the generation of single points of failure, or the
amplification thereof, or for minimising single points of failure, or the amplification amplification thereof, or for minimising
possible systemic impact across the Union’s thereof, or for minimising possible systemic possible systemic impact across the Union’s
financial sector in case of ICT concentration impact across the Union’s financial sector in financial sector in case of ICT concentration
risk; case of ICT concentration risk; risk;

Article 31(1), point (d)(iii)
(ii1) upon the examination undertaken in (iii) upon the examination undertaken in (iii) upon the examination undertaken in
accordance with Articles 32 and 33 of accordance with Articles 32 and 33 of accordance with Articles 32 and 33 of
subcontracting arrangements, including sub- subcontracting arrangements, including sub- subcontracting arrangements, including sub-
outsourcing arrangements which the critical ICT | outsourcing arrangements which the critical ICT | eutseureingsubcontracting arrangements
third-party service providers plan to undertake third-party service providers plan to undertake which the critical ICT third-party service
with other ICT third-party service providers or | with other ICT third-party service providers or | providers plan to undertake with other ICT

546 | with ICT sub-contractors established in a third | with ICT sub-contractors established in a third | third-party service providers or with ICT sab-

country, any planned subcontracting, including
sub-outsourcing, where the Lead Overseer
deems that further subcontracting may trigger
risks for the provision of services by the
financial entity, or risks to the financial
stability;

country, any planned subcontracting, including
sub-outsourcing, where the Lead-Overseer-Joint
Oversight Body deems that further
subcontracting may trigger risks for the
provision of services by the financial entity, or
risks to the financial stability;

eontractorssubcontractors established in a third
country, any planned subcontracting, including
sub-outseureingsubcontracting, where the
Lead Overseer deems that further
subcontracting may trigger risks for the
provision of services by the financial entity, or
risks to the financial stability;
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Commission Proposal

EP Mandate

Council Mandate

Article 3

1(1), point (d)(iv), introductory part

(iv) refraining from entering into a further

(iv) refraining from entering into a further

(iv) refraining from entering into a further

547 | subcontracting arrangement, where the subcontracting arrangement, where the subcontracting arrangement, where the
following cumulative conditions are met: following cumulative conditions are met: following cumulative conditions are met:
Article 31(1), point (d)(iv), first indent
- the envisaged sub-contractor is an ICT third- | - the envisaged sub-contractor is an ICT third- | - the envisaged sub-eentractorsubcontractor is
party service provider or an ICT sub-contractor | party service provider or an ICT sub-contractor | an ICT third-party service provider or an ICT
548 | established in a third country; established in a third country_and does not have | sub-centractersubcontractor established in a
an undertaking constituted in the Union under | third country;
the law of a Member State;
Article 31(1), point (d)(iv), second indent
- the subcontracting concerns a critical or - the subcontracting concerns a critical or - the subcontracting concerns a critical or
549 | important function of the financial entity. important function of the financial entity. important function of the-financial
entity-entities;
Article 31(1), point (d)(iv), third indent
- the sub-contracting will result in serious and | - the Lead Overseer deems that the use of
clear risks to the financial entity or the such subcontracting poses a clear and serious
5492 financial stability of the Union financial risk to the financial stability of the Union or
system. to financial entities, including to the ability of
the latter to comply with supervisory
requirements.
Article 31(1), point (d)(iv), fourth indent
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EP Mandate

Council Mandate

Commission Proposal

For the purpose of point (iv), ICT third-
party service providers shall transmit to the

549b Lead Overseer the information regarding
subcontracting using the template referred to
in Article 36 (1)c).
Article 31(1), point (e)
(e) to adopt the Oversight Plan in
549c¢ accordance with the assessment referred in
Article 30(2).
Article 31(1a)
1b. The powers referred to in paragraphs 1
and la shall be exercised with regard to the
ICT services supporting non-critical or
549d : : . .
important functions provided by the critical
ICT third-party service provider when
necessary.
Article 31(1b)
Ic. When exercising the powers referred to in
paragraphs 1 and la of this Article, the Lead
Overseer and the Joint Oversight Body shall
549¢ take due account of the framework established

by Directive (EU) 2016/1148 and, where
necessary, consult the relevant competent
authorities established by that Directive, in
order to avoid unnecessary duplication of
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Commission Proposal

EP Mandate

technical and organisational measures that
might apply to critical ICT third-party service
providers pursuant to that Directive.

Council Mandate

Article 3

1(2)

550

2. The Lead Overseer shall consult the
Oversight Forum before exercising the powers
referred to in paragraph 1.

2. Before finalising and issuing
recommendations in accordance with
paragraph la, the Joint Oversight BodyThe

Logel Openeeer shall eoprle e Chpepicly
Foruminform the critical ICT third-party

service provider of its intentions and give the
ICT third-party service provider an
opportunity to provide information which it
reasonably believes should be taken into
account before exereisingthepowersreferred
to-in-parasraphithe recommendation is

finalised or in order to challenge the intended

recommendations. Grounds for challenging a
recommendation may include that there would
be a disproportionate impact on or disruption
for customers not subject to this Regulation, or

that there is a more effective or efficient
solution for managing the identified risk. .

2. The Lead Overseer shall consult the
Oversight Forum before exercising the powers
referred to in paragraph 1.

Article 3

1(2a)

550a

2a. The Lead Overseer shall, without undue
delay, transmit the reports referred in point
(c) of paragraph 1 to the competent
authorities of the financial entities using that
critical ICT third-party service provider.
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EP Mandate

Council Mandate

Article 3

1(3)

3. Critical ICT third-party service providers
shall cooperate in good faith with the Lead

3. Critical ICT third-party service providers
shall cooperate in good faith with and assist the

3. Critical ICT third-party service providers
shall cooperate in good faith with the Lead

551 Overseer and assist the Lead Overseer in the Lead Overseer and assisttheLead-Overseerthe | Overseer and assist the Lead Overseer in the
fulfilment of its tasks. Joint Oversight Body in the fulfilment of fulfilment of its tasks.
itstheir tasks.
Article 31(4)
4. The Lead Overseer may impose a periodic 4. The Lead Overseer may impose-a-periodic 4. The Lead Overseer mayshall, by decision,
penalty payment to compel the critical ICT penalty-payment-to-compeldecide, in the case of | in case of non-compliance with the
third-party service provider to comply with whole or partial non-compliance with the appropriate measures taken in accordance
points (a), (b) and (c) of paragraph 1. measures required to be taken in accordance with points (a), (b) or (c) of paragraph 1,
with paragraph 1, points (a),(b) or (c), and within 30 calendar days impose a periodic
after the expiry of a period of at least 60 penalty payment to compel the critical ICT
552 calendar days from the date on which the third-party service provider to comply with
critical ICT third-party service provider #o points (a), (b) and (c) of paragraph 1.
+received notification of the measdre, to
impose a periodic penalty payment to compel
the critical ICT third-party service provider to
comply.
Article 31(4a)
4a. The periodic penalty payment referred to
in paragraph 4 shall be imposed by the Lead
5504 Overseer only as a last resort and in cases

where the critical ICT third-party service
provider has failed to comply with the
measures required to be taken in accordance
with paragraph 1, points (a), (b) or (c).
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Commission Proposal EP Mandate Council Mandate
Article 31(5)
5. The periodic penalty payment referred to in | 5. The periodic penalty payment referred to in | 5. The periodic penalty payment referred to in
paragraph 4 shall be imposed on a daily basis paragraph 4 shall be imposed on a daily basis paragraph 4 shall be imposed on a daily basis
553 until compliance is achieved and for no more until compliance is achieved and for no more until compliance is achieved and for no more
than a period of six months following the than a period of six months following the than a period of six months following the
notification to the critical ICT third-party notification to the critical ICT third-party notification to the critical ICT third-party
service provider. service provider. service provider.
Article 31(6)
6. The amount of the periodic penalty payment, | 6. The amount of the periodic penalty payment, | 6. The amount of the periodic penalty payment,
calculated from the date stipulated in the calculated from the date stipulated in the calculated from the date stipulated in the
decision imposing the periodic penalty decision imposing the periodic penalty decision imposing the periodic penalty
554 payment, shall be 1% of the average daily payment, shall be up to 1% of the average daily | payment, shall be 1% of the average daily
worldwide turnover of the critical ICT third- worldwide turnover related to services provided | worldwide turnover of the critical ICT third-
party service provider in the preceding business | to financial entities covered by this Regulation | party service provider in the preceding business
year. of the critical ICT third-party service provider year.
in the preceding business year.
Article 31(7)
7. Penalty payments shall be of an 7. Penalty payments shall be of an 7. Penalty payments shall be of an
administrative nature and shall be enforceable. administrative nature and shall be enforceable. administrative nature and shall be enforceable.
Enforcement shall be governed by the rules of Enforcement shall be governed by the rules of Enforcement shall be governed by the rules of
555 civil procedure in force in the Member State on | civil procedure in force in the Member State on | civil procedure in force in the Member State on
the territory of which inspections and access the territory of which inspections and access the territory of which inspections and access
shall be carried out. Courts of the Member State | shall be carried out. Courts of the Member State | shall be carried out. Courts of the Member State
concerned shall have jurisdiction over concerned shall have jurisdiction over concerned shall have jurisdiction over
complaints related to irregular conduct of complaints related to irregular conduct of complaints related to irregular conduct of
enforcement. The amounts of the penalty enforcement. The amounts of the penalty enforcement. The amounts of the penalty
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Commission Proposal

payments shall be allocated to the general
budget of the European Union.

EP Mandate

payments shall be allocated to the general
budget of the European Union.

Council Mandate

payments shall be allocated to the general
budget of the European Union.

Article 31(8)
8. The ESAs shall disclose to the public every | 8. The ESAs shall disclose to the public every | 8. The ESAsLead Overseer shall disclose to
periodic penalty payment that has been periodic penalty payment that has been the public every periodic penalty payment that
556 imposed, unless such disclosure to the public imposed, unless such disclosure to the public has been imposed, unless such disclosure to the
would seriously jeopardise the financial markets | would seriously jeopardise the financial markets | public would seriously jeopardise the financial
or cause disproportionate damage to the parties | or cause disproportionate damage to the parties | markets or cause disproportionate damage to the
involved. involved. parties involved.
Article 31(9)
9. Before imposing a periodic penalty payment | 9. Before imposing a periodic penalty payment | 9. Before imposing a periodic penalty payment
under paragraph 4, the Lead Overseer shall give | under paragraph 4, the Lead Overseer shall give | under paragraph 4, the Lead Overseer shall give
the representatives of the critical ICT third- the representatives of the critical ICT third- the representatives of the critical ICT third-
party provider subject to the proceedings the party provider subject to the proceedings the party service provider subject to the
opportunity to be heard on the findings and opportunity to be heard on the findings and proceedings the opportunity to be heard on the
shall base its decisions only on findings on shall base its decisions only on findings on findings and shall base its decisions only on
which the critical ICT third-party provider which the critical ICT third-party provider findings on which the critical ICT third-party
subject to the proceedings has had an subject to the proceedings has had an provider subject to the proceedings has had an
557 opportunity to comment. The rights of the opportunity to comment. The rights of the opportunity to comment. The rights of the

defence of the persons subject to the
proceedings shall be fully respected in the
proceedings. They shall be entitled to have
access to file, subject to the legitimate interest
of other persons in the protection of their
business secrets. The right of access to the file
shall not extend to confidential information or
Lead Overseer’s internal preparatory
documents.

defence of the persons subject to the
proceedings shall be fully respected in the
proceedings. They shall be entitled to have
access to file, subject to the legitimate interest
of other persons in the protection of their
business secrets. The right of access to the file
shall not extend to confidential information or
Lead Overseer’s internal preparatory
documents.

defence of the persons subject to the
proceedings shall be fully respected in the
proceedings. They shall be entitled to have
access to file, subject to the legitimate interest
of other persons in the protection of their
business secrets. The right of access to the file
shall not extend to confidential information or
Lead Overseer’s internal preparatory
documents.
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Commission Proposal EP Mandate Council Mandate
Article 32
553 Article 32 Article 32 Article 32
Request for information Request for information Request for information
Article 32(1)

559

1. The Lead Overseer may by simple request or
by decision require the critical ICT third-party
providers to provide all information that is
necessary for the Lead Overseer to carry out its
duties under this Regulation, including all
relevant business or operational documents,
contracts, policies documentation, ICT security
audit reports, [CT-related incident reports, as
well as any information relating to parties to
whom the critical ICT third-party provider has
outsourced operational functions or activities.

1. The Lead Overseer may by simple request or
by decision require the critical ICT third-party
providers to provide all information that is
necessary for the Lead Overseer to carry out its
duties under this Regulation, including all
relevant business or operational documents,
contracts, policies documentation, ICT security
audit reports, ICT-related incident reports, as
well as any information relating to parties to
whom the critical ICT third-party provider has
outsourced operational functions or activities.

1. The Lead Overseer may by simple request or
by decision require the critical ICT third-party
service providers to provide all information that
is necessary for the Lead Overseer to carry out
its duties under this Regulation, including all
relevant business or operational documents,
contracts, policies documentation, ICT security
audit reports, [CT-related incident reports, as
well as any information relating to parties to
whom the critical ICT third-party provider has
outsourced operational functions or activities.

Article 32

(1a)

559a

Critical ICT third-party service providers
shall only be required to provide the
information referred to in the first
subparagraph in respect of the services
provided to financial entities that are subject to

this Regulation and that use the services of
critical ICT third-party service providers for
critical or important functions. Critical ICT
third-party service providers shall give notice
to the relevant financial entity of the requests
specific to that financial entity.
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Commission Proposal

EP Mandate

Council Mandate

Article 32(2), introductory part
2. When sending a simple request for 2. When sending a simple request for 2. When sending a simple request for
560 | information under paragraph 1, the Lead information under paragraph 1, the Lead information under paragraph 1, the Lead
Overseer shall: Overseer shall: Overseer shall:
Article 32(2), point (a)
561 (a) refer to this Article as the legal basis of the | (a) refer to this Article as the legal basis of the | (a) refer to this Article as the legal basis of the
request; request; request;
Article 32(2), point (b)
562 | (b) state the purpose of the request; (b) state the purpose of the request; (b) state the purpose of the request;
Article 32(2), point (c)
563 | (c) specify what information is required; (¢) specify what information is required; (c) specify what information is required;
Article 32(2), point (d)
564 (d) seta time limit within which the (d) seta time limit within which the (d) set a time limit within which the
information is to be provided; information is to be provided; information is to be provided;
Article 32(2), point (e)
(e) inform the representative of the critical ICT | (e) inform the representative of the critical ICT | (e) inform the representative of the critical ICT
565 | third-party service provider from whom the third-party service provider from whom the third-party service provider from whom the
information is requested that he or she is not information is requested that he or she is not information is requested that he or she is not
obliged to provide the information, but that in obliged to provide the information, but that in obliged to provide the information, but that in
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\ Commission Proposal

case of a voluntary reply to the request the
information provided must not be incorrect or
misleading.

EP Mandate

case of a voluntary reply to the request the
information provided must not be incorrect or
misleading.

Council Mandate

case of a voluntary reply to the request the
information provided must not be incorrect or
misleading.

Article 3

2(3), introductory part

3. When requiring to supply information under

3. When requiring by decision to supply

3. When requiring to supply information under

566 | paragraph 1, the Lead Overseer shall: information under paragraph 1, the Lead paragraph 1, the Lead Overseer shall:
Overseer shall:
Article 32(3), point (a)
567 (a) refer to this Article as the legal basis of the | (a) refer to this Article as the legal basis of the | (a) refer to this Article as the legal basis of the
request; request; request;
Article 32(3), point (b)
568 | (b) state the purpose of the request; (b) state the purpose of the request; (b) state the purpose of the request;
Article 32(3), point (c)
569 | (c) specify what information is required; (c) specify what information is required, (c) specify what information is required;
Article 32(3), point (d)
570 (d) set a time limit within which the (d) set a reasonable time limit within which the | (d) set a time limit within which the
information is to be provided; information is to be provided; information is to be provided;
Article 32(3), point (e)
571
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\ Commission Proposal

(e) indicate the periodic penalty payments
provided for in Article 31(4) where the
production of the required information is
incomplete;

EP Mandate

(e) indicate the periodic penalty payments
provided for in Article 31(4) where the
production of the required information is
incomplete_or when such information is not
provided within the time limit referred to in

point (d);

Council Mandate

(e) indicate the periodic penalty payments
provided for in Article 31(4) where the
production of the required information is
incomplete or when such information is not
provided within the time limit established in
point (d);

Article 3

2(3), point (f)

(f) indicate the right to appeal the decision
before ESA’s Board of Appeal and to have the
decision reviewed by the Court of Justice of the
European Union (‘Court of Justice’) in

(f) indicate the right to appeal the decision
before ESA’s Board of Appeal and to have the
decision reviewed by the Court of Justice of the
European Union (‘Court of Justice’) in

(f) indicate the right to appeal the decision
before ESA’s Board of Appeal and to have the
decision reviewed by the Court of Justice of the
European Union (‘Court of Justice’) in

372 accordance with Articles 60 and 61 of accordance with Articles 60 and 61 of accordance with Articles 60 and 61 of
Regulations (EU) No 1093/2010, (EU) No Regulations (EU) No 1093/2010, (EU) No Regulations (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010 1094/2010 and (EU) No 1095/2010 1094/2010 and (EU) No 1095/2010
respectively. respectively. respectively.

Article 32(4)
4. Representatives of critical ICT third-party 4. Representatives of critical ICT third-party 4. Representatives of critical ICT third-party
service providers shall supply the information service providers shall supply the information service providers shall supply the information
requested. Lawyers duly authorised to act may | requested. Lawyers duly authorised to act may | requested. Lawyers duly authorised to act may

573 | supply the information on behalf of their clients. | supply the information on behalf of their clients. | supply the information on behalf of their clients.
The critical ICT third-party service provider The critical ICT third-party service provider The critical ICT third-party service provider
shall remain fully responsible if the information | shall remain fully responsible if the information | shall remain fully responsible if the information
supplied is incomplete, incorrect or misleading. | supplied is incomplete, incorrect or misleading. | supplied is incomplete, incorrect or misleading.

Article 32(5)
574 5. The Lead Overseer shall, without delay, send | 5. The Lead Overseer shall, without delay, send | 5. The Lead Overseer shall, without delay, send

a copy of the decision to supply information to

a copy of the decision to supply information to

a copy of the decision to supply information to
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Commission Proposal

the competent authorities of the financial
entities using the critical ICT third-party
providers’ services.

EP Mandate

the competent authorities of the financial
entities using the critical ICT third-party
providers’ services.

Council Mandate

the competent authorities of the financial
entities using the critical ICT third-party
providers’ services.

Article 33
575 Article 33 Article 33 Article 33
General investigations General investigations General investigations
Article 33(1)

1. In order to carry out its duties under this
Regulation, the Lead Overseer, assisted by the
examination team referred to in Article 34(1),
may conduct the necessary investigations of
ICT third-party service providers:

1. In order to carry out its duties under this
Regulation, the Lead Overseer, assisted by the
examination team referred to in Article
34(1}35(1), may conduct the necessary
investigations of ICT third-party service
providers_in accordance with the principle of
proportionality. When conducting

1. In order to carry out its duties under this
Regulation, the Lead Overseer, assisted by the
joint examination team referred to in Article
34(1), may conduct the necessary investigations
of critical ICT third-party service providers:

376 investigations, the Lead Overseer shall
exercise caution and ensure that the rights of
the customers of critical ICT third-party
service providers that are not the subject of
this Regulation are protected, including in
relation to the impact on service levels,
availability of data and confidentiality:

Article 33(2), introductory part

577 | 2. The Lead Overseer shall be empowered to: 2. The Lead Overseer shall be empowered to: 2. The Lead Overseer shall be empowered to:
Article 33(2), point (a)

578
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Commission Proposal

(a) examine records, data, procedures and any
other material relevant to the execution of its
tasks, irrespective of the medium on which they
are stored;

EP Mandate

(a) examine records, data, procedures and any
other material relevant to the execution of its
tasks, irrespective of the medium on which they
are stored;

Council Mandate

(a) examine records, data, procedures and any
other material relevant to the execution of its
tasks, irrespective of the medium on which they
are stored;

Article 3

3(2), point (b)

(b) take or obtain certified copies of, or extracts

(b) take-or-obtain-review, in a secured way,

(b) take or obtain certified copies of, or extracts

579 from, such records, data, procedures and other certified copies of, or extracts from, such from, such records, data, procedures and other
material; records, data, procedures and other material; material;
Article 33(2), point (c)
(c) summon representatives of the ICT third- (c) summon representatives of the ICT third- (c) summon representatives of the critical ICT
party service provider for oral or written party service provider for oral or written third-party service provider for oral or written
580 | explanations on facts or documents relating to explanations on facts or documents relating to explanations on facts or documents relating to
the subject matter and purpose of the the subject matter and purpose of the the subject matter and purpose of the
investigation and to record the answers; investigation and to record the answers; investigation and to record the answers;
Article 33(2), point (d)
(d) interview any other natural or legal person | (d) interview any other natural or legal person | (d) interview any other natural or legal person
531 who consents to be interviewed for the purpose | who consents to be interviewed for the purpose | who consents to be interviewed for the purpose
of collecting information relating to the subject | of collecting information relating to the subject | of collecting information relating to the subject
matter of an investigation; matter of an investigation; matter of an investigation;
Article 33(2), point (e)
582 (e) request records of telephone and data (e) request records of telephone and data (e) request records of telephone and data

traffic.

traffic.

traffic.
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Article 3

Commission Proposal
3(3), first subparagraph

EP Mandate

Council Mandate

3. The officials and other persons authorised by
the Lead Overseer for the purposes of the
investigation referred to in paragraph 1 shall

3. The officials and other persons authorised by
the Lead Overseer for the purposes of the
investigation referred to in paragraph 1 shall

3. The officials and other persons authorised by
the Lead Overseer for the purposes of the
investigation referred to in paragraph 1 shall

K exercise their powers upon production of a exercise their powers upon production of a exercise their powers upon production of a
written authorisation specifying the subject written authorisation specifying the subject written authorisation specifying the subject
matter and purpose of the investigation. matter and purpose of the investigation. matter and purpose of the investigation.

Article 33(3), second subparagraph
That authorisation shall also indicate the That authorisation shall also indicate the That authorisation shall also indicate the
periodic penalty payments provided for in periodic penalty payments provided for in periodic penalty payments provided for in
Article 31(4) where the production of the Article 31(4) where the production of the Article 31(4) where the production of the

584 | required records, data, procedures or any other | required records, data, procedures or any other | required records, data, procedures or any other
material, or the answers to questions asked to material, or the answers to questions asked to material, or the answers to questions asked to
representatives of the ICT third -party service representatives of the ICT third -party service representatives of the ICT third -party service
provider are not provided or are incomplete. provider are not provided or are incomplete. provider are not provided or are incomplete.

Article 33(4)
4. The representatives of the ICT third-party 4. The representatives of the ICT third-party 4. The representatives of the critical ICT third-
service providers are required to submit to the service providers are required to submit to the party service providers are required to submit to
investigations on the basis of a decision of the investigations on the basis of a decision of the the investigations on the basis of a decision of
Lead Overseer. The decision shall specify the Lead Overseer. The decision shall specify the the Lead Overseer. The decision shall specify
subject matter and purpose of the investigation, | subject matter and purpose of the investigation, | the subject matter and purpose of the

585 | the periodic penalty payments provided for in the periodic penalty payments provided for in investigation, the periodic penalty payments

Article 31(4), the legal remedies available under
Regulations (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010 and the
right to have the decision reviewed by the Court
of Justice.

Article 31(4), the legal remedies available under
Regulations (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010 and the
right to have the decision reviewed by the Court
of Justice.

provided for in Article 31(4), the legal remedies
available under Regulations (EU) No
1093/2010, (EU) No 1094/2010 and (EU) No
1095/2010 and the right to have the decision
reviewed by the Court of Justice.
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Commission Proposal EP Mandate Council Mandate

Article 33(5)

5. In good time before the investigation, Lead 5. In good time before the investigation, Lead 5. In good time before the investigation, the
Overseers shall inform competent authorities of | Overseers shall inform competent authorities of | Lead Overseerkead-Overseers shall inform
536 the financial entities using that ICT third-party | the financial entities using that ICT third-party | competent authorities of the financial entities
service provider of the investigation and of the | service provider of the investigation and of the | using that critical ICT third-party service
identity of the authorised persons. identity of the authorised persons. provider of the investigation and of the identity
of the authorised persons.

Article 34
Article 34 Article 34 Article 34
587 o . . . o .
On-site inspections On-site inspections On-site inspections
Article 34(1)
1. In order to carry out its duties under this 1. In order to carry out its duties under this 1. In order to carry out its duties under this
Regulation, the Lead Overseer, assisted by the Regulation, the Lead Overseer, assisted by the Regulation, the Lead Overseer, assisted by the
examination teams referred to in Article 35(1), examination teams referred to in Article 35(1), | joint examination teams referred to in Article
may enter and conduct all necessary on-site may enter and conduct all necessary on-site 35(1), may enter and conduct all necessary on-
588 | inspections on any business premises, land or inspections on any business premises, land or site inspections on any business premises, land
property of the ICT third-party providers, such | property of the ICT third-party service or property of the ICT third-party providers,
as head offices, operation centres, secondary providers, such as head offices, operation such as head offices, operation centres,
premises, as well as to conduct off-line centres, secondary premises, as well as to secondary premises, as well as to conduct off-
inspections. conduct off-line inspections. line inspections.

Article 34(1a), introductory part

The power to conduct on-site inspections
588a referred to in the first subparagraph shall not
be limited to sites in the Union, provided that
the inspection of a site in_a third country meets
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Commission Proposal

EP Mandate

all of the following requirements:

Council Mandate

Article 34(1a), point (a)

588b

- _itis necessary for the Lead Overseer to
carry out its duties under this Regulation;

Article 34(1a), point (b)

588¢

- it has a direct connection to the provision
of ICT services to Union financial entities;

Article 34(1a), point (c)

588d - _itis relevant to an ongoing investigation.
Article 34(1b)
la. When performing on-site inspections, the
Lead Overseer and the examination team shall
exercise caution and ensure that the rights of
5886 the customers of critical ICT third-party

service providers that are not the subject of
this Regulation are protected, including in
relation to the impact on service levels,
availability of data and confidentiality.

Article 34(2), first subparagraph

589

2. The officials and other persons authorised by
the Lead Overseer to conduct an on-site

2. The officials and other persons authorised by
the Lead Overseer to conduct an on-site

2. The officials and other persons authorised by
the Lead Overseer to conduct an on-site
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Commission Proposal

inspection, may enter any such business
premises, land or property and shall have all the
powers to seal any business premises and books
or records for the period of, and to the extent
necessary for, the inspection.

EP Mandate

inspection, may enter any such business
premises, land or property and shall have all the
powers to seal any business premises and books
or records for the period of, and to the extent
necessary for, the inspection.

Council Mandate

inspection, may enter any such business
premises, land or property and shall have all the
powers to seal any business premises and books
or records for the period of, and to the extent
necessary for, the inspection.

Article 34(2), second subparagraph

They shall exercise their powers upon
production of a written authorisation specifying
the subject matter and the purpose of the
inspection and the periodic penalty payments

They shall exercise their powers upon
production of a written authorisation specifying
the subject matter and the purpose of the
inspection and the periodic penalty payments

They shall exercise their powers upon
production of a written authorisation specifying
the subject matter and the purpose of the
inspection and the periodic penalty payments

20 provided for in Article 31(4) where the provided for in Article 31(4) where the provided for in Article 31(4) where the
representatives of the ICT third-party service representatives of the ICT third-party service representatives of the critical ICT third-party
providers concerned do not submit to the providers concerned do not submit to the service providers concerned do not submit to
inspection. inspection. the inspection.

Article 34(3)
3. In good time before the inspection, Lead 3. In good time before the inspection, Lead 3. In good time before the inspection, the Lead

591 Overseers shall inform the competent Overseers shall inform the competent Overseerbead-Overseers shall inform the
authorities of the financial entities using that authorities of the financial entities using that competent authorities of the financial entities
ICT third-party provider. ICT third-party provider. using that ICT third-party provider.

Article 34(4)
4. Inspections shall cover the full range of 4. Inspections shall cover the full range of 4. Inspections shall cover the full range of
relevant ICT systems, networks, devices, relevant ICT systems, networks, devices, relevant ICT systems, networks, devices,

592 information and data either used for, or information and data that the Lead Overseer information and data either used for, or

contributing to, the provision of services to
financial entities.

deems appropriate and technologically
relevant, either used for, or contributing to, the
provision of services to financial entities.

contributing to, the provision of services to
financial entities.
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Commission Proposal EP Mandate Council Mandate
Article 34(5)
5. Before any planned on-site visit, Lead 5. Before any planned on-site visitinspection, 5. Before any planned on-site visit, the Lead
Overseers shall give a reasonable notice to the Lead Overseers shall give a reasonable notice to | Overseerkead-Overseers shall give a
critical ICT third-party service providers, unless | the critical ICT third-party service providers, reasonable notice to the critical ICT third-party
503 such notice is not possible due to an emergency | unless such notice is not possible due to an service providers, unless such notice is not
or crisis situation, or if it would lead to a emergency or crisis situation, or if it would lead | possible due to an emergency or crisis situation,
situation where the inspection or audit would no | to a situation where the inspection or audit or if it would lead to a situation where the
longer be effective. would no longer be effective. inspection or audit would no longer be
effective.
Article 34(6)
6. The critical ICT third-party service provider | 6. The critical ICT third-party service provider | 6. The critical ICT third-party service provider
shall submit to on-site inspections ordered by shall submit to on-site inspections ordered by shall submit to on-site inspections ordered by
decision of the Lead Overseer. The decision decision of the Lead Overseer. The decision decision of the Lead Overseer. The decision
shall specify the subject matter and purpose of | shall specify the subject matter and purpose of | shall specify the subject matter and purpose of
the inspection, appoint the date on which it is to | the inspection, appoint the date on which it is to | the inspection, appoint the date on which it is to
594 | begin and indicate the periodic penalty begin and indicate the periodic penalty begin and indicate the periodic penalty
payments provided for in Article 31(4), the payments provided for in Article 31(4), the payments provided for in Article 31(4), the
legal remedies available under Regulations legal remedies available under Regulations legal remedies available under Regulations
(EU) No 1093/2010, (EU) No 1094/2010 and (EU) No 1093/2010, (EU) No 1094/2010 and (EU) No 1093/2010, (EU) No 1094/2010 and
(EU) No 1095/2010, as well as the right to have | (EU) No 1095/2010, as well as the right to have | (EU) No 1095/2010, as well as the right to have
the decision reviewed by the Court of Justice. the decision reviewed by the Court of Justice. the decision reviewed by the Court of Justice.
Article 34(7)
7. Where the officials and other persons 7. Where the officials and other persons 7. Where the officials and other persons
595 | authorised by the Lead Overseer find that a authorised by the Lead Overseer find that a authorised by the Lead Overseer find that a
critical ICT third-party service provider opposes | critical ICT third-party service provider opposes | critical ICT third-party service provider opposes
an inspection ordered pursuant to this Article, an inspection ordered pursuant to this Article, an inspection ordered pursuant to this Article,
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\ Commission Proposal

the Lead Overseer shall inform the critical ICT
provider of the consequences of such
opposition, including the possibility for
competent authorities of the relevant financial
entities to terminate the contractual
arrangements concluded with that critical ICT
third-party service provider.

EP Mandate

the Lead Overseer shall inform the critical ICT
third-party service provider of the
consequences of such opposition, including the
possibility for competent authorities of the
relevant financial entities to terminate the
contractual arrangements concluded with that
critical ICT third-party service provider.

Council Mandate

the Lead Overseer shall inform the critical ICT
provider of the consequences of such
opposition, including the possibility for
competent authorities of the relevant financial
entities to terminate the contractual
arrangements concluded with that critical ICT
third-party service provider.

Article 35
596 Article 35 Article 35 Article 35
Ongoing Oversight Ongoing Oversight Ongoing Oversight
Article 35(1)

1. Where conducting general investigations or
on-site inspections, the Lead Overseers shall be

1. Where conducting general investigations or
on-site inspections, the Lead Overseers shall be

1. Where conducting general investigations or
on-site inspections, the Lead

597 | assisted by an examination team established for | assisted by an examination team established for | OverseersOverseer shall be assisted by ara
each critical ICT third-party service provider. each critical ICT third-party service provider. joint examination team established for each
critical ICT third-party service provider.
Article 35(2)
2. The joint examination team referred to in 2. The joint examination team referred to in 2. The joint examination team referred to in
paragraph 1 shall be composed of staff members | paragraph 1 shall be composed of staff members | paragraph 1 shall be composed of staff
from the Lead Overseer and from the relevant from the Lead Overseer, fiom the other ESAs, | members from-the- Lead-Overseerandfrom:
508 competent authorities supervising the financial | and from the relevant competent authorities

entities to which the critical ICT third-party
service provider provides services, who will
join the preparation and execution of the
Oversight activities, with a maximum of 10
members. All members of the joint examination

supervising the financial entities to which the
critical ICT third-party service provider
provides services, who will join—_the
preparation and execution of the Oversight
activities, with a maximum of 10 members. All

(a) the ESAs;

(b) , the relevant competent authorities
supervising the financial entities to which the
critical ICT third-party service provider
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\ Commission Proposal

shall have expertise in ICT and operational risk.
The joint examination team shall work under
the coordination of a designated ESA staff
member (the ‘Lead Overseer coordinator’).

EP Mandate

members of the joint examination shall have
expertise in ICT and operational risk. The joint
examination team shall work under the
coordination of a designated ESA staff member
(the ‘Lead Overseer coordinator’).

Council Mandate

provides services;

(c) the national competent authority
referred to in Article 29(3)e), on a voluntary
basis;

(d) one national competent authority from
the Member State where the critical ICT
third-party service provider is established,
on a voluntary basis.

Members of the joint examination team will
join the preparation and execution;-whe-wiH
j; . ]f paras L . F 16

. of the jeint
examinationOversight activities and shall have

expertise in ICT and operational risk. The joint
examination team shall work under the
coordination of a designated ESALead
Overseer staff member (the ‘Lead Overseer
coordinator’).

Article 3

5(3), first subparagraph

599

3. The ESAs, through the Joint Committee,
shall develop common draft regulatory technical
standards to specify further the designation of
the members of the joint examination team
coming from the relevant competent authorities,
as well as the tasks and working arrangements
of the examination team. The ESAs shall submit
those draft regulatory technical standards to the
Commission by [OJ: insert date 1 year after the

3. The ESAs, through the Joint Committee,
shall develop common draft regulatory technical
standards to specify further the designation of
the members of the joint examination team
coming from the relevant competent authorities,
as well as the tasks and working arrangements
of the examination team. The ESAs shall submit
those draft regulatory technical standards to the
Commission by [OJ: insert date 1 year after the

3. The ESAs, through the Joint Committee,
shall develop common draft regulatory
technical standards to specify further the
designation of the members of the joint

examination team-eomingfrom-therelevant
competent-autherities, as well as the tasks and

working arrangements of the examination team.
The ESAs shall submit those draft regulatory
technical standards to the Commission by [OJ:
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\ Commission Proposal

date of entry into force].

EP Mandate

date of entry into force].

Council Mandate

insert date +-rearl8 months after the date of
entry into force].

Article 3

5(3), second subparagraph

Power is delegated to the Commission to adopt
the regulatory technical standards referred to in
the first subparagraph in accordance with

Power is delegated to the Commission to adopt
the regulatory technical standards referred to in
the first subparagraph in accordance with

Power is delegated to the Commission to adopt
the regulatory technical standards referred to in
the first subparagraph in accordance with

U Articles 10 to 14 of Regulations (EU) No Articles 10 to 14 of Regulations (EU) No Articles 10 to 14 of Regulations (EU) No
1093/2010, (EU) No 1094/2010 and (EU) No 1093/2010, (EU) No 1094/2010 and (EU) No 1093/2010, (EU) No 1094/2010 and (EU) No
1095/2010, respectively. 1095/2010, respectively. 1095/2010, respectively.

Article 35(4)
4. Within 3 months after the completion of an 4. Within 3 months after the completion of an 4. Within 3 months after the completion of an
investigation or on-site inspection, the Lead investigation or on-site inspection, the Lead investigation or on-site inspection, the Lead
Overseer, after consultation of the Oversight Qva%aﬁ%ee%u#&ﬁen—ef—éke]omt Overseer, after consultation of the Oversight

601 Forum, shall adopt recommendations to be Oversight #eru#-Body shall adopt Forum, shall adopt recommendations to be
addressed by the Lead Overseer to the critical recommendations to be addressed-by-thetead addressed by the Lead Overseer to the critical
ICT third-party service provider pursuant to the | Gverseer to the critical ICT third-party service | ICT third-party service provider pursuant to the
powers referred to in Article 31. provider pursuant to the powers referred to in powers referred to in Article 31.

Article 31.
Article 35(5), first subparagraph
5. The recommendations referred to in 5. The recommendations referred to in 5. The recommendations referred to in
paragraph 4 shall be immediately paragraph 4 shall be immediately paragraph 4 shall be immediately
602 communicated to the critical ICT third-party communicated to the critical ICT third-party communicated to the critical ICT third-party

service provider and to the competent
authorities of the financial entities to which it
provides services.

service provider and to the competent
authorities of the financial entities to which it
provides services.

service provider and to the competent
authorities of the financial entities to which it
provides services.
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Article 3

5(5), second subparagraph

For the purposes of fulfilling the Oversight
activities, Lead Overseers may take into
consideration any relevant third-party

For the purposes of fulfilling the Oversight
activities, Lead Overseers and the Joint
Oversight Body may take into consideration any

For the purposes of fulfilling the Oversight
activities, Lead OverseersQverseer may take
into consideration any relevant third-party

603 certifications and ICT third-party internal or relevant third-party certifications and ICT third- | certifications and ICT third-party internal or
external audit reports made available by the party internal or external audit reports made external audit reports made available by the
critical ICT third-party service provider. available by the critical ICT third-party service | critical ICT third-party service provider.

provider.
Article 35(5a)
5a. The Lead Overseer, assisted by the joint
examination team, shall assess the
compliance with the recommendations
referred to in paragraph 4. The Lead
603a Overseer shall, without undue delay, inform
the competent authorities of the financial
entities using that critical ICT third-party
service provider of the result of such
assessment.
Article 36
Article 36 Article 36 Article 36
604 Harmonisation of conditions enabling the Harmonisation of conditions enabling the Harmonisation of conditions enabling the
conduct of the Oversight conduct of the Oversight conduct of the Oversight
Article 36(1), introductory part
605 1. The ESAs shall, through the Joint 1. The ESAs shall, through the Joint 1. The ESAs shall, through the Joint

Committee, develop draft regulatory technical

Committee, develop draft regulatory technical

Committee, develop draft regulatory technical
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standards to specify:

EP Mandate

standards to specify:

Council Mandate

standards to specify:

Article 3

6(1), point (a)

(a) the information to be provided by a critical
ICT third-party service provider in the

(a) the information to be provided by a critical
ICT third-party service provider in the

(a) the information to be provided by a critical
ICT third-party service provider in the

09 application for a voluntary opt-in set out in application for a voluntary opt-in set out in application for a voluntary opt-in set out in
Article 28(8); Article 28(8); Article 28(8);
Article 36(1), point (b)
(b) the content and format of reports which (b) the content and format of reports which (b) the content and format of reports which
607 | may be requested for the purposes of point (c) may be requested for the purposes of point (c) may be requested for the purposes of point (c)
of Article 31(1); of Article 31(1); of Article 31(1);
Article 36(1), point (c)
(c) the presentation of the information, (c) the presentation of the information, (c) the presentation of the information,
including the structure, formats and methods including the structure, formats and methods including the structure, formats and methods
that a critical ICT third-party service provider that a critical ICT third-party service provider that a critical ICT third-party service provider
608 | shall be required to submit, disclose or report shall be required to submit, disclose or report shall be required to submit, disclose or report
pursuant to Article 31(1); pursuant to Article 31(1); pursuant to Article 31(1) including the
template to provide information on
subcontracting arrangements;
Article 36(1), point (ca)
(ca) the criteria for determining the
608a composition of the joint examination team

established for each critical ICT third-party
service provider pursuant to Article 35(2)
ensuring a balanced participation of staff
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members from the Lead Overseer and from
relevant competent authorities in accordance
with Article 41, appointed on the basis of
their knowledge, skills and experience in ICT
and operational risk.

Article 3

6(1), point (d)

(d) the details of the competent authorities’
assessment of measures taken by critical ICT

(d) the details of the competent authorities’
assessment of measures taken by critical ICT

(d) the details of the competent authorities’
assessment of measures taken by critical ICT

609 | third-party service providers based on the third-party service providers based on the third-party service providers based on the
recommendations of Lead Overseers pursuant to | recommendations of Lead-Overseers-the Joint | recommendations of Lead OverseersOverseer
Article 37(2). Oversight Body pursuant to Article 37(2). pursuant to Article 37(2).
Article 36(2), first subparagraph
2. The ESAs shall submit those draft regulatory | 2. The ESAs shall submit those draft regulatory | 2. The ESAs shall submit those draft regulatory
610 technical standards to the Commission by 1 technical standards to the Commission by 1 technical standards to the Commission by 1
January 20xx [OJ: insert date 1 year after the January 20xx [OJ: insert date 1 year after the January 20xx [OJ: insert date +-rear18 months
date of entry into force]. date of entry into force]. after the date of entry into force].
Article 36(2), second subparagraph
Power is delegated to the Commission to Power is delegated to the Commission to Power is delegated to the Commission to
supplement this Regulation by adopting the supplement this Regulation by adopting the supplement this Regulation by adopting the
regulatory technical standards referred to in the | regulatory technical standards referred to in the | regulatory technical standards referred to in the
611 first subparagraph in accordance with the first subparagraph in accordance with the first subparagraph in accordance with the

procedure laid down in Articles 10 to 14 of
Regulation (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010
respectively.

procedure laid down in Articles 10 to 14 of
Regulation (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010
respectively.

procedure laid down in Articles 10 to 14 of
Regulation (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010
respectively.
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Article 37
612 Article 37 Article 37 Article 37
Follow-up by competent authorities Follow-up by competent authorities Follow-up by competent authorities
Article 37(1)

613

1. Within 30 calendar days after the receipt of
the recommendations issued by Lead Overseers
pursuant to point (d) of Article 31(1), critical
ICT third-party service providers shall notify
the Lead Overseer whether they intend to follow
those recommendations. Lead Overseers shall
immediately transmit this information to
competent authorities.

1. Within 30 calendar days after the receipt of
the recommendations issued by £ead-Overseers
the Joint Oversight Body pursuant to peirt{d}
ofArticle 343 1(1a), critical ICT third-party
service providers shall notify the Lead-Overseer
Joint Oversight Body whether they intend to
follow those recommendations. Lead-Overseers
The Joint Qversight Body shall immediately
transmit this information to competent
authorities_of the financial entities concerned.

1. Within 3660 calendar days after the receipt
of the recommendations issued by the Lead
Overseerbead-Overseers pursuant to point (d)
of Article 31(1), critical ICT third-party service
providers shall either notify the Lead Overseer
whether-they-intendon their intention to follow
thesethe recommendations or provide a
reasoned explanation for not following such
recommendations. The Lead Overseertead
Overseers shall immediately transmit this
information to competent authorities.

Article 3

7(1a)

613a

1la. The Lead Overseer shall publicly
disclose where a critical ICT third-party
service provider fails to notify the Lead
Overseer in accordance with paragraph 1 or
in case the explanation provided by the
critical ICT third-party service provider is
not deemed as sufficient. The information
published shall disclose the identity of the
critical ICT third-party service provider as
well as information on the type and nature of
the non-compliance. It shall be limited to
what is relevant and proportionate for the
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purpose of ensuring public awareness, unless
such publication causes disproportionate
damage to the parties involved or could
seriously jeopardise the orderly functioning
and integrity of financial markets or the
stability of the whole or part of the financial
system of the Union.

Article 3

7(2)

2. Competent authorities shall monitor whether
financial entities take into account the risks
identified in the recommendations addressed to
critical ICT third-party providers by the Lead
Overseer in accordance with points (d) of
Article 31(1).

2. Competent authorities shall monritor
whetherinform financial entities take-into
acconntthat have concluded contractual
arrangements with critical ICT third-party
service providers of the risks identified in the
recommendations addressed to those critical
ICT third-party_service providers by the Lead

2. Competentautheritiesshall-meniter
whetherWhen managing ICT third-party

risk, financial entities take into account the
risks identified in the recommendations
addressed to critical ICT third-party providers
by the Lead Overseer in accordance with points
(d) of Article 31(1). Competent authorities

614 OverseerJoint Oversight Body in accordance shall monitor financial entities’ compliance
with poeints{d)-ofArticte 31{Article 31(1a) with this obligation.
and monitor whether financial entities take
into account the risks identified. The Joint
Oversight Body shall monitor whether the
critical ICT third-party providers have
addressed the risks identified in those
recommendations.
Article 37(2a)
2a. Where a competent authority deems that
614a a financial entity fails to take into account or

to sufficiently address within its management
of ICT third party risk the specific risks
identified in the recommendations referred
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to in paragraph 2, it shall notify the financial
entity of the possibility of a decision being
taken pursuant to paragraph 3 within 60
working days, in the absence of appropriate
contractual arrangements aimed at
addressing such risks.

Article 3

7(2b)

614b

2b. Upon receiving the reports referred to in
Article 31(2a) and the assessment referred to
in Article 35(5a), and prior to taking any of
the decisions referred to in paragraph 3,
competent authorities may, on a voluntary
basis, consult the national competent
authorities designated under Article 8 of
Directive (EU) 2016/1148 responsible for the
supervision of an operator of essential
services listed in point (7) of Annex II or
digital service provider listed in Annex III of
that Directive which has been designated as a
critical ICT third-party service provider.

Article 3

7(3)

615

3. Competent authorities may, in accordance
with Article 44, require financial entities to
temporarily suspend, either in part or
completely, the use or deployment of a service
provided by the critical ICT third-party provider
until the risks identified in the recommendations
addressed to critical ICT third-party providers
have been addressed. Where necessary, they

3. Where regulatory objectives cannot be
ensured by other measures, and warnings have
been issued to the affected financial entities by
the national competent authorities on the basis
of information communicated by the Joint
Oversight Board, the board of the Lead
Overseer may decide, upon recommendation
from the Joint Oversight Body and after

3. Competent authorities may, as a measure of
last resort, following the notification and, if
appropriate, the consultation as set out in
paragraph 2a and 2b, in accordance with
Article 44, require financial entities to
temporarily suspend, either in part or
completely, the use or deployment of a service
provided by the critical ICT third-party service
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may require financial entities to terminate, in
part or completely, the relevant contractual
arrangements concluded with the critical ICT
third-party service providers.

EP Mandate

consultation with the competent authorities of
the affectednay—in-accordancewith-Articte44;
regwire financial entities to temporarily

suspend, either in part or completely, the use or

deployment of a service provided by-theeritical
1CT third-party-provider-untitto financial

entities exposed to the risks identified in the
recommendations addressed to critical ICT
third-party service providers until those risks
have been addressed. Where necessary, and as
a measure of last resort, they may require
financial-entities-the critical ICT third-party
service providers to terminate, in part or
completely, the relevant contractual
arrangements concluded with the eritical LET
third-party-service-providersfinancial entities

exposed to the identified risks.

Council Mandate

provider until the risks identified in the
recommendations addressed to critical ICT
third-party providers have been addressed.
Where necessary, they may require financial
entities to terminate, in part or completely, the
relevant contractual arrangements concluded
with the critical ICT third-party service
providers.

Article 3

7(4), introductory part

4. When taking the decisions referred to in
paragraph 3, competent authorities shall take
into account the type and magnitude of risk that
is not addressed by the critical ICT third-party
service provider, as well as the seriousness of

4. When taking the decisions referred to in
paragraph 3, eompetent-authoritiesthe Board of
the Lead Overseer shall take into account the
type and magnitude of risk that is not addressed
by the critical ICT third-party service provider,

4. Upon receiving the reports referred to in
Article 31(2a) and the assessment referred to
in Article 35(5a), competent authorities,
when taking the decisions referred to in

paragraph 3,-competent-autherities shall take

616 the non-compliance, having regard to the as well as the seriousness of the non- into account the type and magnitude of risk that
following criteria: compliance, having regard to the following is not addressed by the critical ICT third-party
criteria: service provider, as well as the seriousness of
the non-compliance, having regard to the
following criteria:
Article 37(4), point (a)
617
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(a) the gravity and the duration of the non-
compliance;

EP Mandate

(a) the gravity and the duration of the non-
compliance;

Council Mandate

(a) the gravity and the duration of the non-
compliance;

Article 3

7(4), point (b)

(b) whether the non-compliance has revealed
serious weaknesses in the critical ICT third-

(b) whether the non-compliance has revealed
serious weaknesses in the critical ICT third-

(b) whether the non-compliance has revealed
serious weaknesses in the critical ICT third-

618 | party service provider’s procedures, party service provider’s procedures, party service provider’s procedures,
management systems, risk management and management systems, risk management and management systems, risk management and
internal controls; internal controls; internal controls;

Article 37(4), point (c)
(c) whether financial crime was facilitated, (c) whether financial crime was facilitated, (c) whether financial crime was facilitated,

619 occasioned or otherwise attributable to the non- | occasioned or otherwise attributable to the non- | occasioned or otherwise attributable to the non-
compliance; compliance; compliance;

Article 37(4), point (d)
620 (d) whether the non-compliance has been (d) whether the non-compliance has been (d) whether the non-compliance has been
committed intentionally or negligently. committed intentionally or negligently. committed intentionally or negligently.
Article 37(4), point (da)
(da) whether the suspension or termination
introduces a continuity risk for the business
620a : " ”
operations of the service user of the critical
ICT third-party service provider.
Article 37(4), point (e)
620b
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(e) where applicable, the opinion of the
national competent authorities designated in
accordance with Article 8 of Directive (EU)
2016/1148 responsible for the supervision of
an operator of essential services listed in
point (7) of Annex II or a digital service
provider listed in Annex III of that Directive,
respectively, which has been designated as a
critical ICT third-party service provider,
requested on a voluntary basis in accordance
with paragraph 2.b.

Article 3

7(4a)

620c

4a. The decisions provided for in paragraph 3
shall only be implemented once all affected
financial entities have been duly notified

thereof. The affected financial entities shall be
afforded a period of time, which shall not go
bevond what is strictly necessary, to adjust
their outsourcing and contractual
arrangements with critical ICT third-party
service providers in such a way as to not
jeopardise digital operational resilience and to

execute their exit strategies and transition
plans referred to in Article 235.

Article 3

7(4a)

620d

4a. The decision referred in paragraph 3
shall be notified to the members of the
Oversight Forum referred in letters (a) to (c)
of Article 29(3).
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Article 37(4b)
The critical ICT third-party service providers
620¢ subject to the decisions provided for in
paragraph 3 shall fully cooperate with the
affected financial entities.
Article 37(5)

5. Competent authorities shall regularly inform
the Lead Overseers on the approaches and
measures taken in their supervisory tasks in
relation to financial entities as well as on the

5. Competent authorities shall regularly inform
the Lead-OverseersJoint Oversight Body on the
approaches and measures taken in their

supervisory tasks in relation to financial entities

5. Competent authorities shall regularly inform
the Lead OverseersOverseer on the approaches
and measures taken in their supervisory tasks in
relation to financial entities as well as on the

621 contractual measures taken by the latter where as-well-as-onthe-contractnalmeasurestakenby | contractual measuresarrangements taken by
critical ICT third-party service have not the-latter-where-critical +CTthird-party-service | the latter where critical ICT third-party service
endorsed in part or entirely recommendations Do eenelaeed i e el have not endorsed in part or entirely
addressed by the Lead Overseers. recommendations-addressed-brthe-Lead recommendations addressed by the Lead

Orverseerss, OverseersOverseer.
Article 38
622 Article 38 Article 38 Article 38

Oversight fees

Oversight fees

Oversight fees

Article 38(1), first subparagraph

623

1. The ESAs shall charge critical ICT third-
party service providers fees that fully cover
ESAs’ necessary expenditure in relation to the
conduct of Oversight tasks pursuant to this
Regulation, including the reimbursement of any

1. The ESAs shall charge critical ICT third-
party service providers fees that fully cover
ESAs’ necessary expenditure in relation to the
conduct of Oversight tasks pursuant to this
Regulation, including the reimbursement of any

1. The ESAsLead Overseer shall, in
accordance with the delegated act referred to
in paragraph 2, charge critical ICT third-party
service providers fees that fully cover ESAs’
necessary expenditure in relation to the conduct
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costs which may be incurred as a result of work | costs which may be incurred as a result of work | of Oversight tasks pursuant to this Regulation,
carried out by competent authorities joining the | carried out by competent authorities joining the | including the reimbursement of any costs which
Oversight activities in accordance with Article Oversight activities in accordance with Article may be incurred as a result of work carried out
35. 35. by competent authorities joining the Oversight
activities in accordance with Article 35.
Article 38(1), second subparagraph
The amount of a fee charged to a critical ICT The amount of a fee charged to a critical ICT The amount of a fee charged to a critical ICT
third-party service provider shall cover all third-party service provider shall cover all third-party service provider shall cover all
624 | administrative costs and shall be proportionate | administrative-costscosts derived from the administrative costs and shall be proportionate
to their turnover. execution of the duties foreseen in this Section | to their turnover.
and shall be proportionate to their turnover.
Article 38(1a)
la. If an administrative arrangement is
entered into with a third-country regulatory
624 and supervisory authority in accordance with
paragraph 1 of this Article, that authority may
form part of the examination team referred to
in Article 35(1).
Article 38(2)
2. The Commission is empowered to adopt a 2. The Commission is empowered to adopt a 2. The Commission is empowered to adopt a
delegated act in accordance with Article 50 to delegated act in accordance with Article 50 to delegated act in accordance with Article 50 to
625 supplement this Regulation by determining the supplement this Regulation by determining the supplement this Regulation by determining the
amount of the fees and the way in which they amount of the fees and the way in which they amount of the fees and the way in which they
are to be paid. are to be paid. are to be paid.
Article 39
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626 Article 39 Article 39 Article 39
International cooperation International cooperation International cooperation
Article 39(1)
1. EBA, ESMA and EIOPA may, in accordance | 1. EBA, ESMA and EIOPA may, in accordance | 1. EBA, ESMA and EIOPA may, in
with Article 33 of Regulations (EU) No with Article 33 of Regulations (EU) No accordance with Article 33 of Regulations (EU)
1093/2010, (EU) No 1094/2010 and (EU) No 1093/2010, (EU) No 1094/2010 and (EU) No No 1093/2010, (EU) No 1094/2010 and (EU)
1095/2010, respectively, conclude 1095/2010, respectively, conclude No 1095/2010, respectively, conclude
administrative arrangements with third-country | administrative arrangements with third-country | administrative arrangements with third-country
627 regulatory and supervisory authorities to foster | regulatory and supervisory authorities to foster | regulatory and supervisory authorities to foster
international cooperation on ICT third-party risk | international cooperation on ICT third-party risk | international cooperation on ICT third-party
across different financial sectors, notably by across different financial sectors, notably by risk across different financial sectors, notably
developing best practices for the review of ICT | developing best practices for the review of ICT | by developing best practices for the review of
risk-management practices and controls, risk-management practices and controls, ICT risk-management practices and controls,
mitigation measures and incident responses. mitigation measures and incident responses. mitigation measures and incident responses.
Article 39(2)
2. The ESAs shall, through the Joint 2. The ESAs shall, through the Joint 2. The ESAs shall, through the Joint
Committee, submit every five years a joint Committee, submit every five years a joint Committee, submit every five years a joint
confidential report to the European Parliament, | confidential report to the European Parliament, | confidential report to the European Parliament,
to the Council and to the Commission to the Council and to the Commission to the Council and to the Commission
summarising the findings of relevant summarising the findings of relevant summarising the findings of relevant
628 discussions held with the third countries discussions held with the third countries discussions held with the third countries
authorities referred to in paragraph 1, focussing | authorities referred to in paragraph 1, focussing | authorities referred to in paragraph 1, focussing
on the evolution of ICT third-party risk and the | on the evolution of ICT third-party risk and the | on the evolution of ICT third-party risk and the
implications for financial stability, market implications for financial stability, market implications for financial stability, market
integrity, investor protection or the functioning | integrity, investor protection or the functioning | integrity, investor protection or the functioning
of the single market. of the single market. of the single market.
CHAPTER VI
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CHAPTER VI CHAPTER VI CHAPTER VI
629 INFORMATION SHARING INFORMATION SHARING INFORMATION SHARING
ARRANGEMENTS ARRANGEMENTS ARRANGEMENTS
Article 40
Article 40 Article 40 Article 40
630 Information-sharing arrangements on cyber Information-sharing arrangements on cyber Information-sharing arrangements on cyber
threat information and intelligence threat information and intelligence threat information and intelligence
Article 40(1), introductory part
1. Financial entities may exchange amongst 1. Financial entities #¢5-shall endeavour to 1. Financial entities may exchange amongst
themselves cyber threat information and exchange amongst themselves and ICT third- themselves cyber threat information and
intelligence, including indicators of party service providers cyber threat information | intelligence, including indicators of
compromise, tactics, techniques, and and intelligence, including indicators of compromise, tactics, techniques, and
631 . . . . :
procedures, cyber security alerts and compromise, tactics, techniques, and procedures, cyber security alerts and
configuration tools, to the extent that such procedures, cyber security alerts and configuration tools, to the extent that such
information and intelligence sharing: configuration tools, to the extent that such information and intelligence sharing:
information and intelligence sharing:
Article 40(1), point (a)
(a) aims at enhancing the digital operational (a) aims at enhancing the digital operational (a) aims at enhancing the digital operational
resilience of financial entities, in particular resilience of financial entities_and ICT third- resilience of financial entities, in particular
through raising awareness in relation to cyber party service providers, in particular through through raising awareness in relation to cyber
632 | threats, limiting or impeding the cyber threats’ raising awareness in relation to cyber threats, threats, limiting or impeding the cyber threats’
ability to spread, supporting financial entities’ limiting or impeding the cyber threats’ ability to | ability to spread, supporting financial entities’
range of defensive capabilities, threat detection | spread, supporting financiatentities—reange-of range of defensive capabilities, threat detection
techniques, mitigation strategies or response defensive capabilities, threat detection techniques, mitigation strategies or response
and recovery stages; techniques, mitigation strategies or response and recovery stages;
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and recovery stages;

Council Mandate

Article 40(1), point (b)

633

(b) takes places within trusted communities of
financial entities;

(b) takes places within trusted communities of
financial entities and ICT third-party service

providers;

(b) takes places within trusted communities of
financial entities;

Article 40(1), point (c)

(c) is implemented through information-sharing
arrangements that protect the potentially
sensitive nature of the information shared, and
that are governed by rules of conduct in full
respect of business confidentiality, protection of
personal data' and guidelines on competition
policy.?

(c) is implemented through information-sharing
arrangements that protect the potentially
sensitive nature of the information shared, and
that are governed by rules of conduct in full
respect of business confidentiality, protection of
personal data' and guidelines on competition
policy-%,

(c) is implemented through information-sharing
arrangements that protect the potentially
sensitive nature of the information shared, and
that are governed by rules of conduct in full
respect of business confidentiality, protection of
personal! data* and guidelines on competition
policy.?

634 1. In accordance with Regulation (EU) 2016/679 of the 1. In accordance with Regulation (EU) 2016/679 of the 1. In accordance with Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 European Parliament and of the Council of 27 April 2016 European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the on the protection of natural persons with regard to the on the protection of natural persons with regard to the
processing of personal data and on the free movement of processing of personal data and on the free movement of processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data | such data, and repealing Directive 95/46/EC (General Data | such data, and repealing Directive 95/46/EC (General Data
Protection Regulation) (OJ L 119, 4.5.2016, p. 1). Protection Regulation) (OJ L 119, 4.5.2016, p. 1). Protection Regulation) (OJ L 119, 4.5.2016, p. 1).

2. Communication from the Commission — Guidelines on 2. Communication from the Commission — Guidelines on 2. Communication from the Commission — Guidelines on
the applicability of Article 101 of the Treaty on the the applicability of Article 101 of the Treaty on the the applicability of Article 101 of the Treaty on the
Functioning of the European Union to horizontal co- Functioning of the European Union to horizontal co- Functioning of the European Union to horizontal co-
operation agreements, 2011/C 11/01. operation agreements, 2011/C 11/01. operation agreements, 2011/C 11/01.
Article 40(2)
635 2. For the purpose of point (c) of paragraph 1, 2. For the purpose of point (c) of paragraph 1, 2. For the purpose of point (c) of paragraph 1,

the information sharing arrangements shall
define the conditions for participation and,

the information sharing arrangements shall
define the conditions for participation and,

the information sharing arrangements shall
define the conditions for participation and,
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where appropriate, shall set out the details on
the involvement of public authorities and the
capacity in which the latter may be associated to
the information-sharing arrangements, as well
as on operational elements, including the use of
dedicated IT platforms.

EP Mandate

where appropriate, shall set out the details on
the involvement of public authorities and the
capacity in which the latter may be associated to
the information-sharing arrangements, as well
as on operational elements, including the use of
dedicated IT platforms.

Council Mandate

where appropriate, shall set out the details on
the involvement of public authorities and the
capacity in which the latter may be associated to
the information-sharing arrangements, as well
as on operational elements, including the use of
dedicated IT platforms.

Article 40(3)

3. Financial entities shall notify competent

3. Financial entities shall notify competent

authorities of their participation in the authorities of their participation in the avtherities-of their participationin-the
information-sharing arrangements referred to in | information-sharing arrangements referred to in | information-sharing-arrangementsreferred-to-in
636 S : o . o .
paragraph 1, upon validation of their paragraph 1, upon validation of their paragraph1-upen-validation-of their
membership, or, as applicable, of the cessation membership, or, as applicable, of the cessation 15Ot i 5
of their membership, once the latter takes effect. | of their membership, once the latter takes effect. | eftheirmembership;-once-thelattertakes-effeet:
CHAPTER VI
637 CHAPTER VII CHAPTER VII CHAPTER VII
COMPETENT AUTHORITIES COMPETENT AUTHORITIES COMPETENT AUTHORITIES
Article 41
638 Article 41 Article 41 Article 41
Competent authorities Competent authorities Competent authorities
Article 41, first paragraph, introductory part
Without prejudice to the provisions on the Without prejudice to the provisions on the Without prejudice to the provisions on the
639 | Oversight Framework for critical ICT third- Oversight Framework for critical ICT third- Oversight Framework for critical ICT third-

party service providers referred to in Section II
of Chapter V of this Regulation, compliance

party service providers referred to in Section II
of Chapter V of this Regulation, compliance

party service providers referred to in Section II
of Chapter V of this Regulation, compliance
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with the obligations set out in this Regulation
shall be ensured by the following competent
authorities in accordance with the powers
granted by the respective legal acts:

EP Mandate

with the obligations set out in this Regulation
shall be ensured by the following competent
authorities in accordance with the powers
granted by the respective legal acts:

Council Mandate

with the obligations set out in this Regulation
shall be ensured by the following competent
authorities in accordance with the powers
granted by the respective legal acts:

Article 4

1, first paragraph, point (a)

640

(a) for credit institutions, the competent
authority designated in accordance with Article
4 of Directive 2013/36/EU, without prejudice to
the specific tasks conferred on the ECB by
Regulation (EU) No 1024/2013;

(a) for credit institutions, the competent
authority designated in accordance with Article
4 of Directive 2013/36/EU, without prejudice to
the specific tasks conferred on the ECB by
Regulation (EU) No 1024/2013;

(a) for credit institutions;-:

(i) the competent authority designated in
accordance with Article 4 of Directive
2013/36/EU, witheut-prejudice-to-the-speeifie
tasks-eonferred-enincluding for credit
institutions exempted under Directive
2013/36/EU and;

(ii) in the case of credit institutions
classified as significant, in accordance with
Article 6(4) of Regulation (EU) No
1024/2013, the ECB in accordance with the
powers and tasks conferred by Regulation
(EU) No 1024/2013;

Article 4

1, first paragraph, point (b)

641

(b) for payment service providers, the
competent authority designated in accordance
with Article 22 of Directive (EU) 2015/2366;

(b) for payment service providers, the
competent authority designated in accordance
with Article 22 of Directive (EU) 2015/2366;

(b) for payment service providers, payment
institutions exempted under Directive (EU)
2015/2366, electronic money institutions
exempted under Directive 2009/110/EC and
account information service providers as
referred to in Article 33(1) of Directive (EU)
2015/2366, the competent authority designated
in accordance with Article 22 of Directive (EU)
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EP Mandate

Council Mandate
2015/2366;

Article 4

1, first paragraph, point (c)

(c) for electronic payment institutions, the

(c) for electronic payment institutions, the

(c) forelectronic-paymentinstitutions,-the

642 | competent authority designated in accordance competent authority designated in accordance competent-autherity-designated-inaccordance
with Article 37 of Directive 2009/110/EC; with Article 37 of Directive 2009/110/EC; with-Artiele 37-of Direetive 2009410/EC:
Article 41, first paragraph, point (d)
(d) for investment firms, the competent (d) for investment firms, the competent (d) for investment firms, the competent
643 | authority designated in accordance with Article | authority designated in accordance with Article | authority designated in accordance with Article
4 of Directive (EU) 2019/2034; 4 of Directive (EU) 2019/2034; 4 of Directive (EU) 2019/2034;
Article 41, first paragraph, point (e)
(e) for crypto-asset service providers, issuers of | (e) for crypto-asset service providers, issuers (e) for crypto-asset service providers, issuers of
crypto-assets, issuers of asset-referenced tokens | and offerors of crypto-assets, issuers and crypto-assets, issuers of asset-referenced tokens
and issuers of significant asset-referenced offerors of asset-referenced tokens and issuers | and issuers of significant asset-referenced
644 | tokens, the competent authority designated in of significant asset-referenced tokens, the tokens, the competent authority designated in
accordance with the first indent of point (ee) of | competent authority designated in accordance accordance with the first indent of point (ee) of
Article 3 (1) of [Regulation (EU) 20xx MICA with the first indent of point (ee) of Article 3 (1) | Article 3 (1) of [Regulation (EU) 20xx MICA
Regulation]; of [Regulation (EU) 20xx MICA Regulation]; Regulation];
Article 41, first paragraph, point (f)
(f) for central securities depositories, the (f) for central securities depositories_and (f) for central securities depositories, the
competent authority designated in accordance operators of securities settlement systems, the competent authority designated in accordance
645 with Article 11 of Regulation (EU) No competent authority designated in accordance with Article 11 of Regulation (EU) No

909/2014;

with Article 11 of Regulation (EU) No
909/2014;

909/2014;
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Council Mandate

Article 41, first paragraph, point (g)
(g) for central counterparties, the competent (g) for central counterparties, the competent (g) for central counterparties, the competent
646 | authority designated in accordance with Article | authority designated in accordance with Article | authority designated in accordance with Article
22 of Regulation (EU) No 648/2012; 22 of Regulation (EU) No 648/2012; 22 of Regulation (EU) No 648/2012;
Article 41, first paragraph, point (h)
(h) for trading venues and data reporting (h) for trading venues and data reporting (h) for trading venues and data reporting
647 service providers, the competent authority service providers, the competent authority service providers, the competent authority
designated in accordance with Article 67 of designated in accordance with Article 67 of designated in accordance with Article 67 of
Directive 2014/65/EU; Directive 2014/65/EU; Directive 2014/65/EU,;
Article 41, first paragraph, point (i)
(i) for trade repositories, the competent (i) for trade repositories, the competent (1) for trade repositories, the competent
648 | authority designated in accordance with Article | authority designated in accordance with Article | authority designated in accordance with Article
55 of Regulation (EU) No 648/2012; 55 of Regulation (EU) No 648/2012; 55 of Regulation (EU) No 648/2012;
Article 41, first paragraph, point (j)
(j) for managers of alternative investment (j) for managers of alternative investment (j) for managers of alternative investment
649 funds, the competent authority designated in funds, the competent authority designated in funds, the competent authority designated in
accordance with Article 44 of Directive accordance with Article 44 of Directive accordance with Article 44 of Directive
2011/61/EU; 2011/61/EU; 2011/61/EU;
Article 41, first paragraph, point (k)
650 (k) for management companies, the competent | (k) for management companies, the competent | (k) for management companies, the competent
authority designated in accordance with Article | authority designated in accordance with Article | authority designated in accordance with Article
97 of Directive 2009/65/EC; 97 of Directive 2009/65/EC; 97 of Directive 2009/65/EC;

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 301/341




Commission Proposal

EP Mandate
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Article 4

1, first paragraph, point (l)

(I) for insurance and reinsurance undertakings,
the competent authority designated in

(I) for insurance and reinsurance undertakings,
the competent authority designated in

() for insurance and reinsurance undertakings,
the competent authority designated in

w1 accordance with Article 30 of Directive accordance with Article 30 of Directive accordance with Article 30 of Directive
2009/138/EC; 2009/138/EC; 2009/138/EC;
Article 41, first paragraph, point (m)
(m) for insurance intermediaries, reinsurance (m) for insurance intermediaries, reinsurance (m) for insurance intermediaries;reinstrance
intermediaries and ancillary insurance intermediaries and ancillary insurance intermediaries-and-ancillary-insurance and
652 intermediaries, the competent authority intermediaries, the competent authority reinsurance intermediaries, the competent
designated in accordance with Article 12 of designated in accordance with Article 12 of authority designated in accordance with Article
Directive (EU) 2016/97; Directive (EU) 2016/97; 12 of Directive (EU) 2016/97;
Article 41, first paragraph, point (n)
(n) for institutions for occupational retirement | (n) for institutions for occupational retirement | (n) for institutions for occupational retirement
653 pensions, the competent authority designated in | pensionsprovisions, the competent authority penstensprovision, the competent authority
accordance with Article 47 of Directive designated in accordance with Article 47 of designated in accordance with Article 47 of
2016/2341; Directive 2016/2341; Directive 2016/2341;
Article 41, first paragraph, point (o)
(o) for credit rating agencies, the competent (o) for credit rating agencies, the competent (o) for credit rating agencies, the competent
654 authority designated in accordance Article 21 of | authority designated in accordance Article 21 of | authority designated in accordance Article 21 of
Regulation (EC) No 1060/2009; Regulation (EC) No 1060/2009; Regulation (EC) No 1060/2009;
Article 41, first paragraph, point (p)
655
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(p) for statutory auditors and audit firms, the
competent authority designated in accordance
Articles 3(2) and 32 of Directive 2006/43/EC;

EP Mandate

(p) for statutory auditors and audit firms, the
competent authority designated in accordance
Articles 3(2) and 32 of Directive 2006/43/EC;

Council Mandate

(p) ferstatutery-auditorsand-auditfirms;-the
5 .f]i E; ;‘ 5] ;-; E;Eg. >¢ ;;EE; E; EEEE;

Article 4

1, first paragraph, point (q)

(q) for administrators of critical benchmarks,
the competent authority designated in

(q) for administrators of critical benchmarks,
the competent authority designated in

(q) for administrators of critical benchmarks,
the competent authority designated in

636 accordance with Articles 40 and 41 of accordance with Articles 40 and 41 of accordance with Articles 40 and 41 of
Regulation xx/202x; Regulation xx202x¢(EU) 2016/1011; Regulationxx/202xRegulation 2016/1011;
Article 41, first paragraph, point (r)
(r) for crowdfunding service providers, the (r) for crowdfunding service providers, the (r) for crowdfunding service providers, the
657 competent authority designated in accordance competent authority designated in accordance competent authority designated in accordance
with Article x of Regulation xx/202x; with Article ¥x-29 of Regulation(EU) 2020/1503 | with Article x-ef Regulationxx/202x29 of
202, Regulation 2020/1503;
Article 41, first paragraph, point (s)
(s) for securitisation repositories, the competent | (s) for securitisation repositories, the competent | (s) for securitisation repositories, the competent
658 | authority designated in accordance with Article | authority designated in accordance with Article | authority designated in accordance with Article
10 and 14 (1) of Regulation (EU) 2017/2402. 10 and 14 (1) of Regulation (EU) 2017/2402. 10 and 14 (1) of Regulation (EU) 2017/2402.
Article 42
Article 42 Article 42 Article 42
659 Cooperation with structures and authorities Cooperation with structures and authorities Cooperation with structures and authorities
established by Directive (EU) 2016/1148 established by Directive (EU) 2016/1148 established by Directive (EU) 2016/1148
Article 42(1)
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Council Mandate

1. To foster cooperation and enable supervisory
exchanges between the competent authorities
designated under this Regulation and the
Cooperation Group established by Article 11 of
Directive (EU) 2016/1148, the ESAs and the
competent authorities, may request to be invited
to the workings of Cooperation Group.

1. To foster cooperation and enable supervisory
exchanges between the competent authorities
designated under this Regulation and the
Cooperation Group established by Article 11 of
Directive (EU) 2016/1148, the ESAs and the
competent authorities, mayreguestto-be-invited
totheeorlinm ol CoaperationSrarpshall_be

1. To foster cooperation and enable supervisory
exchanges between the-competent authorities
designated under this Regulation and the
Cooperation Group established by Article 11 of
Directive (EU) 2016/1148, the ESAs and the
competent authorities, may request to be invited
to the workings of the Cooperation Group.

660 invited to participate in the work of the
Cooperation Group. insofar as that work
concerns supervisory and oversight activities,
respectively, in relation to entities listed under
point (7) of Annex Il to Directive (EU)
2016/1148 that have also been designated as
critical ICT third-party service providers
pursuant to Article 28 of this Regulation.
Article 42(2)
2. Competent authorities may consult where 2. Competent authorities may consult where 2. Where appropriate, competent authorities
appropriate with the single point of contact and | appropriate with the single point of contact and | may consult where-appropriateand share
661 the national Computer Security Incident the national Computer Security Incident information with the single point of contact
Response Teams referred to respectively in Response Teams referred to respectively in and the national Computer Security Incident
Articles 8 and 9 of Directive (EU) 2016/1148. Articles 8 and 9 of Directive (EU) 2016/1148. Response Teams referred to respectively in
Articles 8 and 9 of Directive (EU) 2016/1148.
Article 42(2a)
2a. The Lead Overseer shall inform and
661a cooperate with the competent authorities

designated under Directive (EU) 2016/1148
before conducting general investigations and
on-site inspections in_accordance with Articles
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EP Mandate
33 and 34 of this Regulation.

Council Mandate

Article 4

2(3)

661b

3. Where appropriate competent authorities
may request any relevant technical advice
and assistance from the competent
authorities designated in accordance with
Article 8 of Directive (EU) 2016/1148 and
establish cooperation arrangements to allow
the set-up of effective and fast-response
coordination mechanisms.

Article 4

2(3a)

661c

3a. The arrangements referred to in
paragraph 3 may, amongst other, specify the
procedures for the coordination of
supervisory and oversight activities,
respectively, in relation to operators of
essential services listed under point (7) of
Annex II or digital service providers listed in
Annex III of the Directive (EU) 2016/1148
which have been designated as critical ICT
third-party service providers pursuant to
Article 28, including for the conduct, in
accordance with national law, of
investigations and on-site inspections, as well
as mechanisms for the exchange of
information between competent authorities
and authorities designated in accordance
with Article 8 of Directive (EU) 2016/1148
which include access to information
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Council Mandate

requested by the latter authorities.

Article 42a

661d

Article 42a
Cooperation between authorities

Article 4

2a(1)

661e

1. Competent authorities shall cooperate
closely among themselves and, where
applicable, with the Lead Overseer.

Article 4

2a(2)

661f

2. Competent authorities and the Lead
Overseer shall, in a timely manner, mutually
exchange all relevant information concerning
critical ICT third-party service providers
which is necessary for them to carry out the
respective duties resulting from this
Regulation, notably in relation to identified
risks, approaches and measures taken as
part of the Lead Overseer’s oversight tasks.

Article 4

662

Article 43
Financial cross-sector exercises,
communication and cooperation

Article 43
Financial cross-sector exercises,
communication and cooperation

Article 43
-Financial cross-sector exercises,
communication and cooperation

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 306/341



Commission Proposal
Article 43(1), first subparagraph

EP Mandate

Council Mandate

1. The ESAs, through the Joint Committee and | 1. The ESAs, through the Joint Committee and | 1. The ESAs, through the Joint Committee and
in collaboration with competent authorities, the | in collaboration with competent authorities, the | in collaboration with competent authorities, the
ECB and the ESRB, may establish mechanisms | ECB, the Single Resolution Board in respect of | ECB-and, the ESRB and ENISA as
to enable the sharing of effective practices information relating to entities falling under appropriate, may establish mechanisms to
across financial sectors to enhance situational the scope of Regulation (EU) No 806/2014 and | enable the sharing of effective practices across
663 : ) , ; : R
awareness and identify common cyber the ESRB, may establish mechanisms to enable | financial sectors to enhance situational
vulnerabilities and risks across-sectors. the sharing of effective practices across awareness and identify common cyber
financial sectors to enhance situational vulnerabilities and risks across-sectors.
awareness and identify common cyber
vulnerabilities and risks across-sectors.
Article 43(1), second subparagraph
They may develop crisis-management and They may develop crisis-management and They may develop crisis-management and
contingency exercises involving cyber-attack contingency exercises involving cyber-attack contingency exercises involving cyber-attack
scenarios with a view to develop scenarios with a view to develop scenarios with a view to develop
communication channels and gradually enable communication channels and gradually enable communication channels and gradually enable
664 | an effective EU-level coordinated response in an effective EU-level coordinated response in an effective EU-level coordinated response in
the event of a major cross-border ICT-related the event of a major cross-border ICT-related the event of a major cross-border ICT-related
incident or related threat having a systemic incident or #elated-significant cyber threat incident or related threat having a systemic
impact on the Union’s financial sector as a having a systemic impact on the Union’s impact on the Union’s financial sector as a
whole. financial sector as a whole. whole.
Article 43(1), third subparagraph
These exercises may as appropriate also test the | These exercises may as appropriate also test the | These exercises may as appropriate also test the
665 | financial sector’ dependencies on other financial sector’ dependencies on other financial sector’ dependencies on other
economic sectors. economic sectors. economic sectors.
Article 43(2)
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Commission Proposal

2. Competent authorities, EBA, ESMA or
EIOPA and the ECB shall cooperate closely
with each other and exchange information to
carry out their duties pursuant to Articles 42 to
48. They shall closely coordinate their
supervision in order to identify and remedy
breaches of this Regulation, develop and

2. Competent authorities, EBA, ESMA or
EIOPA, the ECB, national resolution
authorities and the £CBSingle Resolution
Board in respect of information relating to
entities falling under the scope of Regulation
(EU) No 806/2014 shall cooperate closely with
each other and exchange information to carry

2. Competent authorities, EBA, ESMA or
EIOPA and the ECB shall cooperate closely
with each other and exchange information to
carry out their duties pursuant to Articles 42 to
48. They shall closely coordinate their
supervision in order to identify and remedy
breaches of this Regulation, develop and

666 . . . . . . . . .
promote best practices, facilitate collaboration, | out their duties pursuant to Articles 42 to 48. promote best practices, facilitate collaboration,
foster consistency of interpretation and provide | They shall closely coordinate their supervision | foster consistency of interpretation and provide
cross-jurisdictional assessments in the event of | in order to identify and remedy breaches of this | cross-jurisdictional assessments in the event of
any disagreements. Regulation, develop and promote best practices, | any disagreements.

facilitate collaboration, foster consistency of

interpretation and provide cross-jurisdictional

assessments in the event of any disagreements.
Article 44

667 Article 44 Article 44 Article 44

Administrative penalties and remedial measures | Administrative penalties and remedial measures | Administrative penalties and remedial measures
Article 44(1)
1. Competent authorities shall have all 1. Competent authorities shall have all 1. Competent authorities shall have all
663 supervisory, investigatory and sanctioning supervisory, investigatory and sanctioning supervisory, investigatory and sanctioning

powers necessary to fulfil their duties under this
Regulation.

powers necessary to fulfil their duties under this
Regulation.

powers necessary to fulfil their duties under this
Regulation.

Article 44(2), introductory part

669

2. The powers referred to in paragraph 1 shall
include at least the powers to:

2. The powers referred to in paragraph 1 shall
include at least the powers to:

2. The powers referred to in paragraph 1 shall
include at least the powers to:

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)
2020/0267(COD) 308/341




Commission Proposal

EP Mandate

Council Mandate

Article 44(2), point (a)

670

(a) have access to any document or data held in
any form which the competent authority
considers relevant for the performance of its
duties and receive or take a copy of it;

(a) have access to any document or data held in
any form whichthat the competent authority
considers relevant for the performance of its
duties and receive or take a copy of it;

(a) have access to any document or data held in
any form which the competent authority
considers relevant for the performance of its
duties and receive or take a copy of it;

Article 44(2), point (aa)

670a

(aa) summon representatives of the financial
entities for oral or written explanations on
facts or documents relating to the subject
matter and purpose of the investigation and
to record the answers;

Article 44(2), point (ab)

670b

(ab) interview any other natural or legal
person who consents to be interviewed for
the purpose of collecting information relating
to the subject matter of an investigation;

Article 44(2), point (b)

671

(b) carry out on-site inspections or
investigations;

(b) carry out on-site inspections or
investigations;

(b) carry out on-site inspections or
investigations;

Article 44(2), point (c)

672

(¢) require corrective and remedial measures

(¢) require corrective and remedial measures

(¢) require corrective and remedial measures
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for breaches of the requirements of this
Regulation.

EP Mandate

for breaches of the requirements of this
Regulation.

Council Mandate

for breaches of the requirements of this
Regulation.

Article 44(3), first subparagraph

673

3. Without prejudice to the right of Member
States to impose criminal penalties according to
Article 46, Member States shall lay down rules
establishing appropriate administrative penalties
and remedial measures for breaches of this
Regulation and shall ensure their effective
implementation.

3. Without prejudice to the right of Member
States to impose criminal penalties according to
Article 46, Member States shall lay down rules
establishing appropriate administrative penalties
and remedial measures for breaches of this
Regulation and shall ensure their effective
implementation.

3. Without prejudice to the right of Member
States to impose criminal penalties according to
Article 46, Member States shall lay down rules
establishing appropriate administrative penalties
and remedial measures for breaches of this
Regulation and shall ensure their effective
implementation.

Article 44(3), second subparagraph

674

Those penalties and measures shall be effective,
proportionate and dissuasive.

Those penalties and measures shall be effective,
proportionate and dissuasive.

Those penalties and measures shall be effective,
proportionate and dissuasive.

Article 44(4), introductory part

675

4. Member States shall confer on competent
authorities the power to apply at least the
following administrative penalties or remedial
measures for breaches of this Regulation:

4. Member States shall confer on competent
authorities the power to apply at least the
following administrative penalties or remedial
measures for breaches of this Regulation:

4. Member States shall confer on competent
authorities the power to apply at least the
following administrative penalties or remedial
measures for— breaches of this Regulation:

Article 44(4), point (a)

676

(a) issue an order requiring the natural or legal
person to cease the conduct and to desist from a
repetition of that conduct;

(a) issue an order requiring the natural or legal
person to cease the conduct and to desist from a
repetition of that conduct;

(a) issue an order requiring the natural or legal
person to cease the conduct and to desist from a
repetition of that conduct;
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Article 44(4), point (b)

EP Mandate

Council Mandate

677

(b) require the temporary or permanent
cessation of any practice or conduct that the
competent authority considers to be contrary to
the provisions of this Regulation and prevent
repetition of that practice or conduct;

(b) require the temporary or permanent
cessation of any practice or conduct that-the
competent-anthority-considersconsidered to be
contrary to the provisions of this Regulation and
prevent repetition of that practice or conduct;

(b) require the temporary or permanent
cessation of any practice or conduct that the
competent authority considers to be contrary to
the provisions of this Regulation and prevent
repetition of that practice or conduct;

Article 44(4), point (c)

678

(c) adopt any type of measure, including of a
pecuniary nature, to ensure that financial
entities continue to comply with legal
requirements;

(c) adopt any type of measure, including of a
pecuniary nature, to ensure that financial
entities continue to comply with legal
requirements;

(c) adopt any type of measure, including of a
pecuniary nature, to ensure that financial
entities continue to comply with legal
requirements;

Article 44(4), point (d)

679

(d) require, in so far as permitted by national
law, existing data traffic records held by a
telecommunication operator, where there is a
reasonable suspicion of a breach of this
Regulation and where such records may be
relevant to an investigation into breaches of this
Regulation; and

(d) require, in so far as permitted by national
law, existing data traffic records held by a
telecommunication operator, where there is a
reasonable suspicion of a breach of this
Regulation and where such records may be
relevant to an investigation into breaches of this
Regulation; and

(d) require, in so far as permitted by national
law, existing data traffic records held by a
telecommunication operator, where there is a
reasonable suspicion of a breach of this
Regulation and where such records may be
relevant to an investigation into breaches of this
Regulation; and

Article 44(4), point (e)

(e) issue public notices, including public

(e) issue public notices, including public

(e) issue public notices, including public

680 | statements indicating the identity of the natural | statements indicating the identity of the natural | statements indicating the identity of the natural
or legal person and the nature of the breach. or legal person and the nature of the breach. or legal person and the nature of the breach.
Article 44(5)
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681

Commission Proposal

5. Where the provisions referred to in point (c)
of paragraph 2 and in paragraph 4 apply to legal
persons, Member States shall confer on
competent authorities the power to apply the
administrative penalties and remedial measures,
subject to the conditions provided for in
national law, to members of the management
body, and to other individuals who under
national law are responsible for the breach.

EP Mandate

5. Where the provisions referred to in point (c)
of paragraph 2 and in paragraph 4 apply to legal
persons, Member States shall confer on
competent authorities the power to apply the
administrative penalties and remedial measures,
subject to the conditions provided for in
national law, to members of the management
body, and to other individuals who under
national law are responsible for the breach.

5. Where the provisions referred to in point (c)
of paragraph 2 and in paragraph 4 apply to legal
persons, Member States shall confer on
competent authorities the power to apply the
administrative penalties and remedial measures,
subject to the conditions provided for in
national law, to members of the management
body, and to other individuals who under
national law are responsible for the breach.

Article 44(6)

682

6. Member States shall ensure that any decision
imposing administrative penalties or remedial
measures set out in point (c) of paragraph 2 is
properly reasoned and is subject to a right of
appeal.

6. Member States shall ensure that any decision
imposing administrative penalties or remedial
measures set out in point (c) of paragraph 2 is
properly reasoned and is subject to a right of
appeal.

6. Member States shall ensure that any decision
imposing administrative penalties or remedial
measures set out in point (c) of paragraph 2 is
properly reasoned and is subject to a right of
appeal.

Article 4

683

Article 45
Exercise of the power to impose administrative
penalties and remedial measures

Article 45
Exercise of the power to impose administrative
penalties and remedial measures

Article 45
Exercise of the power to impose administrative
penalties and remedial measures

Article 4

5(1), introductory part

684

1. Competent authorities shall exercise the
powers to impose administrative penalties and
remedial measures referred to in Article 44 in
accordance with their national legal
frameworks, as appropriate:

1. Competent authorities shall exercise the
powers to impose administrative penalties and
remedial measures referred to in Article 44 in
accordance with their national legal
frameworks, as appropriate:

1. Competent authorities shall exercise the
powers to impose administrative penalties and
remedial measures referred to in Article 44 in
accordance with their national legal
frameworks, as appropriate:

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)
2020/0267(COD) 312/341




EP Mandate

Council Mandate

Commission Proposal

Article 45(1), point (a)
685 (a) directly; (a) directly; (a) directly;
Article 45(1), point (b)
686 | (b) in collaboration with other authorities; (b) in collaboration with other authorities; (b) in collaboration with other authorities;
Article 45(1), point (c)
637 (c) under their responsibility by delegation to (¢) under their responsibility by delegation to (c) under their responsibility by delegation to
other authorities; other authorities; other authorities;
Article 45(1), point (d)
638 (d) by application to the competent judicial (d) by application to the competent judicial (d) by application to the competent judicial
authorities. authorities. authorities.
Article 45(2), introductory part
2. Competent authorities, when determining the | 2. Competent authorities, when determining the | 2. Competent authorities, when determining the
type and level of an administrative penalty or type and level of an administrative penalty or type and level of an administrative penalty or
remedial measure to be imposed under Article remedial measure to be imposed under Article remedial measure to be imposed under Article
689 44, shall take into account the extent to which 44, shall take into account the extent to which 44, shall take into account the extent to which
the breach is intentional or results from the breach is intentional or results from the breach is intentional or results from
negligence and all other relevant circumstances, | negligence and all other relevant circumstances, | negligence and all other relevant circumstances,
including, where appropriate: including, where appropriate: including, where appropriate:
Article 45(2), point (a)
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Commission Proposal EP Mandate Council Mandate
(a) the materiality, gravity and the duration of | (a) the materiality, gravity and the duration of | (a) the materiality, gravity and the duration of
690
the breach; the breach; the breach;
Article 45(2), point (b)
691 (b) the degree of responsibility of the natural or | (b) the degree of responsibility of the natural or | (b) the degree of responsibility of the natural or
legal person responsible for the breach; legal person responsible for the breach; legal person responsible for the breach;
Article 45(2), point (c)
692 (c) the financial strength of the responsible (c¢) the financial strength of the responsible (c) the financial strength of the responsible
natural or legal person; natural or legal person; natural or legal person;
Article 45(2), point (d)
(d) the importance of profits gained or losses (d) the importance of profits gained or losses (d) the importance of profits gained or losses
693 | avoided by the responsible natural or legal avoided by the responsible natural or legal avoided by the responsible natural or legal
person, insofar as they can be determined,; person, insofar as they can be determined; person, insofar as they can be determined;
Article 45(2), point (e)
694 (e) the losses for third parties caused by the (e) the losses for third parties caused by the (e) the losses for third parties caused by the
breach, insofar as they can be determined; breach, insofar as they can be determined, breach, insofar as they can be determined;
Article 45(2), point (f)
() the level of cooperation of the responsible (f) the level of cooperation of the responsible () the level of cooperation of the responsible
695 | natural or legal person with the competent natural or legal person with the competent natural or legal person with the competent
authority, without prejudice to the need to authority, without prejudice to the need to authority, without prejudice to the need to
ensure disgorgement of profits gained or losses | ensure disgorgement of profits gained or losses | ensure disgorgement of profits gained or losses
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avoided by that person;

EP Mandate
avoided by that person;

Council Mandate

avoided by that person;

Article 4

5(2), point (g)

(g) previous breaches by the responsible natural

(g) previous breaches by the responsible natural

(g) previous breaches by the responsible

696
or legal person. or legal person. natural or legal person.
Article 46
Article 46 Article 46 Article 46
697 . . . . . .
Criminal penalties Criminal penalties Criminal penalties
Article 46(1)
1. Member States may decide not to lay down 1. Member States may decide not to lay down 1. Member States may decide not to lay down
698 rules for administrative penalties or remedial rules for administrative penalties or remedial rules for administrative penalties or remedial
measures for breaches which are subject to measures for breaches hickthat are subject to | measures for breaches which are subject to
criminal penalties under their national law. criminal penalties under their national law. criminal penalties under their national law.
Article 46(2)
2. Where Member States have chosen to lay 2. Where Member States have chosen to lay 2. Where Member States have chosen to lay
down criminal penalties for breaches of this down criminal penalties for breaches of this down criminal penalties for breaches of this
Regulation they shall ensure that appropriate Regulation they shall ensure that appropriate Regulation they shall ensure that appropriate
measures are in place so that competent measures are in place so that competent measures are in place so that competent
699 authorities have all the necessary powers to authorities have all the necessary powers to authorities have all the necessary powers to

liaise with judicial, prosecuting, or criminal
justice authorities within their jurisdiction to
receive specific information related to criminal
investigations or proceedings commenced for
breaches of this Regulation, and to provide the
same information to other competent

liaise with judicial, prosecuting, or criminal
justice authorities within their jurisdiction to
receive specific information related to criminal
investigations or proceedings commenced for
breaches of this Regulation, and to provide the
same information to other competent

liaise with judicial, prosecuting, or criminal
justice authorities within their jurisdiction to
receive specific information related to criminal
investigations or proceedings commenced for
breaches of this Regulation, and to provide the
same information to other competent
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authorities, as well as EBA, ESMA or EIOPA
to fulfil their obligations to cooperate for the
purposes of this Regulation.

EP Mandate

authorities, as well as EBA, ESMA or EIOPA
to fulfil their obligations to cooperate for the
purposes of this Regulation.

Council Mandate

authorities, as well as EBA, ESMA or EIOPA
to fulfil their obligations to cooperate for the
purposes of this Regulation.

Article 47
700 Article 47 Article 47 Article 47
Notification duties Notification duties Notification duties
Article 47, first paragraph

Member States shall notify the laws, regulations
and administrative provisions implementing this
Chapter, including any relevant criminal law
provisions, to the Commission, ESMA, the

Member States shall notify the laws, regulations
and administrative provisions implementing this
Chapter, including any relevant criminal law
provisions, to the Commission, ESMA, the

Member States shall notify the laws, regulations
and administrative provisions implementing this
Chapter, including any relevant criminal law
provisions, to the Commission, ESMA, the

701 EBA and EIOPA by [OJ: insert date 1 year after | EBA and EIOPA by [OJ: insert date +year12 EBA and EIOPA by [OJ: insert date +-ear24
the date of entry into force]. Member States months after the date of entry into force]. months after the date of entry into force].
shall notify the Commission, ESMA, the EBA Member States shall notify the Commission, Member States shall notify the Commission,
and EIOPA without undue delay of any ESMA, the EBA and EIOPA without undue ESMA, the EBA and EIOPA without undue
subsequent amendments thereto. delay of any subsequent amendments thereto. delay of any subsequent amendments thereto.

Article 48
700 Article 48 Article 48 Article 48
Publication of administrative penalties Publication of administrative penalties Publication of administrative penalties
Article 48(1)
1. Competent authorities shall publish on their | 1. Competent authorities shall publish on their | 1. Competent authorities shall publish on their
703 | official websites, without undue delay, any official websites, without undue delay, any official websites, without undue delay, any

decision imposing an administrative penalty
against which there is no appeal after the

decision imposing an administrative penalty
against which there is no appeal after the

decision imposing an administrative penalty
against which there is no appeal after the
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addressee of the sanction has been notified of
that decision.

EP Mandate

addressee of the sanction has been notified of
that decision.

Council Mandate

addressee of the sanction has been notified of
that decision.

Article 48(2)

704

2. The publication referred to in paragraph 1
shall include information on the type and nature
of the breach, the identity of the persons
responsible and the penalties imposed.

2. The publication referred to in paragraph 1
shall include information on the type and nature
of the breach, the penalties imposed, and,
exceptionally, the identity of the persons

responsible-and-the penaltiesimposed.

2. The publication referred to in paragraph 1
shall include information on the type and nature
of the breach, the identity of the persons
responsible and the penalties imposed.

Article 48(3), introductory part

705

3. Where the competent authority, following a
case-by-case assessment, considers that the
publication of the identity, in the case of legal
persons, or of the identity and personal data, in
the case of natural persons, would be
disproportionate, jeopardise the stability of
financial markets or the pursuit of an on-going
criminal investigation, or cause, insofar as these
can be determined, disproportionate damages to
the person involved, it shall adopt either of the
following solutions in respect to the decision
imposing an administrative sanction:

3. Where the competent authority, following a
case-by-case assessment, considers that the
publication of the identity, in the case of legal
persons, or of the identity and personal data, in
the case of natural persons, would be
disproportionate, jeopardise the stability of
financial markets or the pursuit of an on-going
criminal investigation, or cause, insofar as these
can be determined, disproportionate damages to
the person involved, it shall adopt either of the
following solutions in respect to the decision
imposing an administrative sanction:

3. Where the competent authority, following a
case-by-case assessment, considers that the
publication of the identity, in the case of legal
persons, or of the identity and personal data, in
the case of natural persons, would be
disproportionate, jeopardise the stability of
financial markets or the pursuit of an on-going
criminal investigation, create disproportionate
risks to the protection of personal data of
individuals, or cause, insofar as these can be
determined, disproportionate damages to the
person involved, it shall adopt either of the
following solutions in respect to the decision
imposing an administrative sanction:

Article 48(3), point (a)

706

(a) defer its publication until the moment where
all reasons for non-publication cease to exist;

(a) defer its publication until the moment where
all reasons for non-publication cease to exist;

(a) defer its publication until the moment where
all reasons for non-publication cease to exist;
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EP Mandate

Council Mandate

Article 48(3), point (b)

707

(b) publish it on an anonymous basis, in
accordance with national law; or

(b) publish it on an anonymous basis, in
accordance with national law; or

(b) publish it on an anonymous basis, in
accordance with national law; or

Article 48(3), point (c)

(c) refrain from publishing it, where the options
set out in points (a) and (b) are deemed either
insufficient to guarantee a lack of any danger

(¢) refrain from publishing it, where the options
set out in points (a) and (b) are deemed either
insufficient to guarantee a lack of any danger

(c) refrain from publishing it, where the options
set out in points (a) and (b) are deemed either
insufficient to guarantee a lack of any danger

e for the stability of financial markets, or where for the stability of financial markets, or where for the stability of financial markets, or where
such a publication would not be proportional such a publication would not be proportional such a publication would not be proportional
with the leniency of the imposed sanction. with the leniency of the imposed sanction. with the leniency of the imposed sanction.

Article 48(4)
4. In the case of a decision to publish an 4. In the case of a decision to publish an 4. In the case of a decision to publish an
administrative penalty on an anonymous basis administrative penalty on an anonymous basis administrative penalty on an anonymous basis

709 | in accordance with point (b) of paragraph 3, the | in accordance with point (b) of paragraph 3, the | in accordance with point (b) of paragraph 3, the
publication of the relevant data may be publication of the relevant data may be publication of the relevant data may be
postponed. postponed. postponed.

Article 48(5)
5. Where a competent authority publishes a 5. Where a competent authority publishes a 5. Where a competent authority publishes a
decision imposing an administrative penalty decision imposing an administrative penalty decision imposing an administrative penalty

710 against which there is an appeal before the against which there is an appeal before the against which there is an appeal before the

relevant judicial authorities, competent
authorities shall immediately add on their
official website that information and at later
stages any subsequent related information on

relevant judicial authorities, competent
authorities shall immediately add on their
official website that information and at later
stages any subsequent related information on

relevant judicial authorities, competent
authorities shall immediately add on their
official website that information and at later
stages any subsequent related information on
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the outcome of such appeal. Any judicial
decision annulling a decision imposing an
administrative penalty shall also be published.

EP Mandate

the outcome of such appeal. Any judicial
decision annulling a decision imposing an
administrative penalty shall also be published.

Council Mandate

the outcome of such appeal. Any judicial
decision annulling a decision imposing an
administrative penalty shall also be published.

Article 48

(6)

6. Competent authorities shall ensure that any
publication referred to in paragraphs 1 to 4 shall
remain on their official website for at least five

6. Competent authorities shall ensure that any
publication referred to in paragraphs 1 to 4 shall
remain on their official website for at least five

6. Competent authorities shall ensure that any
publication referred to in paragraphs 1 to 4 shall
remain on their official website fer-atleastfive

years after its publication. Personal data years after its publication. Personal data years-after-its-publication—Personal data
contained in the publication shall only be kept contained in the publication shall only be kept contained-in-the-publication-shall-only-be kept
711 | on the official website of the competent on the official website of the competent on-the-olfieiabwebsiteolfthe competent
authority for the period which is necessary in authority for the period which is necessary in avtherity-for-the period-which-is-necessary-in
accordance with the applicable data protection accordance with the applicable data protection | aceerdance-with-the-applicable-dataprotection
rules. rules. ralesonly for the period which is necessary to
bring forth this Article. This period shall not
exceed t five years after its publication.
Article 49
Article 49 Article 49 Article 49
712 . . .
Professional secrecy Professional secrecy Professional secrecy
Article 49(1)
1. Any confidential information received, 1. Any confidential information received, 1. Any confidential information received,
713 exchanged or transmitted pursuant to this exchanged or transmitted pursuant to this exchanged or transmitted pursuant to this

Regulation shall be subject to the conditions of
professional secrecy laid down in paragraph 2.

Regulation shall be subject to the conditions of
professional secrecy laid down in paragraph 2.

Regulation shall be subject to the conditions of
professional secrecy laid down in paragraph 2.

Article 49(2)

714
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2. The obligation of professional secrecy
applies to all persons who work or who have
worked for the competent authorities under this
Regulation, or for any authority or market
undertaking or natural or legal person to whom
those competent authorities have delegated their
powers, including auditors and experts
contracted by them.

EP Mandate

2. The obligation of professional secrecy
applies to all persons who work or who have
worked for the competent authorities under this
Regulation, or for any authority or market
undertaking or natural or legal person to whom
those competent authorities have delegated their
powers, including auditors and experts
contracted by them.

Council Mandate

2. The obligation of professional secrecy
applies to all persons who work or who have
worked for the competent authorities under this
Regulation, or for any authority or market
undertaking or natural or legal person to whom
those competent authorities have delegated their
powers, including auditors and experts
contracted by them.

Article 49(3)

3. Information covered by professional secrecy
may not be disclosed to any other person or
authority except by virtue of provisions laid
down by Union or national law.

3. Information covered by professional secrecy
may not be disclosed to any other person or
authority except by virtue of provisions laid
down by Union or national law.

3. Information covered by professional secrecy
may not be disclosed to any other person or
authority except by virtue of provisions laid
down by Union or national law, including the

= exchange of information among competent
authorities and competent authorities
designated in accordance with Article 8 of
Directive (EU) 2016/1148.
Article 49(4)
4. All information exchanged between the 4. All information exchanged between the 4. All information exchanged between the
competent authorities under this Regulation that | competent authorities under this Regulation that | competent authorities under this Regulation that
concerns business or operational conditions and | concerns business or operational conditions and | concerns business or operational conditions and
other economic or personal affairs shall be other economic or personal affairs shall be other economic or personal affairs shall be
716 considered confidential and shall be subject to considered confidential and shall be subject to considered confidential and shall be subject to

the requirements of professional secrecy, except
where the competent authority states at the time
of communication that such information may be
disclosed or where such disclosure is necessary

for legal proceedings.

the requirements of professional secrecy, except
where the competent authority states at the time
of communication that such information may be
disclosed or where such disclosure is necessary

for legal proceedings.

the requirements of professional secrecy, except
where the competent authority states at the time
of communication that such information may be
disclosed or where such disclosure is necessary

for legal proceedings.
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EP Mandate

Council Mandate

Article 49a

716a

Article 49a
Data Protection

Article 49a(1)

716b

1. The ESAs and the competent authorities
shall be allowed to process personal data
only where necessary for the purpose of
carrying out their respective obligations and
duties under this Regulation, in particular
for investigation, inspection, request for
information, communication, publication,
evaluation, verification, assessment and
drafting of oversight plans. The personal
data shall be processed in accordance with
Regulation (EU) 2016/679 or Regulation
(EU) 2018/1725, whichever is applicable.

Article 49a(2)

716¢

2. Except otherwise provided in other
sectoral acts, the personal data referred to in
paragraph 1 shall be retained until the
discharge of the applicable supervisory
duties and in any case for a maximum period
of 15 years, except in case of pending court
proceedings requiring further retention of
such data.

CHAPTER VIl
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717 CHAPTER VIII CHAPTER VIII CHAPTER VIII
DELEGATED ACTS DELEGATED ACTS DELEGATED ACTS
Article 50
718 Article 50 Article 50 Article 50
Exercise of the delegation Exercise of the delegation Exercise of the delegation
Article 50(1)
1. The power to adopt delegated acts is 1. The power to adopt delegated acts is 1. The power to adopt delegated acts is
719 conferred on the Commission subject to the conferred on the Commission subject to the conferred on the Commission subject to the
conditions laid down in this Article. conditions laid down in this Article. conditions laid down in this Article.
Article 50(2)
2. The power to adopt delegated acts referred to | 2. The power to adopt delegated acts referred to | 2. The power to adopt delegated acts referred to
in Articles 28(3) and 38(2) shall be conferred on | in Articles 28(3) and 38(2) shall be conferred on | in Articles 28(3) and 38(2) shall be conferred on
the Commission for a period of five years from | the Commission for a period of five years from | the Commission for a period of five years from
[PO: insert date 5 years after the date of entry [PO: insert date 5 years after the date of entry [PO: insert date 5-years12 months after the date
into force of this Regulation]. into force of this Regulation]._The Commission | of entry into force of this Regulation].
shall draw up a report in respect of the
720 delegation of power not later than nine months
before the end of the five-year period. The
delegation of power shall be tacitly extended
for periods of an identical duration, unless the
European Parliament or the Council opposes
such extension not later than three months
before the end of each period.
Article 50(3)
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3. The delegation of power referred to in 3. The delegation of power referred to in 3. The delegation of power referred to in
Articles 28(3) and 38(2) may be revoked at any | Articles 28(3) and 38(2) may be revoked at any | Articles 28(3) and 38(2) may be revoked at any
time by the European Parliament or by the time by the European Parliament or by the time by the European Parliament or by the
Council. A decision to revoke shall put an end Council. A decision to revoke shall put an end Council. A decision to revoke shall put an end
791 to the delegation of the power specified in that to the delegation of the power specified in that to the delegation of the power specified in that
decision. It shall take effect the day following decision. It shall take effect the day following decision. It shall take effect the day following
the publication of the decision in the Official the publication of the decision in the Official the publication of the decision in the Official
Journal of the European Union or at a later date | Journal of the European Union or at a later date | Journal of the European Union or at a later date
specified therein. It shall not affect the validity specified therein. It shall not affect the validity specified therein. It shall not affect the validity
of any delegated acts already in force. of any delegated acts already in force. of any delegated acts already in force.
Article 50(4)
4. Before adopting a delegated act, the 4. Before adopting a delegated act, the 4. Before adopting a delegated act, the
Commission shall consult experts designated by | Commission shall consult experts designated by | Commission shall consult experts designated by
77 each Member State in accordance with the each Member State in accordance with the each Member State in accordance with the
principles laid down in the Interinstitutional principles laid down in the Interinstitutional principles laid down in the Interinstitutional
Agreement of 13 April 2016 on Better Law- Agreement of 13 April 2016 on Better Law- Agreement of 13 April 2016 on Better Law-
Making. Making. Making.
Article 50(5)
5. As soon as it adopts a delegated act, the 5. As soon as it adopts a delegated act, the 5. As soon as it adopts a delegated act, the
723 | Commission shall notify it simultaneously to Commission shall notify it simultaneously to Commission shall notify it simultaneously to
the European Parliament and to the Council. the European Parliament and to the Council. the European Parliament and to the Council.
Article 50(6)
724 6. A delegated act adopted pursuant to Articles | 6. A delegated act adopted pursuant to Articles | 6. A delegated act adopted pursuant to Articles
28(3) and 38(2) shall enter into force only if no | 28(3) and 38(2) shall enter into force only ifno | 28(3) and 38(2) shall enter into force only if no
objection has been expressed either by the objection has been expressed either by the objection has been expressed either by the
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European Parliament or by the Council within a
period of two months of notification of that act
to the European Parliament and the Council or
if, before the expiry of that period, the European
Parliament and the Council have both informed
the Commission that they will not object. That
period shall be extended by two months at the
initiative of the European Parliament or of the
Council.

EP Mandate

European Parliament or by the Council within a
period of #wethree months of notification of that
act to the European Parliament and the Council
or if, before the expiry of that period, the
European Parliament and the Council have both
informed the Commission that they will not
object. That period shall be extended by #+e
three_months at the initiative of the European
Parliament or of the Council.

Council Mandate

European Parliament or by the Council within a
period of twethree months of notification of
that act to the European Parliament and the
Council or if, before the expiry of that period,
the European Parliament and the Council have
both informed the Commission that they will
not object. That period shall be extended by
twothree months at the initiative of the
European Parliament or of the Council.

CHAPTER IX

795 CHAPTER IX CHAPTER IX CHAPTER IX

TRANSITIONAL AND FINAL PROVISIONS | TRANSITIONAL AND FINAL PROVISIONS | TRANSITIONAL AND FINAL PROVISIONS

SECTION |

726 | SECTION I SECTION 1 SECTION I
Article 51

797 A.rticle 51 A.rticle 51 Aﬁicle 51

Review clause Review clause Review clause

Article 51, first paragraph

728

By [PO: insert date 5 years after the date of
entry into force of this Regulation], the
Commission shall, after consulting EBA,
ESMA, EIOPA, and the ESRB, as appropriate,
carry out a review and submit a report to the
European Parliament and the Council,

By [PO: insert date 5 years after the date of
entry into force of this Regulation], the
Commission shall, after consulting EBA,
ESMA, EIOPA, and the ESRB, as appropriate,
carry out a review and submit a report to the
European Parliament and the Council,

1. By [PO: insert date 5 years after the date of
entry into force of this Regulation], the
Commission shall, after consulting EBA,
ESMA, EIOPA, and the ESRB, as appropriate,
carry out a review and submit a report to the
European Parliament and the Council,
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Commission Proposal

accompanied, if appropriate, by a legislative
proposal, regarding the criteria for the
designation of critical ICT third-party service
providers in Article 28(2).

EP Mandate

accompanied, if appropriate, by a legislative
proposal—reserdinotio-criteriaforiie
lesstopaiormaerin e L e
providersinArtiele 28(2).. The report shall

review at least the following:

Council Mandate

accompanied, if appropriate, by a legislative
proposal, regarding-the-eriteria-for-the

designation-ef-eritical HCTthird-party-serviee
providers-in-Artiele 28(2)-:

Article 5

1, first paragraph, point (a)

(a) the possibility of extending the scope of

728a application of this Regulation to operators of
payment systems;
Article 51, first paragraph, point (a)
(a) the criteria for the designation of critical
728b ICT third-party service providers in Article
28(2), and:
Article 51, first paragraph, point (b)
(b) the voluntary nature of the reporting of
728¢c S
significant cyber threats;
Article 51, first paragraph, point (b)
(b) the regime, referred to in Article 28(9) of
this Regulation, applicable to critical ICT
7784 third-party providers established in a third

country, and the powers of the Lead
Overseer provided for in the first indent of
Article 31 (1) d) (iv), with a view to
evaluating the need to continue requiring
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‘ Commission Proposal EP Mandate Council Mandate

establishment in the Union. This review
should entail an analysis of this requirement,
including in terms of access for European
financial entities to competitive and
innovative services from third countries and
it should take into account further
developments in the markets for the services
covered by this Regulation, the practical
experience of financial entities and financial
supervisors with the application and,
respectively, supervision of this regime, and
any relevant regulatory and supervisory
developments taking place at international
level.

Article 51, first paragraph, point (c)

(c) the criteria for the designation of
728e critical ICT third-party service providers in
Article 28(2); and

Article 51, first paragraph, point (d)

) the efficiency of the decision-making
of the Joint Oversight Body and the exchange
728f of information between the Joint Oversight
Body and non-member national competent
authorities.

Article 51, first paragraph a

- 2. No later than [PO: insert date 6 months
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\ Commission Proposal

EP Mandate

Council Mandate

after the date of entry into force], the
Commission shall submit a report to the
European Parliament and the Council
assessing the need for an increased cyber
resilience in payment systems and payment-
processing activities and the appropriateness
of extension of the scope of this Regulation to
these entities.

Article 5

1, first paragraph b

In the review of Directive 2015/2366 (PSD2),
in light of this report, the Commission shall
submit, after consulting EBA, ESMA,
EIOPA, ECB and the ESRB, if appropriate,
a legislative proposal in order to ensure that

(2 all operators of payment systems and entities
involved in payment-processing activities are
subject to an appropriate oversight, while
taking into account existing central bank
oversight.

SECTION Il
729 | SECTION II AMENDMENTS SECTION II AMENDMENTS SECTION II AMENDMENTS
Article 52
730 Article 52 Article 52 Article 52
Amendments to Regulation (EC) No 1060/2009 | Amendments to Regulation (EC) No 1060/2009 | Amendments to Regulation (EC) No 1060/2009
Article 52, first paragraph, introductory part
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In Annex I to Regulation (EC) No 1060/2009, In Annex I to Regulation (EC) No 1060/2009, In Annex I to Regulation (EC) No 1060/2009,
731 the first subparagraph of point 4 of Section A is | the first subparagraph of point 4 of Section A is | the first subparagraph of point 4 of Section A is
replaced by the following: replaced by the following: replaced by the following:
Article 52, first paragraph, amending provision, first
paragraph
A credit rating agency shall have sound A credit rating agency shall have sound ‘A credit rating agency shall have sound
administrative and accounting procedures, administrative and accounting procedures, administrative and accounting procedures,
internal control mechanisms, effective internal control mechanisms, effective internal control mechanisms, effective
732 | procedures for risk assessment, and effective procedures for risk assessment, and effective procedures for risk assessment, and effective
control and safeguard arrangements for control and safeguard arrangements for control and safeguard arrangements for
managing ICT systems in accordance with managing ICT systems in accordance with managing ICT systems in accordance with
Regulation (EU) 2021/xx of the European Regulation (EU) 2021/xx of the European Regulation (EU) 2021/xx of the European
Parliament and of the Council* [DORA]. Parliament and of the Council* [DORA]. Parliament and of the Council* [DORA].
Article 52, first paragraph, amending provision, second
paragraph
* Regulation (EU) 2021/xx of the * Regulation (EU) 2021/xx of the *— Regulation (EU) 2021/xx of the
733 European Parliament and of the Council [...] European Parliament and of the Council [...] European Parliament and of the Council [...]
(OJ L XX, DD.MM.YYYY, p. X).. (OJ L XX, DD.MM.YYYY, p. X).. (OJ L XX, DD.MM.YYYY, p. X).”.
Article 53
734 Article 53 Article 53 Article 53
Amendments to Regulation (EU) No 648/2012 | Amendments to Regulation (EU) No 648/2012 | Amendments to Regulation (EU) No 648/2012
Article 53, first paragraph, introductory part
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Regulation (EU) No 648/2012 is amended as

EP Mandate

Regulation (EU) No 648/2012 is amended as

Council Mandate

Regulation (EU) No 648/2012 is amended as

e follows: follows: follows:
Article 53, first paragraph, point (1), introductory part

736 | (1) Article 26 is amended as follows: (1) Article 26 is amended as follows: (1) Article 26 is amended as follows:
Article 53, first paragraph, point (1)(a), introductory part

737 | (a) paragraph 3 is replaced by the following: (a) paragraph 3 is replaced by the following: (a) paragraph 3 is replaced by the following:
Article 53, first paragraph, point (1)(a), amending

provision, numbered paragraph (3), introductory part

3

3. A CCP shall maintain and operate an
organisational structure that ensures continuity
and orderly functioning in the performance of
its services and activities. It shall employ

3

3. A CCP shall maintain and operate an
organisational structure that ensures continuity
and orderly functioning in the performance of
its services and activities. It shall employ

3

3. A CCP shall maintain and operate an
organisational structure that ensures continuity
and orderly functioning in the performance of
its services and activities. It shall employ

738 . . ) : . .
appropriate and proportionate systems, appropriate and proportionate systems, appropriate and proportionate systems,
resources and procedures, including ICT resources and procedures, including ICT resources and procedures, including ICT
systems managed in accordance with systems managed in accordance with systems managed in accordance with
Regulation (EU) 2021/xx of the European Regulation (EU) 2021/xx of the European Regulation (EU) 2021/xx of the European
Parliament and of the Council* [DORA]. Parliament and of the Council* [DORA]. Parliament and of the Council* [DORA].
Article 53, first paragraph, point (1)(a), amending

provision, numbered paragraph (3), first paragraph

739

* Regulation (EU) 2021/xx of the
European Parliament and of the Council

* Regulation (EU) 2021/xx of the
European Parliament and of the Council

* Regulation (EU) 2021/xx of the
European Parliament and of the Council
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Commission Proposal EP Mandate Council Mandate
[...](OJ L XX, DD.MM.YYYY, p. X).; [...](OJL XX, DD.MM.YYYY, p. X).; [...](OJ L XX, DD.MM.YYYY, p. X).’;

Article 53, first paragraph, point (1)(b)

740 | (b) paragraph 6 is deleted; (b) paragraph 6 is deleted; (b) paragraph 6 is deleted;

Article 53, first paragraph, point (2), introductory part

741 (2) Article 34 is amended as follows: (2) Article 34 is amended as follows: (2) Article 34 is amended as follows:

Article 53, first paragraph, point (2)(a), introductory part

742 | (a) paragraph 1 is replaced by the following: (a) paragraph 1 is replaced by the following: (a) paragraph 1 is replaced by the following:

Article 53, first paragraph, point (2)(a), amending
provision, numbered paragraph (1)

13 3 3

1. A CCP shall establish, implement and 1. A CCP shall establish, implement and 1. A CCP shall establish, implement and
maintain an adequate business continuity policy | maintain an adequate business continuity policy | maintain an adequate business continuity policy
and disaster recovery plan, which shall include | and disaster recovery plan, which shall include | and disaster recovery plan, which shall include

ICT business continuity and disaster recovery ICT business continuity and disaster recovery ICT business continuity and disaster recovery

743 | plans set up in accordance with Regulation (EU) | plans set up in accordance with Regulation (EU) | plans set up in accordance with Regulation
2021/xx [DORA], aiming at ensuring the 2021/xx [DORA], aiming at ensuring the (EU) 2021/xx [DORA], aiming at ensuring the
preservation of its functions, the timely preservation of its functions, the timely preservation of its functions, the timely
recovery of operations and the fulfilment of the | recovery of operations and the fulfilment of the | recovery of operations and the fulfilment of the
CCP’s obligations.; CCP’s obligations.; CCP’s obligations.’;

Article 53, first paragraph, point (2)(b), introductory part
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Commission Proposal

(b) in paragraph 3, the first subparagraph is
replaced by the following:

EP Mandate

(b) in paragraph 3, the first subparagraph is
replaced by the following:

Council Mandate

(b) in paragraph 3, the first subparagraph is
replaced by the following:

Article 5

3, first paragraph, point (2)(b), amending

provision, first paragraph

3

In order to ensure consistent application of this
Article, ESMA shall, after consulting the
members of the ESCB, develop draft regulatory
technical standards specifying the minimum

3

In order to ensure consistent application of this
Article, ESMA shall, after consulting the
members of the ESCB, develop draft regulatory
technical standards specifying the minimum

3

‘In order to ensure consistent application of this
Article, ESMA shall, after consulting the
members of the ESCB, develop draft regulatory
technical standards specifying the minimum

(e content and requirements of the business content and requirements of the business content and requirements of the business
continuity policy and of the disaster recovery continuity policy and of the disaster recovery continuity policy and of the disaster recovery
plan, excluding ICT business continuity and plan, excluding ICT business continuity and plan, excluding ICT business continuity and
disaster recovery plans.; disaster recovery plans.; disaster recovery plans.’;

Article 53, first paragraph, point (3), introductory part

746 (3) in Article 56, the first subparagraph of (3) in Article 56, the first subparagraph of (3) in Article 56, the first subparagraph of

paragraph 3 is replaced by the following: paragraph 3 is replaced by the following: paragraph 3 is replaced by the following:
Article 53, first paragraph, point (3), amending provision,

numbered paragraph (3)

747

13

3. In order to ensure consistent application of
this Article, ESMA shall develop draft
regulatory technical standards specifying the
details, other than for requirements related to
ICT risk management, of the application for

13

3. In order to ensure consistent application of
this Article, ESMA shall develop draft
regulatory technical standards specifying the
details, other than for requirements related to
ICT risk management, of the application for

3

3. In order to ensure consistent application of
this Article, ESMA shall develop draft
regulatory technical standards specifying the
details, other than for requirements related to
ICT risk management, of the application for
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registration referred to in paragraph 1.;

EP Mandate

registration referred to in paragraph 1.;

Council Mandate

registration referred to in paragraph 1.”;

Article 5

3, first paragraph, point (4), introductory part

748

(4) in Article 79, paragraphs 1 and 2 are
replaced by the following:

(4) in Article 79, paragraphs 1 and 2 are
replaced by the following:

(4) in Article 79, paragraphs 1 and 2 are
replaced by the following:

Article 5

3, first paragraph, point (4), amending provision,

numbered paragraph (1)

3

1. A trade repository shall identify sources of
operational risk and minimise them also through

3

1. A trade repository shall identify sources of
operational risk and minimise them also through

3

1. A trade repository shall identify sources of
operational risk and minimise them also through

749 | the development of appropriate systems, the development of appropriate systems, the development of appropriate systems,
controls and procedures, including ICT systems | controls and procedures, including ICT systems | controls and procedures, including ICT systems
managed in accordance with Regulation (EU) managed in accordance with Regulation (EU) managed in accordance with Regulation (EU)
2021/xx [DORA]. 2021/xx [DORAL. 2021/xx [DORA].

Article 53, first paragraph, point (4), amending provision,

numbered paragraph (2)

750

2. A trade repository shall establish, implement
and maintain an adequate business continuity
policy and disaster recovery plan including ICT
business continuity and disaster recovery plans
established in accordance with Regulation (EU)
2021/xx[DORA], aiming at ensuring the
maintenance of its functions, the timely
recovery of operations and the fulfilment of the
trade repository’s obligations.;

2. A trade repository shall establish, implement
and maintain an adequate business continuity
policy and disaster recovery plan including ICT
business continuity and disaster recovery plans
established in accordance with Regulation (EU)
2021/xx[DORA], aiming at ensuring the
maintenance of its functions, the timely
recovery of operations and the fulfilment of the
trade repository’s obligations.;

2. A trade repository shall establish, implement
and maintain an adequate business continuity
policy and disaster recovery plan including ICT
business continuity and disaster recovery plans
established in accordance with Regulation (EU)
2021/xx[DORA], aiming at ensuring the
maintenance of its functions, the timely
recovery of operations and the fulfilment of the
trade repository’s obligations.’;
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EP Mandate

Council Mandate

Amendments to Regulation (EU) No 909/2014

Article 53, first paragraph, point (5)

751 (5) in Article 80, paragraph 1 is deleted. (5) in Article 80, paragraph 1 is deleted. (5) in Article 80, paragraph 1 is deleted.
Article 54

759 Article 54 Article 54 Article 54

Amendments to Regulation (EU) No 909/2014

Amendments to Regulation (EU) No 909/2014

Article 54, first paragraph, introductory part

753

Article 45 of Regulation (EU) No 909/2014 is
amended as follows:

Article 45 of Regulation (EU) No 909/2014 is
amended as follows:

Article 45 of Regulation (EU) No 909/2014 is
amended as follows:

Article 54, first paragraph, point (1), introductory part

754

(1) paragraph 1 is replaced by the following:

(1) paragraph 1 is replaced by the following:

(1) paragraph 1 is replaced by the following:

Article 54, first paragraph, point (1), amending provision,
numbered paragraph (1), introductory part

755

13

1. A CSD shall identify sources of
operational risk, both internal and external, and
minimise their impact also through the
deployment of appropriate ICT tools, processes
and policies set up and managed in accordance
with Regulation (EU) 2021/xx of the European
Parliament and of the Council*[DORA], as well
as through any other relevant appropriate tools,

3

1. A CSD shall identify sources of
operational risk, both internal and external, and
minimise their impact also through the
deployment of appropriate ICT tools, processes
and policies set up and managed in accordance
with Regulation (EU) 2021/xx of the European
Parliament and of the Council*[ DORA], as well
as through any other relevant appropriate tools,

3

1. A CSD shall identify sources of
operational risk, both internal and external, and
minimise their impact also through the
deployment of appropriate ICT tools, processes
and policies set up and managed in accordance
with Regulation (EU) 2021/xx of the European
Parliament and of the Council*[DORA], as well
as through any other relevant appropriate tools,
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Commission Proposal

controls and procedures for other types of
operational risk, including for all the securities
settlement systems it operates.

EP Mandate

controls and procedures for other types of
operational risk, including for all the securities
settlement systems it operates.

Council Mandate

controls and procedures for other types of
operational risk, including for all the securities
settlement systems it operates.

Article 54, first paragraph, point (1), amending provision,
numbered paragraph (1), first paragraph

756

* Regulation (EU) 2021/xx of the
European Parliament and of the Council
[...]J(OJ L XX, DD.MM.YYYY, p. X).;

* Regulation (EU) 2021/xx of the
European Parliament and of the Council
[...]J(OJL XX, DD.MM.YYYY, p. X).;

* Regulation (EU) 2021/xx of the
European Parliament and of the Council
[...]J(OJ L XX, DD.MM.YYYY, p. X).’;

Article 54, first paragraph, point (2)

757

(2) paragraph 2 is deleted;

(2) paragraph 2 is deleted;

(2) paragraph 2 is deleted;

Article 54, first paragraph, point (3), introductory part

758

(3) paragraphs 3 and 4 are replaced by the
following:

(3) paragraphs 3 and 4 are replaced by the
following:

(3) paragraphs 3 and 4 are replaced by the
following:

Article 54, first paragraph, point (3), amending provision,
numbered paragraph (3)

759

3

3. For services that it provides as well as for
each securities settlement system that it
operates, a CSD shall establish, implement and
maintain an adequate business continuity and
disaster recovery plan, including ICT business
continuity and disaster recovery plans

3

3. For services that it provides as well as for
each securities settlement system that it
operates, a CSD shall establish, implement and
maintain an adequate business continuity and
disaster recovery plan, including ICT business
continuity and disaster recovery plans

[3

3. For services that it provides as well as for
each securities settlement system that it
operates, a CSD shall establish, implement and
maintain an adequate business continuity and
disaster recovery plan, including ICT business
continuity and disaster recovery plans
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Commission Proposal

established in accordance with Regulation (EU)
2021/xx [DORA], to ensure the preservation of
its services, the timely recovery of operations
and the fulfilment of the CSD’s obligations in
the case of events that pose a significant risk of
disrupting operations.

EP Mandate

established in accordance with Regulation (EU)
2021/xx [DORA], to ensure the preservation of
its services, the timely recovery of operations
and the fulfilment of the CSD’s obligations in
the case of events that pose a significant risk of
disrupting operations.

Council Mandate

established in accordance with Regulation (EU)
2021/xx [DORA], to ensure the preservation of
its services, the timely recovery of operations
and the fulfilment of the CSD’s obligations in
the case of events that pose a significant risk of
disrupting operations.

Article 54, first paragraph, point (3), amending provision,
numbered paragraph (4)

760

4. The plan referred to in paragraph 3 shall
provide for the recovery of all transactions and
participants’ positions at the time of disruption
to allow the participants of a CSD to continue to
operate with certainty and to complete
settlement on the scheduled date, including by
ensuring that critical IT systems can resume
operations from the time of disruption as
provided for in paragraphs (5) and (7) of Article
11 of Regulation (EU) 2021/xx [DORA].;

>

4. The plan referred to in paragraph 3 shall
provide for the recovery of all transactions and
participants’ positions at the time of disruption
to allow the participants of a CSD to continue to
operate with certainty and to complete
settlement on the scheduled date, including by
ensuring that critical IT systems can resume
operations from the time of disruption as
provided for in paragraphs (5) and (7) of Article
11 of Regulation (EU) 2021/xx [DORA].;

’

4. The plan referred to in paragraph 3 shall
provide for the recovery of all transactions and
participants’ positions at the time of disruption
to allow the participants of a CSD to continue to
operate with certainty and to complete
settlement on the scheduled date, including by
ensuring that critical IT systems can resume
operations from the time of disruption as
provided for in paragraphs (5) and (7) of Article
11 of Regulation (EU) 2021/xx [DORA].’;

>

Article 54, first paragraph, point (4), introductory part

761

(4) in paragraph 6, the first subparagraph is
replaced by the following:

(4) inparasraph-bthefirstsubparasraphis

(4) imparagraph 6;-thefirstsubparagraph is
replaced by the following:

Article 54, first paragraph, point (4), amending provision,
first paragraph

762

<

A CSD shall identify, monitor and manage the

3

CSD shell-identifs : : :

[3

A CSD shall identify, monitor and manage the
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Commission Proposal

risks that key participants in the securities
settlement systems it operates, as well as service
and utility providers, and other CSDs or other
market infrastructures might pose to its
operations. It shall, upon request, provide
competent and relevant authorities with
information on any such risk identified. It shall
also inform the competent authority and
relevant authorities without delay of any
operational incidents, other than in relation to
ICT risk, resulting from such risks.;

EP Mandate

Council Mandate

risks that key participants in the securities
settlement systems it operates, as well as service
and utility providers, and other CSDs or other
market infrastructures might pose to its
operations. It shall, upon request, provide
competent and relevant authorities with
information on any such risk identified. It shall
also inform the competent authority and
relevant authorities without delay of any
operational incidents, other than in relation to
ICT risk, resulting from such risks.’;

Article 54, first paragraph, point (5), introductory part

(5) in paragraph 7, the first subparagraph is

(5) inparagraphr—thefirstsubparagraph-is

(5) in paragraph 7, the first subparagraph is

e replaced by the following: peprlemed e oo replaced by the following:
Article 54, first paragraph, point (5), amending provision,
first paragraph
ESMA shall, in close cooperation with the e o T ESMA shall, in close cooperation with the

764

members of the ESCB, develop draft regulatory
technical standards to specify the operational
risks referred to in paragraphs 1 and 6, other
than ICT risks, and the methods to test, to
address or to minimise those risks, including the
business continuity policies and disaster
recovery plans referred to in paragraphs 3 and 4
and the methods of assessment thereof..

]

members of the ESCB, develop draft regulatory
technical standards to specify the operational
risks referred to in paragraphs 1 and 6, other
than ICT risks, and the methods to test, to
address or to minimise those risks, including the
business continuity policies and disaster
recovery plans referred to in paragraphs 3 and 4
and the methods of assessment thereof.”.

>
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Article 55
765 Article 55 Article 55 Article 55
Amendments to Regulation (EU) No 600/2014 | Amendments to Regulation (EU) No 600/2014 | Amendments to Regulation (EU) No 600/2014
Article 55, first paragraph, introductory part
766 Regulation (EU) No 600/2014 is amended as Regulation (EU) No 600/2014 is amended as Regulation (EU) No 600/2014 is amended as
follows: follows: follows:
Article 55, first paragraph, point (1), introductory part
767 | (1) Article 27g is amended as follows: (1) Article 27g is amended as follows: (1) Article 27g is amended as follows:
Article 55, first paragraph, point (1)(a)
768 | (a) paragraph 4 is deleted; (a) paragraph 4 is deleted; (a) paragraph 4 is deleted;
Article 55, first paragraph, point (1)(b)
769 (b) in paragraph 8, point (¢) is replaced by the (b) in paragraph 8, point (¢) is replaced by the (b) in paragraph 8, point (¢) is replaced by the
following: following: following:
Article 55, first paragraph, point (1)(c)
770 (c) ‘(c) the concrete organisational (c) ‘(c) the concrete organisational €& ‘(c) the concrete organisational
requirements laid down in paragraphs 3 and 5.”; | requirements laid down in paragraphs 3 and 5.”; | requirements laid down in paragraphs 3 and 5.’;
Article 55, first paragraph, point (2), introductory part
771

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a pilot regime for market infrastructures based on distributed ledger technology (Text with EEA relevance)

2020/0267(COD) 337/341



\ Commission Proposal
(2) Article 27h is amended as follows:

EP Mandate
(2) Article 27h is amended as follows:

Council Mandate
(2) Article 27h is amended as follows:

Article 5

5, first paragraph, point (2)(a)

772 | (a) paragraph 5 is deleted; (a) paragraph 5 is deleted; (a) paragraph 5 is deleted;
Article 55, first paragraph, point (2)(b), introductory part
1n paragraph 8, point (¢) 1s replaced by the 1n paragraph &, point (¢) 1s replaced by the 1n paragraph 8, point (¢) 1s replaced by the
773 (b) i h 8, point () i laced by th (b) i h 8, point () i laced by th (b) i h 8, point () i laced by th
following: following: following:
Article 55, first paragraph, point (2)(b), amending

provision, first paragraph

3

(e) the concrete organisational requirements

3

(e) the concrete organisational requirements

3

(e) the concrete organisational requirements

Utk laid down in paragraph 4.; laid down in paragraph 4.; laid down in paragraph 4.”; ,
Article 55, first paragraph, point (3), introductory part

775 (3) Article 271 is amended as follows: (3) Article 27i is amended as follows: (3) Article 271 is amended as follows:
Article 55, first paragraph, point (3)(a)

776 | (a) paragraph 3 is deleted; (a) paragraph 3 is deleted; (a) paragraph 3 is deleted;
Article 55, first paragraph, point (3)(b), introductory part

777

(b) in paragraph 5, point (b) is replaced by the

(b) in paragraph 5, point (b) is replaced by the

(b) in paragraph 5, point (b) is replaced by the
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following:

EP Mandate

following:

Council Mandate

following:

Article 5

5, first paragraph, point (3)(b), amending

provision, first paragraph

3

(b) the concrete organisational requirements

3

(b) the concrete organisational requirements

[3

(b) the concrete organisational requirements

e laid down in paragraphs 2 and 4.. laid down in paragraphs 2 and 4.. laid down in paragraphs 2 and 4.”.
Article 56
779 Article 56 Article 56 Article 56
Entry into force and application Entry into force and application Entry into force and application
Article 56, first paragraph
This Regulation shall enter into force on the This Regulation shall enter into force on the This Regulation shall enter into force on the
780 | twentieth day following that of its publication in | twentieth day following that of its publication in | twentieth day following that of its publication in
the Official Journal of the European Union. the Official Journal of the European Union. the Official Journal of the European Union.
Article 56, second paragraph
731 It shall apply from [PO: insert date - 12 months | It shall apply from [PO: insert date —224 It shall apply from [PO: insert date - 4224
after the date of entry into force]. months after the date of entry into force]. months after the date of entry into force].
Article 56, third paragraph
780 However, Articles 23 and 24 shall apply from However, Articles 23 and 24 shall apply from HeoweverArtieles 23-and-24-shall-apphyfrom
[PO: insert date - 36 months after the date of [PO: insert date - 36 months after the date of POinsert-date—36-months-after-the-date-of
entry into force of this Regulation]. entry into force of this Regulation]. entry-into-foree-of this Regulationt-
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Commission Proposal

EP Mandate

Council Mandate

Article 5

6, fourth paragraph

This Regulation shall be binding in entirety and

This Regulation shall be binding in entirety and

This Regulation shall be binding in entirety and

e directly applicable in all Member States. directly applicable in all Member States. directly applicable in all Member States.
Formula

784 Done at Brussels, Done at Brussels, Done at Brussels,
Formula

785 | For the European Parliament For the European Parliament For the European Parliament
Formula

786 | The President The President The President
Formula

787 For the Council For the Council For the Council
Formula

788 | The President The President The President
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